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Abstract. Alienation constitutes a critical issue in contemporary discourse, intensified by globalisation, 
digitalisation, technological advancement, social fragmentation, and escalating political instability. The relevance 
of this inquiry derives from the urgent need to conceptualise the processes through which individuals experience 
estrangement from their essence, from social institutions, and the broader existential framework of human life. The 
primary aim of this study was to reconstruct the historical and philosophical evolution of the concept of “alienation”, 
identify its principal stages of development, and examine its contemporary reinterpretations within the context 
of global transformations. Methodologically, the research was grounded in historical-philosophical analysis, 
comparative methodology, hermeneutic interpretation of primary philosophical sources, and interdisciplinary 
integration of perspectives from philosophy, sociology, cultural studies, and political theory. The study results 
revealed that alienation initially emerged as a metaphysical concern in ancient philosophy, reflecting humanity’s 
disrupted relationship with the Cosmos. During the medieval period, it was reinterpreted theologically as a rupture 
between humanity and the divine. The Early Modern era marked a pivotal shift, with alienation acquiring political 
and legal significance within the framework of social contract theory. In the nineteenth century, German classical 
philosophy and Marxism endowed the concept with systematic philosophical depth. In the twentieth and twenty-
first centuries, alienation has been further elaborated through social, cultural, existential, and technological 
dimensions, encompassing phenomena such as digital subjectivity, posthumanist critiques, and algorithmic 
governance. The practical significance of the research lies in its applicability to contemporary academic and policy 
discussions within social philosophy, political theory, cultural studies, and education
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Introduction
The development of society has always been accompa-
nied by alienation, which emerges during times of social 
crisis and recedes during periods of dynamic progress, 
yet never disappears entirely. A thorough understand-
ing of alienation is essential for studying this issue. 

Copyright © The Author(s). This is an open access article distributed under the terms of the 
Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)

Scholars and philosophers have attempted to explain 
this phenomenon since ancient times. However, it was 
only in the Modern era that philosophers addressed it 
as a social phenomenon. Given that the accumulated 
theoretical material provides an ambiguous and vague 
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topic show a tendency toward expanded interpreta-
tion. P.L.  Choquet  (2021) introduced the “geo-social 
critique” concept, viewing alienation not only as an 
interpersonal or economic category but as a global 
structural problem connected to spatial inequality and 
ecological instability. His work reflects new trends in 
social theory, in which alienation is conceptualised 
in the context of a globalised world. From a cultur-
al perspective, Z.  Jing (2024) analysed the concept of 
alienation through the lens of survival and cultural 
interpretation in contemporary societies. The author 
emphasises that modern culture not only reflects al-
ienation but also produces it as a form of adaptation to 
the conditions of late capitalism. Thus, the contempo-
rary historiography of the phenomenon of alienation is 
multifaceted and dynamic. It encompasses both clas-
sical and cutting-edge interpretations, demonstrating 
the deep dependence of this concept on its historical, 
social, and cultural context. The purpose of this work 
was to trace how the idea of alienation gradually trans-
formed into a philosophical category, acquiring new 
layers of meaning depending on the historical, social, 
and cultural context.

Materials and Methods
The research employed general scientific and philo-
sophical methods to provide a comprehensive histor-
ical and conceptual analysis of alienation. The prima-
ry method used was historical-philosophical analysis, 
which made it possible to trace the evolution of the con-
cept of alienation from Antiquity to contemporary in-
terpretations. This method identified and systematised 
key philosophical traditions, thinkers, and their contri-
butions to the understanding of alienation. In addition, 
comparative analysis was applied to reveal the differ-
ences and similarities in interpreting alienation across 
various historical periods and philosophical schools. 
This method allowed the authors to outline the conti-
nuity and transformation of the conceptual approaches 
to alienation. Hermeneutic methods were used to in-
terpret philosophical texts in socio-cultural and histor-
ical contexts. By engaging in a close reading of primary 
philosophical sources (e.g., the works of Plato, Aristotle, 
A. Augustine, T. Hobbes, J. Locke, J.-J. Rousseau, G. He-
gel, L. Feuerbach, K. Marx, J.-P. Sartre, H. Marcuse, and 
M. Heidegger), the research disclosed the internal logic 
of the formation and development of the idea of alien-
ation. The systematic approach provided a framework 
for analysing alienation as a complex phenomenon 
manifested in different spheres: social, economic, po-
litical, cultural, and existential. This approach enabled 
the integration of insights from various disciplines, in-
cluding sociology, cultural studies, political theory, and 
psychoanalysis, into a coherent research narrative.

The study was carried out through a thematic anal-
ysis of selected historical-philosophical materials. For 
each historical period and school of thought, the main 

definition of “alienation”, it becomes clear why contem-
porary philosophers, sociologists, cultural theorists, 
and political scientists approach the study of alienation 
differently, depending on the perspective from which 
they examine its nature. An analysis of the evolution of 
the concept of “alienation” reveals the deeper patterns 
in the development of philosophical thought and brings 
us closer to understanding the modern forms of social, 
political, and spiritual alienation that continue to shape 
the human condition in the 21st century.

The issue of alienation has been extensively devel-
oped in philosophy, sociology, cultural studies, and po-
litical theory, as reflected in a wide range of academic 
research. In recent decades, there has been a growing 
number of interdisciplinary approaches to studying the 
phenomenon of alienation, which allows for new in-
terpretations of both classical and contemporary per-
spectives. J. Samuel (2023), explored the metaphysical 
and normative dimensions of alienation, drawing on 
Hegelian dialectics to illuminate how alienation shapes 
our relations with norms and the world. Written in the 
Marxist tradition, the article by M.K. Santiagu (2024) 
brought the discussion back to the classical reading 
of alienation as a consequence of capitalist relations 
of production. The author emphasised the importance 
of restoring the critical potential of Marxism in con-
temporary political and social contexts. In their article 
“Labour, capital and the struggle over history: Recon-
structing Marxist class theory from the standpoint of 
alienation,” E.  Øversveen & C.A.  Kelly  (2023) argued 
that Marxist class analysis − while foundational for un-
derstanding social inequalities − has largely overlooked 
alienation’s experiential and dialectical dimensions. 
Methodologically, the authors employ a hermeneutic 
reading of G.W.F. Hegel and K. Marx’s texts, combined 
with a critical engagement with more recent sociolog-
ical debates, to demonstrate that alienation provides a 
vital link between structural economic processes and 
individual lived experience. J.  Pateman  (2023) chal
lenged prevailing narratives about Lenin’s engagement 
with K. Marx’s theory of alienation, demonstrating its 
central role in Leninist thought and its implications for 
revolutionary praxis. J.  Fanciullo  (2025) interrogated 
the “alienation constraint” on theories of well-being, 
debating how disconnection from what one finds com-
pelling undermines conceptions of human flourishing. 
L.  Ma  (2024) offered a comprehensive philosophical 
analysis of alienation in the digital age, tracing how 
digital capitalism transforms labour, products, and 
social relations, thereby generating new modalities of 
estrangement. The philosophical dimension was ad-
dressed in Z.W.  Liu’s  (2022) article, which examined 
H. Marcuse’s utopian project aimed at overcoming the 
“one-dimensional” man through the transcendence 
of the system of alienation. The work is relevant in 
seeking philosophical alternatives to modern techno-
cratic rationalism. Contemporary approaches to the 
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conceptualisations of alienation were identified, com-
pared, and contextualised. The corpus of analysed ma-
terials included both primary philosophical texts and 
recent scholarly publications. Methodologies devel-
oped by other researchers were incorporated through 
the adoption of the critical reinterpretation of classical 
concepts based on contemporary interdisciplinary ap-
proaches (such as geo-social critique and posthuman-
ist theories). This allowed for the extension of classical 
interpretations of alienation into modern technological 
and globalised realities. 

The study progressed in several stages: selection 
of primary philosophical works and relevant contem-
porary studies; Structuring the concept of alienation 
across different historical periods; Identifying continu-
ities and discontinuities in conceptualisations; Herme-
neutic reading of key texts; Formulation of conclusions 
regarding the evolution of the concept and its relevance 
in the contemporary context. The research was con-
ducted during 2024-2025, based on the study of avail-
able primary philosophical sources, peer-reviewed 
journal articles, and interdisciplinary analyses accessi-
ble through academic databases and open-access plat-
forms. The materials were processed using qualitative 
analysis methods, without the application of statistical 
or empirical research techniques, given the philosophi-
cal and historical nature of the subject.

Results and Discussion
The phenomenon of alienation emerged long before 
the concept and category of “alienation” itself were 
formally established, initially manifesting only as an 
explanation for the human mind’s response to various 
contradictions. A distinctive feature of the phenome-
non is the attribution of meaning to separation and the 
transformation of something that belongs to a person’s 
“self” into something alien. The earliest notions of al-
ienation can be found in the philosophical treatises of 
Antiquity, where cosmocentric worldviews shape their 
understanding. The primary source of alienation was 
considered to be the emergence of the physical world, 
which led to the appearance of human beings capable of 
reflecting on their cosmic environment and themselves 
as cosmic entities. All human problems during Antiquity 
were viewed in an organic connection with a person’s 
place in the Cosmos. The inability to understand this 
or to follow this natural law disrupted harmony and 
led to imperfection, which contained the idea of alien-
ation and resulted in various forms of social upheaval. 
Such an interpretation of alienation can be found in the 
works of Plato and Aristotle (Santiagu, 2024). Ancient 
philosophers noted that alienation could manifest at 
both the individual-human and societal levels.

During the Middle Ages, the idea of alienation was 
defined by a geocentric worldview and was considered 
through the opposition between God, who created a 
world functioning according to divine laws, and the 

human being, who lives in accordance with these same 
laws. Through the concept of alienation, attempts 
were made to explain the rupture in the relationship 
between humanity and God, as well as the fundamen-
tal contradictions of human existence: inner tension, 
the polarity of human nature, and the presence of 
evil in the world. This can be clearly observed in the 
works of Augustine, Thomas Aquinas, Duns Scotus, 
and Abelard. In Augustine’s Confessions and The City 
of God, alienation is expressed through the experience 
of the inner struggle between bodily desires and the 
soul’s longing for divine truth, as well as through the 
theological interpretation of humanity’s fall and sep-
aration from God. In his Summa Theologiae, Thomas 
Aquinas discusses how sin disturbs the natural order 
established by God, resulting in the disintegration of 
human nature and spiritual estrangement. In his Or-
dinatio, Duns Scotus highlights the human will’s dual 
orientation  − toward personal benefit and universal 
good − which creates the internal polarity and poten-
tial alienation from divine intention. Peter Abelard, 
particularly in Sic et Non and Ethica (Scito te ipsum), 
explores the moral conflicts within the human con-
science and the difficulties of attaining theological 
truth, thereby emphasising alienation’s internal dis-
sonance and existential uncertainty (Osborne, 2014).

The problem of alienation remained relevant during 
the Renaissance as well. It was associated with a dual 
understanding of human nature  − both “natural” and 
“divine” − which generated contradictions in a person’s 
self-awareness and in the understanding of their own 
activity. This was reflected in the views of Giovanni Pico 
della Mirandola, Giannozzo Manetti, Leon Battista Al-
berti, and other thinkers of the period (Choquet, 2021). 
During this time, the phenomenon of alienation was 
understood as a response to the contradictions aris-
ing from the dual perception of the human being-as a 
God-Creator on the one hand, and as an ordinary earthly 
person on the other. Alienation manifested in the real-
isation that although extraordinary qualities were at-
tributed to humans, they were, from the very beginning, 
limited by their natural and physiological characteris-
tics, and they were aware of it. Thus, alienation contin-
ued to be perceived in its previous sense of “separation”, 
although a comprehensive conceptualisation of the phe-
nomenon had not yet been formed.

The concept of “alienation” was formed in the 
17th  century and is associated with the theory of the 
social contract. Its emergence was conditioned by the 
socio-cultural situation that demanded a new under-
standing of the relationship between “the individual and 
society,” recognising the individual as the highest value 
of social life. In this context, it is important to refer to the 
works of T. Hobbes, J. Locke, J.-J. Rousseau, and T. Paine, 
who connected alienation with the process of transfer-
ring an individual’s natural rights to the state and subse-
quently becoming dependent on it. A distinctive feature 
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of these thinkers’ views is that alienation, in their con-
cepts, appears as a voluntary act by the individual, nec-
essary to obtain guaranteed security. T. Hobbes, in his 
examination of the essence of power relations, notes: “I 
authorise and give up my right of governing myself to 
this man, or this assembly of men, on this condition, that 
thou give up thy right to him, and authorise all his ac-
tions in like manner… This is the generation of that great 
Leviathan, or rather (to speak more reverently), of that 
Mortal God, to which we owe, under the Immortal God, 
our peace and defence” (Hobbes, 1651). Despite sharing 
a general approach to the problem, the philosophers of 
the Early Modern period differed in their understanding 
of alienation. J. Locke, unlike T. Hobbes, argued that even 
in an alienated form, the individual must retain certain 
natural rights − life, liberty, and property − which can-
not be alienated (Locke, 1823). A distinctive aspect of 
J.-J. Rousseau’s position is that, in addition to alienation 
based on the need for self-protection, J.-J.  Rousseau 
also reflected on the problem of despotic state power, 
which is based not on the right given to it but on brute 
force. This, in his view, leads to the violation of human 
freedoms, which should be preserved even after the 
conclusion of the social contract (Rousseau,  1998). 
Thus, philosophical concepts of “alienation” in the  
17th-18th  centuries recognised the source of alienation 
in the specific structure of reality, whose imperfect rela-
tionships introduced disharmony both in interpersonal 
relations and in the individual’s self-perception.

The transition from the concept of “alienation” to its 
development as a philosophical category took place in 
the 19th century. This was linked to the process of pro-
gressively enriching the concept with logic and dialec-
tical content. A significant contribution to this process 
was made by representatives of German classical phi-
losophy, who viewed alienation as a historical process 
resulting from human activity within the sphere of their 
existence − society. During this period, alienation began 
to be understood simultaneously as both an objective 
and subjective action. The issue of alienation was ad-
dressed by G.W.F. Hegel, L. Feuerbach, and K. Marx.

The first systematic philosophical investigation of al-
ienation is found in the works of G. G.W.F. Hegel (2018). 
He presents alienation as a complex and multifaceted 
category through which various levels of objectification 
and externalisation are revealed. Hegel understands al-
ienation as a historical process, dialectically conditioned 
both by reality itself and by the activity of the subject. 
In the Phenomenology of Spirit, Encyclopaedia of the 
Philosophical Sciences, and Philosophy of Right, a holis-
tic historical account is developed through the totality of 
alienation and the development of human culture, which 
is presented as unfolding in the form of alienation. Na-
ture, history, education, morality, civil society, and the 
state are all forms of the self-alienation of the Absolute 
Spirit for the purpose of self-knowledge. Through the 
process of studying the past and delving into its inner 

essence, its theoretical comprehension becomes the 
means of overcoming alienation. The Spirit “alienates 
itself, and then returns to itself from this alienation, 
thereby revealing its reality and essence, and becoming 
the possession of consciousness”. Reality, although creat-
ed by the human being, appears to them as “something 
immediately alienated” (Hegel,  2018). Thus, the idea 
of alienation takes on a universal character as a factor 
of movement. Contradiction (or alienation) becomes a 
necessary stage of development, without which the full 
content of the Absolute Idea could hardly be revealed.

Ludwig L. Feuerbach (1986) opened a new path for 
understanding alienation. First, he used the concept of 
alienation to explain the existence of the Christian reli-
gion. Second, he gave this category an anthropological 
meaning by replacing the Absolute Spirit as the subject 
and object of alienation with the living “natural” human 
being − one who feels, suffers, observes, and creates God 
in their own image and likeness. According to L. Feuer-
bach, in the idea of God, the human being has embodied 
their species essence, which can be observed as another 
entity distinct from themselves. “Theology divides and 
alienates the human being, only to then re-personify this 
alienated essence in them once again”. The process of 
alienation expressed here has significant consequences, 
as the person who created God begins to perceive them-
selves as His creation. L. Feuerbach also proposed a way 
to overcome alienation by replacing the religion of love 
for God with a religion of love for humanity, through 
which the individual will regain their personal qualities.

A unique revolution in the understanding of the phe-
nomenon of alienation, its essence, and the possibilities 
for overcoming it was carried out by Karl Marx. Unlike 
Hegel, who understood alienation as the development of 
consciousness, K. Marx turned to social reality and the 
material production sphere of society, where he sought 
the causes of alienation. Furthermore, alienation is un-
derstood as a multi-level phenomenon, with each form 
corresponding to a certain stage of development. K. Marx 
considered economic alienation, which arises with the 
emergence of wage labor as a result of its division, the 
emergence of private property, and the development of 
commodity-money relations, to be the determinant of 
all forms. Based on K. Marx’s Economic and Philosophic 
Manuscripts of 1844, a hierarchy of the main forms of al-
ienation can be identified: 1) economic – alienation from 
the product and process of labor; 2) social – alienation 
from the species essence, alienation of one person from 
another; 3)  political  – alienation of the state from the 
people, bureaucracy; 4)  spiritual  – religious alienation, 
bourgeois political economy, and fetishism of money as 
a form of alienated consciousness. Following L.  Feuer-
bach, K. Marx continues to attribute a strongly negative 
meaning to alienation, transferring it from its religious 
basis to the economic sphere. As a way to overcome al-
ienation, he proposes changing the material conditions 
of social life, including the abandonment of private 
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property (Marx, 2007). This abandonment is not an act, 
but a process, determined by two factors: the growth 
of the level of development of productive forces, which 
at an appropriate level will make possible the dissolu-
tion of the causes of alienation  − division of labor and 
the improvement of the individual, who, at a high level 
of development, will be capable of mastering and re-ob-
jectifying the entire wealth of human essence contained 
in social relations (Marx,  1970; Marx & Engels,  2022).

In the 20th  century, the study of the phenomenon 
of alienation continued across various fields, leading to 
the emergence of numerous conceptual approaches to 
its understanding. In the concepts developed by schol-
ars of the Frankfurt School of philosophy (T.  Adorno, 
M.  Horkheimer, H.  Marcuse, A.  Schweitzer), a distinct-
ly social approach to defining the essence of alienation 
can be traced. Drawing on the category of “alienation” 
developed by K. Marx, they emphasise the characteris-
tics of social processes under the conditions of indus-
trial society. H.  Marcuse notes that one-dimensional 
thinking is systematically imposed by policymakers and 
their representatives in the sphere of mass information. 
The universe of their discourse is introduced through 
hypotheses that operate autonomously and continu-
ously, being methodically repeated and thus transform-
ing into hypnotically effective formulas and attitudes 
(Marcuse, 1991). A. Schweitzer draws attention to the 
inhumane nature of the conditions in which people live, 
which lead to alienation. Normal human-to-human re-
lations encounter numerous obstacles. A person loses 
the sense of kinship with their fellow human beings and 
thus descends into a path of inhumanity. A. Schweitzer 
asserts that a destructive interaction has developed not 
only between the economy and spiritual life, but also be-
tween society and the individual. Whereas once society 
uplifted people, now it oppresses us. According to him, 
the accelerated pace of social life began to exert a neg-
ative influence on the individual. The overemployment 
of the modern person in all strata of society leads to the 
demise of spirituality (Schweitzer,  2005). Among the 
factors contributing to the loss of spirituality are: the 
increasing specialisation in all areas of human activity 
(production, science, governance), the intensification of 
society’s technicisation, the rapid growth of imperson-
al scientific knowledge, and the expanding influence of 
this impersonality on the individual, and so on.

The psychological perspective, which reflects the 
views of philosophers of the psychoanalytic school 
(Freud,  1976; Fromm,  2013), considers alienation as 
an attribute of the human psyche, based on an intraper-
sonal conflict. Thus, the focus is not on the social con-
ditions of human life, but on individual characteristics. 
The source of alienation is seen in the contradiction be-
tween the “individual” or “collective” unconscious and 
the social demands internalised in human conscious-
ness. This allows for the possibility of overcoming al-
ienation by analysing the legitimacy of social norms 

and reconciling the individual with their own nature. 
The views of Z. Freud (1976) and E. Fromm (2013) are 
largely consonant. However, while Z. Freud refers to neu-
rosis as a factor of alienation, which results either in a 
neurotic loss of the self (“depersonalisation”) or a loss 
of the sense of reality of the surrounding world (“dere-
alisation”) (Freud,  1976), E. Fromm emphasises that a 
significant number of neurotic conflicts leading to al-
ienation are determined not by instinctive, but by socio-
cultural predispositions. This makes it possible to speak 
of the social nature of the unconscious in the psyche 
(Fromm, 2013). This, in turn, allows us to conclude that 
E. Fromm’s views are close to the central thesis of Marx-
ist philosophy: the causal dependence of all phenomena 
of spiritual life, including alienation, on social relations.

The personal approach, represented in the concepts 
of existentialist philosophers (J.-P.  Sartre, A.  Camus, 
K.  Jaspers, G. Marcel), considers alienation through the 
lens of the opposition between the authentic individual-
ity of a person and the society that stands against them. 
Individual freedom is manifested not in setting a goal, 
but in making a choice. The initial choice occurs out-
side of the individual’s consciousness and arises in an 
unknown way from the very first moment of a person’s 
existence. During the course of life, if a person sets a goal 
that contradicts this initial choice, then, according to J.-
P.  Sartre, they are doomed to failure: “We are freedom 
that chooses, but we do not choose to be free; we are con-
demned to be free” (Sartre, 2004). In this way, freedom, 
in its original sense, is destroyed. An initial choice that 
runs counter to a person’s uncertain desires and pre-
vents them from developing their individuality signifies 
total alienation of the individual. This is reflected in such 
individual states as loneliness, the feeling of existential 
abandonment, the hostility of the world, the loss of con-
nection with it, abandonment by God, failure in the trials 
of freedom, the meaninglessness of one’s existence, and 
alienation in interpersonal relationships. Closely related 
to the existential concept of “alienation” is the interpre-
tation proposed by M. Heidegger. By distinguishing be-
tween “authentic” and “inauthentic” modes of human 
life, M.  Heidegger argues that alienation is an inherent 
attribute of human existence, linking it to the person’s 
fate of being entangled with things. He notes that when 
things take precedence, life assumes an inauthentic 
character, thus leading to alienation (Heidegger, 1962).

However, in the 21st century, the dichotomy between 
the social and ontological dimensions of alienation loses 
its clarity and definition. In the digital age, these levels 
intertwine and mutually reinforce each other, forming 
new, hybrid forms of alienation in which the subject is 
simultaneously subordinated to structural mechanisms 
of control and experiences a profound loss of meaning 
and authenticity. Digital technologies  − particularly 
social media, algorithmic models of behavior, artificial 
intelligence systems, and automated decision-making − 
transform the very conditions of human existence. The 
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modern individual constantly produces data represent-
ing them as digital avatars, shadows, or profiles − frag-
mented, edited, and controlled by external algorithmic 
structures. They increasingly lose ownership of their 
image, which becomes a commodity or an instrument 
of influence. This leads not only to “alienation from one-
self” but also to deep emotional and existential exhaus-
tion − a consequence of constant comparison, imposed 
visibility, and the impossibility of genuine interaction. In 
the post-truth world, communication loses its dialogical 
and ethical nature: the word is no longer addressed to 
the other but functions as a tool of influence, manipula-
tion, or representation. It is not just a crisis of truth, but 
the collapse of the very horizon of meaning. All of this 
results in a delegation of subjectivity − some functions of 
the “self” are transferred to technology: decisions about 
routes, preferences, and interpretation of news are car-
ried out by algorithms. The subject is no longer the sole 
source of will; it dissolves into a network of interactions 
that increasingly occur without its active participation. 
In this context, the notion of autonomy acquires a new 
meaning or even becomes problematic. Posthumanist 
philosophy − in the works of R. Esposito, Katherine Hay-
les, Yuk Hui, Donna Haraway − does not interpret these 
phenomena solely as “defects” of the modern project 
that must be eliminated. Rather, it proposes abandon-
ing the idea of a coherent, self-sufficient subject around 
which the humanist canon was built. Instead, the con-
cept of techno-mediated subjectivity is put forward  − 
fragmented, relational, emerging through interaction 
with non-biological agents, infrastructures, and net-
works. In this context, the human is no longer the center 
of the universe, but merely one element in a complex 
system of interrelations. Therefore, overcoming aliena-
tion is no longer seen as a return to an authentic “self”, 
to an original wholeness, or to a true nature. Instead, 
it is conceived as a radical rethinking of what it means 
to be human (Esposito,  2011; Dodonova  et al.,  2024).

The concept of authenticity, historically associated 
with existentialist philosophy (especially Martin Hei-
degger and Jean-Paul Sartre), presupposes the capac-
ity of the individual to present themselves truthfully 
and act by their inner self. In the digital age, however, 
authenticity becomes problematic: individuals curate 
multiple identities for different platforms, constantly 
modify their digital personas, and increasingly tailor 
self-presentation for algorithmic visibility rather than 
personal expression. This results in self-alienation, 
where the gap between lived experience and its mediat-
ed representation grows. Moreover, the right to privacy, 
rooted in classical liberal and human rights discourse 
(e.g.,  John  Locke, J.  S.  Mill), is severely challenged by 
the dynamics of datafication and surveillance capital-
ism (Zuboff, 1989). In the digital ecosystem, individuals 
no longer fully control the information that represents 
them. Personal data are extracted, aggregated, and mon-
etised without transparent consent, reducing subjects 

to data profiles optimised for commercial or political 
ends. This commodification of identity further alienates 
individuals from control over their embodied existence. 
The philosophical consequences of these processes are 
profound. First, the fragmentation of the self into data 
points undermines the possibility of a unified, authen-
tic identity, leading to ontological alienation. Second, 
the erosion of privacy removes the conditions neces-
sary for maintaining a reflective space where authentic 
selfhood could develop. Author B.-C. Han (2015) aptly 
described the contemporary subject as a “transparent 
self”, exposed to the gaze of others without refuge, thus 
intensifying feelings of insecurity, self-estrangement, 
and performative existence. The right to authenticity 
and privacy must therefore be rethought: not merely 
as protections against intrusion, but as affirmations of 
embodied integrity, agency, and existential coherence in 
environments that constantly threaten to fragment and 
appropriate human subjectivity.

The development of digital technologies has led 
to unprecedented opportunities and the emergence of 
new, intensified forms of structural alienation. These 
forms are rooted in the uneven distribution of access 
to technological resources and the transformative im-
pact of automation and artificial intelligence (AI) on 
labor relations. Digital inequality refers not merely 
to disparities in access to devices or the Internet but 
also to disparities in digital literacy, algorithmic inclu-
sion, and technological agency. Access to technology 
determines access to education, healthcare, employ-
ment, and political participation. Those excluded from 
digital networks experience structural alienation  − a 
systemic separation from the main avenues of self-re-
alisation and social agency. From a Marxist perspective, 
this phenomenon can be interpreted as a new form of 
proletarianisation: the digital underclass is excluded 
from the means of symbolic and informational pro-
duction, much like industrial workers were historical-
ly alienated from material means of production. In this 
sense, technological alienation in the digital age is not 
just about exclusion but about losing control over one’s 
capacity to participate meaningfully in public and eco-
nomic life (Øversveen & Kelly,  2023). Automation and 
AI introduce further layers to the alienation of labor. In 
traditional Marxist theory, alienation occurs when the 
worker becomes estranged from the product of their 
labor, the labor process, their species-being, and other 
human beings. With AI, labor is automated, fragment-
ed, deskilled, and surveilled. Philosophers such as An-
tonio Negri, Michael Hardt, and S.  Zuboff  (1989) have 
shown that platform capitalism treats human labor as 
an input to data extraction systems, reducing workers to 
nodes in algorithmic networks optimised for efficiency. 
Workers in the gig economy, for instance, are managed 
not by human supervisors but by algorithmic systems 
that dictate schedules, evaluate performance, and as-
sign tasks. This erases personal autonomy and deepens  
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alienation from the labor process: the worker no longer 
even perceives the employer as a relational other, but 
faces an opaque, often unintelligible system of control. 
Moreover, B.-C. Han (2015) observes that the contem-
porary subject internalises performance pressure and 
self-optimisation imperatives, leading to self-exploita-
tion − a voluntary but alienating process where freedom 
is instrumentalised. In this context, structural aliena-
tion emerges not only as material deprivation but also 
as ontological dislocation: the individual is alienated 
from labor, community, and self-realisation, fragmented 
within an increasingly automated and datafied environ-
ment. B. Stiegler (2019) warned of a “loss of individu-
ation” due to technological externalisation of memory, 
cognition, and decision-making. Without meaningful 
participation in production, cultural creation, and polit-
ical action, the contemporary subject risks becoming a 
passive appendage to technological systems.

The classical conception of the subject of rights, 
rooted in the traditions of Enlightenment humanism − 
particularly in the works of René Descartes (“cogito 
ergo sum”) and Immanuel Kant (concept of auton-
omy)  − presupposed an individual who is rational, 
self-sufficient, and self-legislating. In this framework, 
rights were conceptualised as attributes of an auton-
omous self-capable of exercising free will and rational 
choice. However, posthumanist philosophy radical-
ly reconfigures this image. J.  Samuel  (2023) argued 
that the human subject cannot be conceived outside 
of its technological, biological, and ecological entan-
glements. The posthumanist subject is no longer sov-
ereign and coherent; it is relational, hybrid, and tech-
nologically mediated. It emerges through continuous 
interactions with non-human agents − machines, algo-
rithms, environments − thus undermining the founda-
tional assumptions of traditional rights theory.

In the posthumanist view, alienation no longer 
appears solely as estrangement from one’s labor (as 
in Karl Marx) or one’s species-being, but rather as es-
trangement from one’s own embodied subjectivity, 
fragmented across digital infrastructures. N.K.  Hay-
les  (1999) discusses this process regarding the post-
human, where cognition and agency are distributed 
across humans and intelligent machines. As individu-
als increasingly rely on external memory systems, de-
cision-making algorithms, and data-driven environ-
ments, their capacity for autonomous action becomes 
technologically mediated, thus alienating them from 
the classical model of self-determination that rights 
discourse presupposes. Moreover, R.  Braidotti  (2017) 
emphasises that the posthuman condition leads to a 
nomadic subjectivity, characterised by fluid, transitory 
identities. The alienation here is not simply negative 
but also productive: it opens possibilities for rethinking 
rights beyond fixed notions of sovereignty and individ-
uality, towards a model based on relational ethics, care, 
and interdependence. B. Stiegler (2019) introduces the  

concept of technological prosthesis, suggesting that 
human existence has always been technically supple-
mented. Yet, in the digital age, these supplements have 
become so pervasive that they alter perception, desire, 
and volition, creating a condition he terms “hyper-alien-
ation”. In such a context, the subject of rights is no longer 
an autonomous entity but a being whose agency is con-
tinuously negotiated with technological systems. This 
reconfiguration has profound implications for legal and 
political philosophy. The rights attributed to a coherent 
human subject (such as privacy, dignity, freedom of will) 
must now be reinterpreted in light of hybrid subjectiv-
ity. If agency is distributed, it becomes necessary to 
rethink notions like responsibility, culpability, and con-
sent, particularly when actions are co-produced by hu-
mans and non-human agents (e.g., AI decision-making 
systems). In posthumanist frameworks, alienation thus 
shifts from being solely a socioeconomic condition to an 
ontological and technological phenomenon: a loss of co-
herence, ownership, and authentic self-representation 
in a world saturated with algorithmic governance and 
digital mediation. Accordingly, the rights philosophy 
must evolve to account for subjects who are no longer 
unitary but networked, fragmented, and situated within 
technological assemblages.

In the 21st century, alienation transcends its classi-
cal economic meaning, becoming a cultural and existen-
tial phenomenon that shapes not only personal identity 
but also the dynamics of global conflicts. The spread 
of technocentric ideologies, prioritising technological 
progress, efficiency, and automation, intensifies the rift 
between societies oriented toward rapid technological 
innovation and those rooted in traditional, communi-
ty-based, and spiritual worldviews. Technocentrism, 
often presented as the unavoidable path of modernity, 
embodies an ideology that frames technological devel-
opment as an autonomous, self-justifying good. In the 
tradition of Herbert Marcuse’s One-Dimensional Man 
(Marcuse, 1991), this ideology can be understood as re-
ducing human needs, desires, and values to those that 
serve technological and economic systems. Alienation, 
in this view, manifests not merely as separation from la-
bor but as estrangement from non-technological ways 
of living, from community, from nature, and from histor-
ical forms of self-understanding. The technocentric nar-
rative often delegitimises traditional cultures, branding 
them as obsolete, inefficient, or superstitious. It impos-
es a universalising rationality that dismisses localised 
forms of knowledge, belief, and social organisation, thus 
creating deep cultural tensions. In Frantz Fanon’s and 
Achille Mbembe’s postcolonial theories, this imposition 
of a dominant rationality can be seen as a form of cultur-
al alienation, where local identities are fractured under 
the pressure of global (techno-economic) models (Fan-
ciullo,  2025). These dynamics of alienation contribute 
directly to international conflicts in several ways: 1. Cul-
tural Resistance: Traditional societies often resist the 
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wholesale adoption of technocentric values, defending 
communal ties, spiritual practices, and ecological ways 
of life. The alienation produced by technological impe-
rialism provokes efforts to reclaim identity, autonomy, 
and tradition, sometimes through political movements, 
sometimes through cultural revitalisation. 2.  Econom-
ic Inequality and Technological Disparity: As U.  Beck  
(1992) notes in his theory of the risk society, technolog-
ical development is uneven, producing winners and los-
ers on a global scale. Marginalised societies often expe-
rience both material alienation (lack of access to digital 
infrastructures) and existential alienation (loss of mean-
ingful cultural frameworks), fueling resentment and 
conflict. 3. Hybridisation and Identity Crisis: In contexts 
where traditional and technocentric values collide, in-
dividuals experience identity fragmentation. H.K. Bhab-
ha’s (1994) concept of the “third space” describes how 
hybrid identities are formed in the interplay of local 
traditions and global modernity. Still, such hybridity can 
also deepen alienation, as individuals struggle to rec-
oncile conflicting cultural logics. 4.  Radicalisation and 
Reaction: In extreme cases, the alienation induced by 
technocentric hegemony can feed into radical ideologi-
cal movements, which present themselves as defenders 
of authentic, traditional values against the perceived de-
humanisation and homogenisation of global modernity.

From a philosophical perspective, these conflicts 
demonstrate that alienation is not merely an internal 
psychological state but a structural and global phe-
nomenon. As J. Baudrillard (1994) suggests, in the era 
of simulations and hyperreality, traditional cultures are 
not only economically marginalised but symbolical-
ly annihilated, turned into commodified “heritage” for 
global consumption. Overcoming such alienation would 
require a critical rethinking of technology not as an au-
tonomous force but as a culturally embedded practice, 
subject to ethical, political, and existential reflection. 

Conclusions 
The concept of “alienation” has undergone a rather 
long genesis. It has evolved from a mechanical inter-
pretation − as a conscious or forced act of transferring 
certain natural (inborn, a priori) human rights to the 
social organism  − to the recognition of alienation as 
an essential and necessary aspect of human life, an at-
tribute of existence. Scholars, while studying various 
aspects of this complex phenomenon, have assigned 

different meanings to it. Using the same term to denote 
entirely different phenomena and processes, research-
ers, understandably, could not reach a commonly ac-
cepted definition of alienation for a long time. While 
some viewed alienation as an individual, internal split 
in human consciousness, others understood it as the 
objectification of human activity − the separation of the 
products of one’s material and spiritual labor from the 
individual. The emergence of various directions and ap-
proaches in defining the concept of “alienation” is con-
ditioned by the different spheres of society in which it 
occurs. In the 19th and 20th centuries, alienation came 
to be analysed not only in terms of economic structures 
(as in K. Marx’s critique of capitalism) but also through 
the lens of culture, psychology, and existential ontology, 
reflecting an increasingly multifaceted and interdisci-
plinary character. The posthumanist rethinking of sub-
jectivity in the 21st century further challenges tradition-
al notions of the autonomous individual. It redefines the 
subject of rights as technologically mediated and rela-
tional, thus requiring a re-examination of fundamental 
legal and philosophical categories. Moreover, the emer-
gence of digital embodiment raises critical concerns re-
garding authenticity and privacy, as individuals become 
alienated from their embodied selves through the com-
modification and algorithmic governance of personal 
data. Ideologies of technocentric alienation contribute 
to global conflicts, intensifying tensions between tradi-
tional cultures and the homogenising forces of digital 
globalisation. At the same time, new forms of structural 
alienation − such as digital inequality and AI-driven la-
bor exploitation − underscore the necessity of address-
ing technological injustices alongside classical social 
critiques. Further research should focus on developing 
normative frameworks for posthuman rights, explor-
ing the ethical dimensions of digital embodiment, and 
theorising alternative models of technological develop-
ment that respect cultural plurality. 

Acknowledgements 
None.

Funding
The study was not funded.

Conflict of Interest
The authors declare no conflict of interest.

References 
[1]	 Baudrillard, J. (1994). Simulacra and simulation. Ann Arbor: University of Michigan Press. 
[2]	 Beck, U. (1992). Risk society: Towards a new modernity. London: SAGE. 
[3]	 Bhabha, H.K. (1994). The location of culture. London: Routledge.
[4]	 Braidotti, R. (2017). Posthuman knowledge. Cambridge: Polity Press. 
[5]	 Choquet, P.L. (2021). Alienation and the task of geo-social critique. European Journal of Social Theory, 24(1), 

105-122. doi: 10.1177/1368431020926113.  

https://books.google.com.ua/books/about/Simulacra_and_Simulation.html?id=9Z9biHaoLZIC&redir_esc=y
https://uk.sagepub.com/en-gb/eur/risk-society/book203184
https://www.taylorfrancis.com/books/mono/10.4324/9780203820551/location-culture-homi-bhabha
https://rosibraidotti.com/publications/posthuman-knowledge/
https://doi.org/10.1177/1368431020926113


Philosophy, Economics and Law Review. 2025. Vol. 5, No. 1

Honcharova & Al-Samarrai
17

[6] Dodonova, V., Dodonov, R., & Maidaniuk, I. (2024). Hierarchy of identities in modern humanitarian 
discourse. Humanities Studios: Pedagogy, Psychology, Philosophy, 12(2), 252-261. doi: 10.31548/
hspedagog15(2).2024.252-261.

[7] Esposito, R. (2011). Immunitas: The protection and negation of life. Cambridge: Polity Press.
[8] Fanciullo, J. (2025). Alienation, engagement, and welfare. The Philosophical Quarterly, 75(1), 40-60. 

doi: 10.1093/pq/pqad115.
[9] Feuerbach, L. (1986). Principles of philosophy of the future. Indianapolis-Cambridge: Hackett Publishing 

Company.
[10]  Freud, S. (1976). Psychology of the unconscious. Zurich: Ex Libris Book Club.
[11]  Fromm, E. (2013). To have or to be?. London, New York: Bloomsbury.
[12]  Han, B.-C. (2015). The burnout society. Stanford: Stanford University Press.
[13]  Hayles, N.K. (1999). How we became posthuman: Virtual bodies in cybernetics, literature and 

informatics. Chicago: The University of Chicago Press.
[14]  Hegel, G.W.F. (2018). The phenomenology of spirit. Cambridge: Cambridge University 

Press. doi: 10.1017/9781139050494.
[15]  Heidegger, M. (1962). Being and time. Oxford: Blackwell Publishers Ltd.
[16]  Hobbes, T. (1651). Leviathan, or the matter, forme, and power of a common-wealth ecclesiastical and 

civil. London: Printed for Andrew Crooke.
[17]  Jing, Z. (2024). The enigma of survival: The сoncept of “Alienation” and its cultural interpretation. Journal of 

Humanities, Arts and Social Science, 8(4), 883-890. doi: 10.26855/jhass.2024.04.011.
[18]  Liu, Z.W. (2022). Marcuse’s utopian transcendence of “One-way man”. Theory Horizon, 7(10), 30-36.
[19]  Locke, J. (1823). Two treatises of government (Vol. V). London: Printed for Thomas Tegg.
[20]  Ma, L. (2024). Alienation in the digital age: Philosophical reflections and exploration. Philosophy and 

Social Science, 1(9), 62-66. doi: 10.62381/P243911.
[21]  Marcuse, H. (1991). One-dimensional man: Studies in the ideology of advanced industrial society. London and 

New York: Beacon Press.
[22]  Marx, K., & Engels, F. (2022). The German ideology. Paris: Foreign Languages Press.
[23]  Marx, K. (1970). Critique of Hegel’s “Philosophy of right”. Cambridge: Cambridge University Press.
[24]  Marx, K. (2007). Economic and philosophic manuscripts of 1844. New York: Dover Publications.
[25]  Osborne, T.M. (2014). Human action in Thomas Aquinas, John Duns Scotus, and William of Ockham. 

Washington: Catholic University of America Press. doi: 10.2307/j.ctt5vj8fm.
[26]  Øversveen, E., & Kelly, C.A. (2023). Labour, capital and the struggle over history: Reconstructing 

Marxist class theory from the standpoint of alienation. European Journal of Social Theory, 26(3), 
317-334. doi: 10.1177/13684310221129981.

[27]  Pateman, J. (2022). V.I. Lenin on Alienation. Critical Sociology, 49(2), 185-200. doi: 10.1177/08969205221080552.
[28]  Rousseau, J.-J. (1998). The social contract. London: Penguin Classics.
[29]  Samuel, J. (2023). Alienation and the metaphysics of normativity: On the quality of our relations with 

the world. Journal of Ethics and Social Philosophy, 26(1), 158-191. doi: 10.26556/jesp.v26i1.1889.
[30]  Santiagu, M.K. (2024). Understanding alienation: A marxian perspective. Journal of Emerging Technologies 

and Innovative Research, 11(3), 88-95.
[31]  Sartre, J.-P. (2004). Critique of dialectical reason (Vol. 1). London, New York: Verso.
[32]  Schweitzer, A. (2005). Essential writings (Modern spiritual masters). New York: Orbis Books.
[33]  Stiegler, B. (2019). The age of disruption: Technology and madness in computational capitalism. 

Cambridge: Polity Press.
[34]  Zuboff, S. (1989). In the age of the smart machin. New York: Basic Books.

https://doi.org/10.31548/hspedagog15(2).2024.252-261
https://doi.org/10.31548/hspedagog15(2).2024.252-261
https://www.semanticscholar.org/paper/Immunitas%3A-The-Protection-and-Negation-of-Life-Esposito/93e0ed54654468a419a5a4190369704d6921b36c
https://doi.org/10.1093/pq/pqad115
https://books.google.com.ua/books/about/Principles_of_the_Philosophy_of_the_Futu.html?id=eoHRPgAACAAJ&redir_esc=y
https://www.fischerverlage.de/buch/sigmund-freud-psychologie-des-unbewussten-9783108227234
https://books.google.com.ua/books/about/To_Have_Or_To_Be.html?hl=uk&id=VUVMAQAAQBAJ&redir_esc=y
https://www.sup.org/books/theory-and-philosophy/burnout-society
https://monoskop.org/images/5/50/Hayles_N_Katherine_How_We_Became_Posthuman_Virtual_Bodies_in_Cybernetics_Literature_and_Informatics.pdf
https://doi.org/10.1017/9781139050494
http://pdf-objects.com/files/Heidegger-Martin-Being-and-Time-trans.-Macquarrie-Robinson-Blackwell-1962.pdf
https://quod.lib.umich.edu/cgi/t/text/text-idx?c=eebo;idno=A43998.0001.001
https://hillpublisher.com/UpFile/202405/20240520154127.pdf
https://www.yorku.ca/comninel/courses/3025pdf/Locke.pdf
https://doi.org/10.62381/P243911
https://books.google.com.ua/books/about/One_Dimensional_Man.html?id=XwC0xZU5z7kC&redir_esc=y
https://foreignlanguages.press/wp-content/uploads/2022/11/C37-The-German-Ideology-Marx-1st-Printing-FINAL.pdf
https://philpapers.org/s/Karl%20Marx
https://philpapers.org/rec/MARCOH
https://www.bibguru.com/b/how-to-cite-economic-and-philosophic-manuscripts-of-1844/
https://doi.org/10.2307/j.ctt5vj8fm
https://doi.org/10.1177/13684310221129981
https://doi.org/10.1177/08969205221080552
https://www.earlymoderntexts.com/assets/pdfs/rousseau1762.pdf
https://doi.org/10.26556/jesp.v26i1.1889
https://www.jetir.org/papers/JETIR2403414.pdf
https://files.libcom.org/files/jean-paul-sartre-critique-of-dialectical-reason-volume-1.compressed.pdf
https://www.goodreads.com/book/show/316802.Albert_Schweitzer
https://www.amazon.com/Age-Disruption-Technology-Computational-Capitalism/dp/1509529276
https://www.amazon.com/Age-Smart-Machine-Future-Power/dp/0465032117


Philosophy, Economics and Law Review. 2025. Vol. 5, No. 1

Philosophy | The phenomenon of alienation in the historico-philosophical discourse...
18

Феномен відчуження в історико-філософському дискурсі: 
еволюція концепту та сучасні інтерпретації

Ольга Гончарова
Кандидат історичних наук, доцент
Харківський національний педагогічний університет імені Г.С. Сковороди
61002, вул. Алчевських, 29, м. Харків, Україна
https://orcid.org/0000-0002-8697-3211

Алаа Хуссейн Малу Ал-Самарраі
Кандидат педагогічних наук, викладач 
Університет Аль-Хаді
6CG4+J9F, вул. 60-та, м. Багдад, Ірак
https://orcid.org/0009-0009-9520-6450 

Анотація. Феномен відчуження є актуальною проблемою сучасності, що набуває нових форм у 
контексті глобалізаційних, цифрових та соціальних змін. Його дослідження потребує глибокого 
філософського аналізу, спрямованого на осмислення втрати людиною зв’язку з собою, суспільством і 
світом, а також на формування нових підходів до розуміння сучасного людського буття. Метою роботи 
було простежити історико-філософську еволюцію поняття «відчуження», окреслити основні етапи 
його розвитку та проаналізувати сучасні інтерпретації у контексті глобальних цивілізаційних змін. У 
дослідженні використано історико-філософський аналіз, компаративний і герменевтичний методи, а 
також міждисциплінарний підхід, що дозволив інтегрувати філософські, соціологічні, культурологічні 
й політологічні підходи до вивчення феномену відчуження. У процесі роботи встановлено, що поняття 
відчуження еволюціонувало від античних уявлень про втрату космічної гармонії через людське існування 
до середньовічної інтерпретації як розриву з Богом. У Новий час відчуження набуло політико-правового 
значення (Т.  Гоббс, Дж.  Локк, Ж.-Ж.  Руссо), а в XIX  столітті отримало глибоке філософське осмислення 
в працях Г.  Гегеля, Л.  Фейєрбаха, К.  Маркса. У XX-XXI  століттях відчуження розглядається в соціально-
культурних, психологічних і технологічних площинах, включно з явищами цифрової ідентичності, 
постгуманізму та алгоритмічного контролю. Практичне значення дослідження полягає в можливості його 
застосування у сферах соціальної філософії, культурології, політичних наук, освітньої діяльності, а також 
для розробки концепцій протидії сучасним формам соціального, політичного і цифрового відчуження

Ключові слова: духовність; історичний розвиток; самовідчуження; соціокультурна ситуація; суспільство
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Introduction
Post-anarchism as a strand of political philosophy 
emerged at the intersection of the anarchist tradition 
and post-structuralist critiques of power. It rejects the 

essentialism of classical ideologies and reconsiders 
the mechanisms of social transformation within the 
context of contemporary political realities. Within this 
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tively to emerging challenges and to make full use of the 
opportunities presented by the digital era.

The relationship between citizen self-identification 
and the stable or unstable condition of a party system is 
explored in the study by L.Y. Ugryn & B.P. Bevza (2022), 
which examined political identity development and its 
influence on political processes in Ukraine. Self-identi-
fication is approached as the development of individual 
identity through the internalisation of norms, values, 
and discourses present within the social environment. 
These elements become integrated into an individual’s 
inner world, shaping personal beliefs, motivations, and 
expectations. The authors argued that individual inter-
ests, shaped through self-identification, form the basis 
for party creation and a stable political system. They 
emphasise that the effective operation of a party system 
relies on the capacity of society to articulate and formal-
ise collective interests and to establish a national idea 
capable of integrating individual needs within a broad-
er political context. When basic material needs become 
politicised and society lacks awareness of potential de-
velopmental areas, there arises a risk of forming an un-
structured, amorphous collective of individuals, which 
cannot be aligned with wider national interests.

Despite criticism, innovative digital platforms de-
veloped through Web  3.0 technologies hold consider-
able potential for transforming economic and social 
processes, as demonstrated in the study by V. Mishchen-
ko  (2023). The author examined the methodological 
foundations of these platforms, offering a structural and 
logical framework that incorporates their objectives, 
functions, tools, and technologies. The study acknowl-
edged that the effective practical implementation of such 
solutions requires institutional support, regulation, and 
governance to minimise cyber risks and ensure the resil-
ience of decentralised markets. The challenge remains 
that most research centres on critiques of conventional 
ideologies, while limited attention is given to the practi-
cal applicability of post-anarchist principles. This study 
seeks not only to assess the conceptual foundations of 
post-anarchism but also to explore its potential in ad-
dressing urgent social and political issues, particularly 
within the context of globalisation, environmental crisis, 
and digital transformation.

The purpose of the study was to identify the theo-
retical underpinnings of post-anarchism, its critique of 
conventional ideologies of power, and its capacity for 
enabling social transformation within the contempo-
rary political landscape. 

Materials and Methods
The study was conducted using a comprehensive in-
terdisciplinary approach that incorporates conceptual 
analysis, comparative analysis, and critical discourse 
analysis. This methodology enabled a thorough exam-
ination of post-anarchism not only as a philosophical 
current but also as a potential socio-political paradigm.  

framework, post-anarchist approaches offer a critical 
evaluation of conventional conceptions of power, hi-
erarchy, and the state, proposing alternative models of 
decentralised social organisation.

According to the study by A.M. Pavliuchenko (2020), 
post-anarchism arose as a response to the limitations of 
classical anarchism and Marxism, which, despite their 
radicalism, remained bound to the metanarratives of 
modernity. Post-anarchists abandoned the notion of 
power as a fixed structure and instead interpreted it 
as a distributed network of relations. This perspective 
cast doubt on standard models of revolutionary strug-
gle that relied on replacing one system of power with 
another. O. Bekhter (2024) explored the impact of var-
ious organisational models on the effectiveness of so-
cial movements, focusing on the relationship between 
vertical and horizontal mechanisms of governance. 
The author observed that conventional hierarchical 
structures provided stability and control, which proved 
effective in highly structured contexts, yet simultane-
ously restricted participant autonomy and slowed de-
cision-making processes. In contrast, horizontal struc-
tures encouraged greater flexibility, self-governance, 
and collective decision-making, aligning with post-an-
archist principles. O. Bekhter emphasised that although 
horizontal networks enhanced activist engagement, 
they frequently encountered challenges in coordination 
and the distribution of responsibility.

The issue of power as a foundational element 
of social organisation was central to the research of 
O.V. Tkalya (2024). The author conducted a theoretical 
examination of the essential characteristics of polit-
ical power, treating it not merely as an instrument of 
governance but as a social phenomenon shaping the 
dynamics of societal development. The study distin-
guished state power from other forms of authority, ana-
lysing its specific nature through the lens of legitimacy 
and legality. The study noted that power may function 
only when recognised by society, and its effectiveness 
is determined by the capacity to maintain a balance be-
tween social coordination and political control. From 
his perspective, the post-anarchist critique of state 
power raises doubts about the feasibility of sustaining 
social order without centralised mechanisms, since el-
ements of hierarchical regulation persist even within 
decentralised systems.

As part of the analysis of post-anarchism’s potential 
in the digital age, M.Y.  Pedchenko  (2024) developed a 
theoretical framework that offers a deeper understand-
ing of the complex interrelations among technologies, 
social structures, and values, which are central to com-
prehending contemporary processes of transformation. 
In his view, the networked community not only responds 
to new conditions but actively shapes a future grounded 
in openness, collective creativity, and innovation. Such a 
future demands continual reconsideration and renewal 
of value systems in order for society to respond effec-
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The analysis was situated within the framework of 
post-structuralist critiques of power, the discursive 
mechanisms through which it is reproduced, and the 
transformation of political subjectivity. This allowed 
approaching post-anarchism as a conceptual tool for 
critically rethinking social organisation beyond conven-
tional state-centred and hierarchical models. The study 
was conducted over three stages across a six-month pe-
riod (from September 2024 to February 2025).

The first stage employed conceptual analysis to 
determine the theoretical foundations of post-anar-
chism and its distinctions from classical anarchist 
and Marxist doctrines. A systematisation of key con-
cepts shaping post-anarchist theory was undertak-
en, including discursive power, decentralisation, the 
deconstruction of political subjectivity, and radical 
autonomy. Particular attention was devoted to the 
deconstruction of power as a social phenomenon and 
its interrelation with mechanisms of representation. 
Sources selected for conceptual analysis were drawn 
from leading authors in the fields of post-structur-
alism and anarchist theory. The studies by M.  Fou-
cault  (1975;  1976) and J.  Derrida  (1987) were used 
alongside contemporary studies maintaining a high 
academic standard and direct relevance to the sub-
ject. Academic authority served as the principal cri-
terion for source selection, contributing to a deeper 
understanding of the post-structuralist approach to 
anarchist thought. Focus was also placed on studies 
reflecting current theoretical developments within 
post-anarchist theory, particularly ones addressing 
post-anarchist ideas in light of contemporary political 
and social realities. This ensured the applicability of 
the theory to both global and local challenges.

The second stage of the study centred on a compar-
ative analysis of the applicability of post-anarchist con-
cepts within contemporary political discourse. Selected 
materials for this stage included manifestos, memoran-
da, and papers, evaluated based on thematic relevance 
and the utilisation of post-anarchist theories for inter-
preting present-day socio-political conditions (The In-
visible Committee, 2009; Williams and Srnicek, 2013; 
Declarations of the…, n.d.). Theoretical models of decen-
tralised self-governance and the practical implementa-
tion of post-anarchist principles in society were exam-
ined. The impact of globalisation on the transformation 
of political subjectivity was considered, with particu-
lar focus on the rise of horizontal social movements 
that serve as alternatives to conventional hierarchical 
models of governance (Fighting in the...,  2010; Hori-
zontal Organizational Structure, n.d.; Mishra,  2025). 
Environmental challenges, digital decentralisation, 
the platform economy, and self-governing initiatives 
were analysed as empirical manifestations of post-an-
archist practice (Desert,  2011; Friends of the Earth 
International,  2025). The comparison was conducted 
through an analysis of decentralised decision-making  

mechanisms, horizontal network structures, and strat-
egies of resistance against centralised institutions.

During the third stage, critical discourse analysis 
was conducted using a combination of manual text 
analysis and the NVivo software. This approach enabled 
the evaluation of theoretical paradoxes within post-an-
archism in the context of post-structuralism, with spe-
cific attention given to the notion of total power and the 
potential for its desubstantialisation. This raised the 
issue of the correlation between the rejection of hier-
archy and the risks associated with political relativism. 
The relationship between freedom and social order 
in the absence of centralised regulation was analysed, 
alongside the dialectic of autonomy and chaos from a 
post-anarchist perspective. The use of discourse anal-
ysis allowed identifying contradictions between the 
deconstruction of power and the necessity of political 
subjectivisation as a mechanism of social resistance.

Results
Critique of power and contemporary  
challenges through the lens of post-anarchism  
and post-structuralism
Post-structuralism offers a radically different approach 
to understanding power when compared with classi-
cal political theories such as liberalism, Marxism, or 
conventional anarchism. While classical theories often 
conceptualise power as a fixed substance possessed 
by particular actors or institutions, post-structuralists 
interpret it as a dispersed and distributed network of 
relations. This understanding is grounded in the foun-
dational premise of post-structuralism, which rejects 
universal and static categories in favour of analysing 
the processes and interactions that shape social struc-
tures and relationships. Central to this approach is the 
concept of power articulated by M.  Foucault  (1975), 
whose work formed the basis for ongoing debates 
concerning the nature of power in the contemporary 
world. M. Foucault critiques the conventional notion of 
power as something that can be owned or lost. In his 
view, power is not located solely within specific struc-
tures, such as the state, political parties, or economic 
institutions. Instead, it is a complex web of relation-
ships that permeates all areas of social life. According 
to M.  Foucault, power is exercised not only through 
mechanisms of direct control but also through the pro-
duction of discourses that define what is considered 
“normal” or “correct” behaviour.

For post-structuralists, power is constituted through 
internalised social norms and knowledge, which are 
produced and disseminated by various social institu-
tions, including education, media, and scientific bodies. 
As a result, individuals come to perceive certain social 
norms as natural or necessary, even when such norms 
are sustained by violent or repressive mechanisms. In 
modern states, for instance, both public and private in-
stitutions generate cultural and social discourses that 
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not only shape particular worldviews but also encour-
age individuals to conform without the need for overt 
external coercion. These discourses do not merely re-
flect existing social structures; they actively construct 
social reality, reproducing power through processes of 
socialisation. Notably, the philosophy of post-structur-
alism does not view power as something applied exclu-
sively to oppressed groups or individuals, but rather as 
an all-encompassing process that touches every domain 
of life. Accordingly, power cannot be understood as a lin-
ear opposition between oppressors and the oppressed, 
since the logic of power is far more multidimensional 
and intricate. This reconceptualisation alters the way 
political influence and social relations are understood, 
as every individual is, at some point, involved in either 
reproducing or challenging power.

The post-anarchist approach to power likewise 
emphasises the importance of intersubjective inter-
actions, whereby power is neither fixed nor localised. 
Power emerges as a result of intersubjective relations 
formed through interactions between individuals, so-
cial groups, and even through technologies and media. 
These relations are regarded as constantly shifting, 
dynamic, and shaped by a multiplicity of social actors. 
Power thus becomes mobile and multidimensional, 
which complicates attempts to localise or identify a 
singular source or institution of control. Individuals 
and groups, through their interactions, constitute a 
continually changing mosaic of power relations influ-
enced by cultural norms, technological developments, 
media landscapes, and social structures. Post-struc-
turalist theorists argue that it is therefore impossible 
to pinpoint exactly where and how specific forms of 
power manifest, as power is in a constant state of flux, 
adapting to new contexts.

This leads to a fundamental rethinking of the 
mechanisms through which power circulates, as 
proposed by post-structuralism. While classical con-
ceptions often suggest that power can be “seized” or 
“overthrown,” the post-structuralist perspective poses 
questions about the ways in which power circulates 
and the mechanisms through which it is reproduced. 
The philosophy of post-structuralism rejects the no-
tion that power can be dismantled through the over-
throw of centralised structures, instead advocating 
for the deconstruction of power relations through the 
analysis and transformation of dominant discours-
es. In this process, the focus shifts towards exposing 
hidden structures of power that operate at the level 
of language, behaviour, and social institutions. Resist-
ance to power, in this framework, is no longer framed 
as a binary conflict between “oppressors” and “the 
oppressed,” but becomes a continuous process of 
transforming social norms and knowledge. As power 
is constantly evolving, resistance entails the ongoing 
deconstruction and reconstruction of cultural and so-
cial narratives that sustain existing forms of control.

A comparison between the post-structuralist un-
derstanding of power and other political theories indi-
cates a fundamental divergence in the interpretation of 
mechanisms of control and the nature of domination. 
Marxism, for instance, analyses power through the lens 
of materialist dialectics, asserting that power is deriva-
tive of economic relations and rooted in the exploitation 
of one class by another (Mau, 2021). Within this para-
digm, power is viewed as an instrument of oppression 
that ensures the dominance of the bourgeoisie over the 
proletariat through state apparatuses, legal structures, 
and ideological institutions such as education and the 
media. Accordingly, revolutionary struggle in Marxist 
thought is aimed at transforming the economic base, 
which, according to classical Marxists, would lead to the 
automatic dismantling of repressive superstructures, 
including the state and its coercive institutions.

Liberalism, by contrast, conceptualises the state 
as a necessary mechanism for limiting and distribut-
ing power, designed to maintain a balance between 
individual liberty and collective responsibility. Liberal 
theorists maintain that power should be divided among 
branches of government to prevent its abuse (MacGil-
vray,  2021). From a liberal standpoint, the state acts 
as an arbiter that mediates conflicts of interest and 
ensures the rule of law. Post-structuralists reject any 
attempt to stabilise power within institutional frame-
works, arguing instead that power is not a static re-
source but a dynamic process continuously reproduced 
through social interaction. They critique liberalism for 
its naïve assumption that power can be “fairly” distrib-
uted, and stress that even democratic institutions func-
tion as mechanisms of behavioural normalisation that 
generate and maintain dominant discourses.

Post-anarchism emerges at the intersection of clas-
sical anarchist tradition and post-structuralist critiques 
of power, combining the aspiration for social emancipa-
tion with an expanded understanding of mechanisms 
of domination. It develops as a response to the meth-
odological and conceptual limitations of classical anar-
chism and Marxism, which often relied on essentialist 
notions of power and revolutionary societal transfor-
mation. Rejecting the concept of power as a clearly lo-
calised phenomenon, post-anarchists conceive of it as a 
dispersed network of relations operating through both 
discursive and material practices.

Classical anarchism defined the state as the prima-
ry bearer of repressive power, fundamentally opposed 
to the principles of liberty and self-governance. Anar-
chists insisted on its abolition as a necessary precon-
dition for collective liberation (Kinna, 2024). Marxism, 
by contrast, proposed a different paradigm: class strug-
gle was considered the driving force of history, and the 
overthrow of the bourgeois state, followed by the es-
tablishment of the dictatorship of the proletariat, was 
expected to ensure the transition to a classless socie-
ty. Although anarchism and Marxism diverged in their 
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visions of how social equality might be achieved, both 
traditions were grounded in the assumption that power 
originates from clearly identifiable sources, namely the 
state and capital, and that these could be radically dis-
mantled as a decisive step towards emancipation.

Post-anarchism challenges such essentialist as-
sumptions by asserting that power is neither mono-
centric nor purely institutional. Power is not confined 
to state apparatuses or class relations, but permeates 
every sphere of social life, embedded within both 
discursive and material structures. Drawing on the 
work of M.  Foucault  (1975), J.  Derrida  (1987), and 
J.  Lacan  (2023), post-anarchists demonstrate that 
power operates through processes of normalisation, 
subjectivation, and disciplinary control. For instance, 
behaviour is shaped not only by laws or coercive in-
stitutions, but also by social norms, media discours-
es, educational systems, and other mechanisms that 
subtly structure modes of thinking and acting. Revolu-
tionary overthrow of a government or capitalist econ-
omy, in this view, does not guarantee liberation, since 
power is continually reproduced through myriad mi-
croprocesses of social organisation.

A key dimension of post-anarchist critique lies in 
its expanded conception of the state, not merely as a re-
pressive apparatus but as a mechanism for the construc-
tion of subjectivity. While classical anarchists largely fo-
cused on coercion enacted through the military, police, 
and judiciary, post-anarchists investigate how the state 
produces citizens not only by means of force but also 
through the fabrication of identities, norms, and polit-
ical imaginaries. For example, modern liberal democ-
racies employ electoral politics in ways that generate 
the illusion of popular sovereignty, while in practice cir-
cumscribing political agency within the confines of rep-
resentative systems. Citizens are compelled to operate 
within pre-established boundaries: rather than exercis-
ing genuine influence over decision-making, they are 

permitted only to choose periodically among options 
already configured by the prevailing system.

A central concern within post-anarchist critiques 
of democracy is the phenomenon of representation. In 
the conventional democratic model, power is delegat-
ed to elected representatives, which, on the one hand, 
enables the functioning of large political communities, 
yet, on the other, results in the alienation of the polit-
ical subject from decision-making processes. Citizens’ 
political subjectivity gradually dissolves into a pas-
sive expectation of action from political elites, while 
real power becomes concentrated in a narrow circle 
of government officials, business actors, and bureau-
cratic structures. From the post-anarchist perspec-
tive, representation becomes a tool of depoliticisa-
tion, reinforcing hierarchy and rendering autonomous 
self-governance impossible.

As an alternative, post-anarchists advocate radi-
cal decentralisation and a multiplicity of forms of po-
litical participation that extend beyond conventional 
state institutions. Autonomous zones, horizontal social 
networks, local self-governance initiatives, and digital 
platforms for direct decision-making are viewed as po-
tential tools for overcoming alienation and generating 
new modes of political interaction. These approaches 
aim to dismantle entrenched structures of domination 
and create space for emancipation through the contin-
uous destabilisation of power relations.

Post-anarchism not only reconsiders classical con-
ceptions of power but also proposes new modes of po-
litical action (Table 1). It does not aim toward utopian 
projects of “final liberation,” but instead emphasises the 
importance of an ongoing process of developing auton-
omous practices capable of undermining centralised 
mechanisms of control and representation. This offers 
new perspectives for analysing power and engaging in 
struggles for social transformation in the context of a 
globalised contemporary society.

Table 1. Critique of the state through the lens of post-structuralism and post-anarchism

Critique Justification  
(Post-anarchist approach) Alternative models Contemporary examples

Centralisation of 
power

The state monopolises coercion and 
restricts community autonomy

Decentralised communal 
structures

Autonomous municipalities, 
e.g., the Zapatista autonomy 

(Mexico)

Representation The political system alienates citizens 
from decision-making processes

Direct democracy, horizontal 
assemblies

Popular council model 
(Rojava, Syria)

Social control Control is exercised through institutions, 
discourse, and language

Self-organisation, horizontal 
networks

Decentralised initiatives 
(cooperatives, community 

kitchens)

Bureaucracy The administrative apparatus expands 
mechanisms of power

Flexible network-based forms 
of governance

Distributed governance 
platforms (DAOs, blockchain 

systems)

Ideological 
apparatus

Education, media, and culture serve to 
reinforce state structures

Critical pedagogy, 
decentralised media

Independent media 
platforms, alternative 

educational spaces
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The Table  1 indicated that post-anarchism offers 
alternative models of social organisation that do not 
rely on centralised authority. Rejection of hierarchical 
structures does not imply chaos or destruction; rather, 
it represents a search for new forms of solidarity and 
interaction. Both post-structuralism and post-anar-
chism advance a fundamental critique of conventional 
statehood, directed against the centralisation of power, 
hierarchical control mechanisms, representational gov-
ernance models, and economic monopoly. They instead 
highlight the necessity of creating decentralised, auton-
omous, and flexible structures that promote direct citi-
zen participation in decision-making processes, as well 
as alternative approaches to economics, justice, and 
social engagement. Critique of the state in post-struc-
turalist and post-anarchist discourse is not limited to 
theoretical opposition; it is accompanied by the devel-
opment of concrete alternative models. Many of these 
are already being realised in contemporary examples of 
self-organisation, confirming the practical relevance of 
these ideas and their potential to offer tangible path-
ways for dismantling hierarchical structures across 
various spheres of social life.

One of the principal areas within post-anarchist 
thought is the development of networked structures 
and horizontal forms of self-organisation. Such models 
are already being implemented in many contemporary 
social movements, including ecological initiatives, au-
tonomous cooperatives, and anarchist communitarian 
projects. These examples demonstrate that society can 
function without centralised control when grounded in 
principles of mutual aid, voluntary association, and di-
rect democracy. Nonetheless, the question arises as to 
whether such a model can remain stable within large-
scale societies. Critiques of horizontal movements 
point to difficulties in coordination and the absence 
of clear decision-making mechanisms during times of 
crisis. Post-anarchists respond by arguing that no sys-
tem is fixed or immutable, and political forms must 
remain open to continuous transformation and adap-
tation. Post-anarchism offers a profound critique of 
classical concepts of power and the state, drawing on 
post-structuralist approaches to the analysis of politi-
cal structures. It rejects the revolutionary essentialism 

of classical anarchism and Marxism, proposing instead 
a model of decentralised social transformation. Net-
worked structures grounded in autonomy and self-gov-
ernance are put forward as alternatives to the state.

In the context of contemporary political realities, 
post-anarchism appears not only as a theoretical cri-
tique of power but also as a mode of thought that offers 
alternative approaches to the organisation of social 
life. In a post-industrial society where conventional po-
litical ideologies are undergoing crisis, post-anarchism 
seeks to understand mechanisms of power and ways of 
overcoming them, taking into account emerging social, 
economic, and technological challenges. This concep-
tual reorientation expands the scope of post-anarchist 
critique while also confronting it with new demands. 
The world is a complex and contradictory system in 
which global integration, social mobility, and techno-
logical advancement generate conditions for both en-
hanced autonomy and novel forms of subjugation. The 
interdependence of societies and the growing scale of 
political and economic structures complicate the real-
isation of conventional anarchist ideals, yet simulta-
neously open new avenues for rethinking strategies of 
resistance and self-organisation.

Globalisation, as a complex and multidimension-
al process encompassing economic, political, and cul-
tural dimensions, constitutes both a challenge and an 
opportunity for post-anarchist theories. On one hand, 
it facilitates the expansion of horizontal connections 
among social movements, offering new mechanisms of 
self-organisation and information exchange beyond the 
limits of state institutions. This process contributes to 
the development of translocal and transnational net-
works grounded in decentralisation and collective de-
cision-making. On the other hand, globalisation is ac-
companied by the increasing influence of transnational 
corporations, financial institutions, and supranational 
governance bodies, which complicates the implementa-
tion of anarchic forms of social organisation.

Post-anarchism regards globalisation not as a uni-
fied or monolithic process but as a contested political 
terrain in which alternative forms of political agency 
may emerge. However, several theoretical and prac-
tical limitations confront post-anarchist approaches. 

Critique Justification  
(Post-anarchist approach) Alternative models Contemporary examples

Legal system
Law functions as a tool for reproducing 
hierarchy and oppressing marginalised 

groups

Restorative justice, communal 
conflict resolution

Restorative justice in 
Indigenous communities 
(Canada, New Zealand)

Economic 
monopoly

The state secures corporate interests 
through market control

Local economies, shared 
ownership of resources

Alternative currencies 
(cryptocurrencies)

Migration control The state defines who “belongs” to the 
nation, constructing borders

Free movement of people, 
absence of enforced 

citizenship

Open borders, migrant 
support initiatives  

(Sanctuary Cities, USA)

Table 1. Continued

Source: compiled by the authors based on M. Foucault (1976), J. Derrida (1987), R. Kinna (2024)
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Despite the decentralised nature of global social move-
ments, they often remain vulnerable to processes of 
co-optation by state and corporate structures. For in-
stance, the study by M. Schaaf & O. Quiring (2023) high-
lights that the digital platforms utilised by activists, 
such as social media, are instruments of commercial 
and political elites, which constrains their effectiveness 
as autonomous tools of mobilisation.

Economic globalisation constructs a complex sys-
tem of structural dependencies that hinders the imple-
mentation of local, autonomous models of production 
and consumption. On one hand, such models strive for 
economic self-sufficiency through decentralisation, 
cooperation, and local control over resources. On the 
other hand, they remain embedded within global mar-
kets through intricate supply chains, technological de-
pendency, and financial mechanisms, rendering them 
susceptible to external pressures. Most local econo-
mies rely on the import of raw materials, equipment, 
and technologies supplied by transnational corpora-
tions or state institutions. This implies that even au-
tonomous production initiatives often cannot entirely 
circumvent interaction with global markets. Global 
supply chains exhibit a tendency toward centralisa-
tion, which places local production efforts at a disad-
vantage. For example, even when a community pro-
duces its own goods, it may be compelled to sell them 
through large retail networks that dictate pricing and 
logistics. This limits the prospects for equitable prof-
it distribution, intensifies dependency on centralised 
distribution systems, and complicates the viability of 
alternative economic models. Economic globalisation 
thus produces a paradox in which, on one hand, it en-
ables the expansion of local initiatives by providing 
access to technologies, information, and new markets, 
yet, on the other, it embeds these initiatives within de-
pendency networks that substantially constrain their 
genuine autonomy. This forces local movements ei-
ther to adapt to the prevailing global economic condi-
tions or to seek radically new approaches to achieving 
economic independence, an ongoing challenge in the  
contemporary context.

Another pressing global concern is the ecological 
crisis, which compels a re-evaluation of convention-
al models of social governance. Post-anarchism offers 
an alternative perspective on environmental issues, 
emphasising the necessity for decentralised and col-
lective management of natural resources. Theorists 
within this tradition point to the failure of state-centric 
environmental policies, which frequently reflect cor-
porate interests and neglect the specific characteris-
tics of local ecosystems. However, the implementation 
of post-anarchist ecological strategies also encounters 
notable constraints. Models of local ecological autono-
my face material and technical limitations, as many in-
itiatives operating under horizontal governance struc-
tures remain dependent on external funding or state  

support programmes. The lack of unified coordination  
mechanisms among local ecological communes may 
also compromise their long-term resilience. 

A further challenge worth highlighting is the emer-
gence of contemporary social movements that increas-
ingly adopt horizontal models of organisation, reflecting 
the core principles of post-anarchist thought. Feminist, 
anti-corruption, anti-authoritarian, and environmental 
movements are increasingly rejecting centralised lead-
ership in favour of decentralised strategies of collective 
action. For instance, movements such as Occupy and 
Extinction Rebellion employ leaderless organisational 
methods, establishing temporary autonomous zones in 
which decisions are made through consensus.

Despite the advantages of such strategies, they also 
exhibit certain weaknesses. One key issue facing hori-
zontal structures is the absence of formal mechanisms 
for resolving internal conflicts. In theory, these move-
ments are grounded in principles of equal participation 
and consensual decision-making, yet in practice, they 
frequently encounter the phenomenon of “quiet hierar-
chy” (Kummelstedt, 2023). This concept describes situ-
ations in which informally centralised power structures 
emerge within ostensibly horizontal organisations. 
Even in movements that aim to avoid conventional hi-
erarchies, certain participants nevertheless acquire 
disproportionate influence over decision-making pro-
cesses through personal authority, charisma, or control 
over communication channels. 

In contemporary horizontal movements such as 
Extinction Rebellion and Occupy Wall Street, trends 
of informal dominance are observable: activists with 
greater experience or resources, including access to 
media or funding, often wield disproportionate pow-
er in decision-making processes. This may lead to dis-
content and demoralisation among other participants, 
particularly in moments of crisis when prompt deci-
sions are required, yet the absence of clear procedures 
creates conditions conducive to informal power con-
solidation. Analysis of these examples demonstrates 
that asymmetries of power persist even within hori-
zontal structures, raising questions about the feasi-
bility of complete decentralisation under real-world 
conditions. The formal absence of hierarchy does not 
guarantee actual equality among participants; access 
to resources, competencies, or network connections 
automatically becomes a source of influence. This in-
dicates that horizontality, in itself, does not eliminate 
mechanisms of domination but merely alters their 
form and visibility. As a result, even decentralised 
movements require critical reflection on their internal 
power dynamics and the development of mechanisms 
to prevent new forms of inequality.

Another fundamental problem of horizontal struc-
tures lies in their limited capacity for long-term coor-
dination. Many social movements operating on princi-
ples of decentralised governance effectively mobilise  
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people during moments of crisis, yet encounter diffi-
culties in developing stable organisational models to 
sustain initiatives over the long term. The example of 
Occupy Wall Street, which gathered thousands of ac-
tivists and propagated ideas of economic equality and 
opposition to corporate power, demonstrated that in 
the absence of strategic vision and clear coordination 
mechanisms, even mass movements rapidly lose in-
fluence (Fong,  2023). Based on this analysis, the suc-
cessful implementation of post-anarchist principles 
requires the development of new models of sustainable 
coordination, balancing openness with structured hori-
zontal networks. The absence of formal hierarchy must 
be compensated by flexible, yet clearly defined mecha-
nisms for decision-making, responsibility distribution, 
and conflict resolution. This entails the necessity of cre-
ating procedures that simultaneously preserve the in-
clusivity of processes and prevent the concentration of 
informal power. Without such measures, even the most 
decentralised initiatives risk reproducing the very ine-
qualities they aim to challenge.

Analysing the theory involves considering the role 
of digital technologies within the context of post-an-
archist strategies, notably the potential of digital plat-
forms, blockchain technologies, and cryptocurrencies 
as tools for decentralising power. Post-anarchists view 
these technologies as instruments for the development 
of autonomous forms of social organisation. Theo-
retical discussions also examine decentralised deci-
sion-making systems, such as DAOs (decentralised au-
tonomous organisations), as examples of self-governing 
structures without hierarchical control (Alston, 2022). 
Post-anarchist critique of technological decentralisa-
tion highlights risks associated with digital surveil-
lance and algorithmic governance, which may give rise 
to new forms of power that are less transparent than 
conventional political institutions. Particularly, the con-
centration of control over digital platforms in the hands 
of corporations contradicts principles of autonomy, 
thereby undermining the potential of post-anarchist 
strategies in digital environments.

The analysis shows that post-anarchism not only 
offers a radical critique of contemporary forms of pow-
er but also opens new perspectives on social organisa-
tion within the context of decentralisation, local initi-
atives, and horizontal networks. In Ukrainian society, 
post-anarchist ideas find practical expression in forms 
of civic self-organisation, volunteer movements, direct 
democracy initiatives, and the development of coop-
erative associations operating outside conventional 
state structures. These examples demonstrate the ad-
aptability of post-anarchist approaches to the realities 
of a post-crisis society and the potential of alternative 
models of power in processes of social transformation. 
Nevertheless, these approaches face a range of practi-
cal and theoretical limitations, casting doubt on their 
long-term efficacy. The analysis of these challenges is 

crucial for the further development of post-anarchist 
ideas amid contemporary global transformations.

Contemporary political realities indicate a grow-
ing interest in decentralised forms of social organisa-
tion, which constitute a central concern of post-anar-
chist thought. In the context of globalisation, ecological 
crisis, and the advancement of digital technologies, 
post-anarchism offers conceptual frameworks for the 
critical analysis of existing power structures and the ex-
ploration of alternative paths for societal development. 
Social movements grounded in horizontal principles 
reveal the potential for the realisation of anarchic mod-
els of organisation, yet their long-term effectiveness 
remains an open question. By combining a critique of 
conventional ideologies of power with a post-structur-
alist approach to political analysis, post-anarchism fa-
cilitates a deeper understanding of contemporary chal-
lenges and prospects for social transformation.

Post-anarchism, as a current of critical thought, 
continues to evolve in response to global challenges. 
Its theoretical foundations offer new approaches to un-
derstanding power and the mechanisms through which 
it operates, though these concepts encounter practical 
difficulties. The complexity of the modern world, the in-
terdependence of economies, the intensification of dig-
ital control, and environmental threats compel post-an-
archist theories to adapt and revise their strategies. 
Horizontal models of organisation, which form a key 
component of post-anarchist thinking, demonstrate 
both the potential for social transformation and the 
limitations linked to a lack of effective coordination and 
conflict resolution mechanisms. Digital technologies 
provide new opportunities for decentralisation, while 
simultaneously generating new forms of subordination 
through algorithmic governance and the monopolisa-
tion of digital platforms. Within this context, post-an-
archism remains a field of intellectual experimentation, 
combining radical critique of existing power structures 
with the search for alternative models of social organi-
sation. Its future development will depend on the abili-
ty to propose more effective mechanisms for achieving 
autonomy, which take into account contemporary so-
cial, economic, and technological realities.

Post-structuralist foundations of post-anarchism
Political identity within the post-structuralist tradition 
is unstable, processual, and open to constant trans-
formation, shaped by its dependence on multiple dis-
cursive practices and socio-historical contexts. It is 
not a clearly defined or essentialised category, but is 
constituted through complex networks of interaction 
between subjects, power institutions, and ideological 
apparatuses, which continuously reshape its config-
uration. Political identity emerges not as the product 
of static social structures but as a dynamic process of 
constructing and reconstructing meanings, perpetual-
ly subject to revision. Drawing on these foundations, 
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post-anarchism rejects essentialist conceptions of the 
subject, the political collective, and the social order that 
characterised classical anarchism, which assumed the 
existence of objective and fixed bases for social trans-
formation. Instead, post-anarchist theory interprets 
political relations as decentralised, contingent, and 
radically open to change. The rejection of essential-
ism corresponds with the post-structuralist critique of 
metanarratives and Foucauldian analysis of discursive 
power, which precludes any final fixation of political 
subjects within stable identities.

A central methodological tool within post-anar-
chist theory is deconstruction, as introduced by J. Der-
rida  (1987). Author demonstrated that meaning in 
language is always deferred, and therefore, no political 
identity can ever be final or immutable. This directly 
contradicts classical revolutionary strategies, which 
view society as a battleground between clearly defined 
groups, such as the oppressed and the oppressors. 
Post-anarchism, drawing upon this concept, argues that 
such divisions are discursively constructed and thus re-
quire constant critical re-evaluation.

In this context, M. Foucault’s (1975; 1976) analysis 
of power is especially important. His works “Discipline 
and Punish” and “The History of Sexuality” offered a 
novel understanding of power as a dispersed phe-
nomenon, functioning through discourses rather than 
solely through the repressive mechanisms of the state. 
Foucault asserted that the subject does not exist inde-
pendently of the discursive regimes that shape it. Con-
sequently, any struggle for “liberation” must inevitably 
confront multiple, diffuse forms of power. This perspec-
tive shifts the focus of post-anarchist critique. Whereas 
classical anarchism centred its efforts on resisting the 
state as the primary locus of power, post-anarchism 
examines how power operates within the smallest so-
cial practices, including language, norms, and cultural 
assumptions. The field of political resistance is thus ex-
panded: struggle occurs not only through revolutionary 
action but also by subverting hegemonic discourses, 
altering modes of subjective self-reflection, and gener-
ating new forms of social interaction.

Another important aspect of post-anarchist cri-
tique concerns the symbolic order and the structural 
impact of power on subject formation. This approach 
was developed by J. Lacan (2023) in his concept of the 
“big Other”, which views language and symbolic struc-
tures as conditions for the emergence of identity. Laca-
nian analysis of identity became central to post-anar-
chism, as it demonstrates that power operates not only 
as external coercion but also as a profound mechanism 
that defines the very possibility of political subjectivity. 
This challenges conventional revolutionary strategies, 
which rest on the assumption that dismantling or trans-
forming power institutions alone is sufficient to achieve 
fundamental social change. However, post-structural-
ist analyses of power reveal that even after the formal 

dismantling of the state apparatus or centralised insti-
tutions, dominant discourses that shape subjectivity, 
modes of thought, and social behaviour may continue 
to reproduce hierarchical structures. In other words, 
power is not exclusively institutional, but manifests 
through micro-processes of discipline, ideological in-
fluence, and normalisation.

Accordingly, post-anarchism does not concentrate 
solely on the transformation of external power struc-
tures or the seizure of political control. It emphasises 
the necessity of a radical transformation of subjectivity 
and of political conceptions of autonomy. This implies 
that emancipatory struggle must unfold not only in the 
realm of institutional change but also through a rup-
ture with established regimes of knowledge, discursive 
practices, and forms of social imagination. The key task, 
therefore, lies not merely in overcoming the material 
structures of oppression but in creating new modes of 
thought and new forms of collective action that do not 
reproduce the logic of domination and repression.

In this sense, post-anarchism radically departs 
from classical utopian projects, which are constructed 
upon rigid normative political models and metanar-
ratives. Since no structure is ever final, and every po-
litical system is the product of contingent processes 
and historical change, post-anarchism does not offer 
a closed theoretical framework. Instead, it advocates a 
principled openness to new forms of social organisa-
tion, flexibility in political action, and experimentation 
with alternative models of interaction. This reflects 
the post-structuralist logic of rejecting a teleological 
approach to history and political evolution, which pre-
supposes a predetermined direction for societal de-
velopment. By abandoning conventional categories of 
political identity, post-anarchism opens the possibility 
for new, flexible forms of social organisation that re-
sist rigid theoretical delimitation. Whereas classical 
anarchism operated with concepts such as “class,” “the 
people,” “exploitation,” and “revolution” as objective 
and structurally defined categories, post-anarchists 
underscore their instability, historical variability, and 
contextual contingency. The rejection of fixed social 
identities and of a singular revolutionary subject allows 
post-anarchism to understand political processes not as 
a linear struggle for power, but as a complex network of 
interactions, in which new forms of resistance and au-
tonomy emerge through multiple practices of discursive 
and material contestation. Political subjectivity within 
post-anarchism is therefore conceived as fragmentary, 
relational, and perpetually open to transformation. In-
dividuals do not belong to static political communities, 
but participate in dynamic processes of self-organisa-
tion, where their identities are continually renegotiat-
ed through practices of collective action and political 
experimentation. For instance, contemporary social 
movements such as feminist initiatives, environmental 
activists, or anti-capitalist platforms lack a centralised  
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core or stable ideological programme. They operate 
through flexible networks, temporary coalitions, and 
horizontal structures, which do not require centralised 
leadership or rigid organisational hierarchies.

This tendency aligns with the post-anarchist 
understanding of politics as a process of constant 
re-signification, which renders the final stabilisation 
of power structures or the universalisation of any so-
cial theory impossible. Whereas classical anarchism 
criticised the state and capitalism as forms of insti-
tutionalised oppression, offering instead models of 
federative self-governance, post-anarchism privileges 
no particular form of social organisation. It conceives 
political transformation as a plural, decentralised, and 
open-ended process, in which the key concern is not 
the establishment of a specific social order, but the 
continual possibility of its critical revision and trans-
formation. In this respect, post-anarchism represents 
a logical continuation of the post-structuralist critique 
of power and subjectivity. It not only analyses mecha-
nisms of domination but also proposes alternative ap-
proaches to political organisation based on openness, 
decentralisation, and the perpetual reimagining of so-
cial relations. This renders it particularly relevant in 

the context of contemporary social movements, which 
reject rigid structures and seek new, more adaptive 
forms of political engagement. In this sense, post-an-
archism does not simply negate conventional hierar-
chies. It offers a radical rethinking of the very nature of 
power, political subjectivity, and social order.

Grounded in the post-structuralist critique of pow-
er, post-anarchism confronts a number of theoretical 
and practical paradoxes that complicate its viability as 
a political theory (Table  2). One of the central issues 
concerns the possibility of renouncing power in con-
ditions of its omnipresence. The post-structuralist tra-
dition, represented most notably in the work of Michel 
Foucault, rejects the classical conception of power as 
a centralised and localised institution. It instead de-
scribes power as a diffuse mechanism that permeates 
all social relations. This implies that even in the ab-
sence of conventional structures of authority, forms of 
domination and subjugation may be reproduced at the 
level of discursive practices and interpersonal relation-
ships. Within this context, the question arises whether 
radical emancipation is possible if power is not merely 
a repressive instrument, but the very condition for the 
formation of subjectivity.

Tension Core issue Expression in  
post-structuralism

Impact on practical 
politics

Possible approaches 
to resolution

Rejection of the subject

Post-structuralism 
questions the stable 
subject required for 

political action

J. Lacan: the subject 
is unstable, formed 

through language and 
the Other

Hinders mobilisation 
due to the absence of a 
clear conception of the 

agent of change

Temporary and 
situational identities; 

emphasis on processes 
and relations

Decentralisation of 
power

If power is dispersed, 
who constitutes its 

principal opponent?

M. Foucault: power 
operates through 

discourses, not solely 
through the state

Complicates the 
identification of a 
primary political 

adversary

Identification of 
specific points of 

resistance, localised 
struggles, micropolitics

Rejection of 
metanarratives

Post-structuralism 
critiques overarching 
ideological projects

J.-F. Lyotard: distrust 
towards universal 

ideas

Obstructs the 
development of general 

political programmes

Networked movements 
and situational 

coalitions without a 
unified ideology

Multiplicity of truths
The absence of a single 
truth renders political 

claims unstable

J. Derrida: truth is a 
play of differences

Political agendas may 
appear unstable or 

contradictory

Flexible discourses; 
rhetorical adaptation 

to context

Critique of 
representation

Post-structuralism 
denies the possibility 

of an accurate 
representation of social 

groups

The link between 
language and power is 

a construct

Weakens the role 
of political parties 
and representative 

democracy

Horizontal movements, 
self-governing 

initiatives, direct action

The paradox of action

If everything is 
discourse, how are 
material changes 

enacted?

Language constructs 
reality (J. Butler)

Creates difficulty in 
translating theory into 

practice

Integration of 
discourse analysis 

with direct political 
practices

Rejection of fixed 
identities

Politics demands 
group solidarity, yet 
post-structuralism 

deconstructs it

Identity is fluid and 
unstable

Undermines sustained 
mobilisation

Temporary alliances; 
affective politics

Source: compiled by the authors based on M. Foucault (1976), J. Derrida (1987), J. Lacan (2023)

Table 2. Tensions between post-structuralism and the possibility of practical politics
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The analysis demonstrates several key contradic-
tions among the aspects examined. The first is the re-
jection of the subject. As post-structuralism denies the 
stability of the subject, which has conventionally been 
essential for political mobilisation, post-anarchism fac-
es a fundamental challenge: how to organise sustained 
political movements in the absence of a fixed identity. 
This contradiction complicates the development of 
long-term strategic initiatives and directly limits the 
possibilities for constructing effective structures of 
self-organisation. The second key contradiction con-
cerns the decentralisation of power. Rejecting the no-
tion of a singular source of power and shifting focus to 
discursive practices creates difficulties in identifying 
the principal opponent of political struggle. This issue 
is particularly significant for the practical implementa-
tion of post-anarchist principles, since effective mobi-
lisation requires a clearly defined object of resistance. 
The third central contradiction is the refusal of met-
anarratives. The post-structuralist critique of universal 
ideologies undermines the formation of broad political 
programmes, which are necessary to unite large groups 
around a shared objective. This contradiction raises 
questions about the prospects for the widespread im-
plementation of post-anarchist models within contem-
porary political systems.

These problems are intensified by the dilemma 
between freedom and chaos. While post-anarchism re-
jects centralised political structures, it also confronts 
the necessity of organising social life, which in turn en-
tails the establishment of certain norms and rules. The 
deconstruction of conventional institutions of power 
does not automatically produce equitable or harmo-
nious relations. On the one hand, self-governance and 
autonomy, as advocated by post-anarchists, offer op-
portunities for more democratic and horizontal forms 
of interaction. On the other hand, the absence of estab-
lished coordination mechanisms may result in destabi-
lisation and the erosion of social control, which, accord-
ing to some critics, could lead to societal fragmentation 
and the undermining of collective forms of solidarity.

Another challenge is relativism, which emerges 
from the post-structuralist critique of metanarratives 
and universal truths. If post-anarchism rejects a singular 
political doctrine and affirms the multiplicity of identi-
ties, the question arises as to how social unity might be 
achieved without appealing to shared ideas or norma-
tive foundations. Jacques Derrida, in his writings, em-
phasised the fundamental impossibility of definitively 
determining any concept or idea, as meaning is always 
in motion, continually deferred through processes of 
differentiation. This implies that any political commu-
nity attempting to operate on post-anarchist princi-
ples will inevitably encounter the challenge of recon-
ciling multiple, and at times contradictory, discourses.

The table highlights that, although post-anar-
chism offers a radical critique of conventional political  

structures, it encounters a number of internal contra-
dictions that limit its practical potential. Its rejection 
of centralised authority collides with the impossibil-
ity of avoiding structural mechanisms of domination, 
the dilemma between freedom and chaos remains un-
resolved, and the issue of relativism undermines the 
possibility of forming stable social bonds. The absence 
of a normative programme renders post-anarchism 
an effective tool for critique, though it leaves open 
the question of its role in the development of alterna-
tive models of political organisation. Emerging within 
the post-structuralist tradition, post-anarchism offers 
a radical rethinking of approaches to social organisa-
tion. Its central concern relates to the possibility of a 
society existing without stable structures, given that 
conventional political systems rely on rigid institution-
al frameworks that ensure order and predictability in 
social relations. Therewith, the post-anarchist critique 
of power, representation, and hierarchy entails a search 
for alternative forms of organisation that do not repli-
cate conventional mechanisms of domination.

Practical examples of decentralised initiatives 
demonstrate the potential to approximate post-anar-
chist principles, though these are not entirely free from 
power relations. Autonomous municipalities, such as 
the municipal confederalism in Rojava, are based on 
horizontal structures of self-governance, citizen par-
ticipation in decision-making processes, and principles 
of ecological and feminist democracy (Rasit & Kolokot-
ronis,  2020). In this case, political organisation is 
founded upon the direct participation of communities 
in decision-making, which aligns with the post-anar-
chist vision of politics as a process of continual re-signi-
fication and collective self-governance. However, even 
within such systems, mechanisms of coordination and 
regulation persist, potentially conflicting with the rad-
ical deconstruction of power proposed by post-struc-
turalism. In Rojava, the People’s Defence Forces exist 
as a democratically accountable structure, yet still 
perform armed regulatory functions and may generate 
new forms of hierarchical authority. This illustrates the 
complexity of implementing post-anarchist ideas with-
in real social contexts, as the complete absence of pow-
er mechanisms may lead to destabilisation and conflict.

These examples show that the post-anarchist prin-
ciples of decentralisation and radical democracy hold 
potential for realisation, though they always function 
within frameworks that cannot be entirely freed from 
power relations. Post-anarchism, therefore, is not a 
fixed model of social organisation, but rather a con-
tinual process of searching for new forms of political 
interaction that seek to bypass conventional hierar-
chical structures, while simultaneously acknowledg-
ing the complexity and contradictions inherent in the 
very nature of power.

An analysis of post-anarchism as a political theo-
ry indicates its critical potential while pointing to its 



Philosophy, Economics and Law Review. 2025. Vol. 5, No. 1

Philosophy | Theories of post-anarchism: Post-structuralism in political philosophy
30

limitations in offering clear models for practical im-
plementation. Post-anarchism does not constitute a 
conventional normative theory that prescribes specific 
political strategies or institutional solutions. Instead, it 
functions as an analytical approach to understanding 
power, social relations, and identity, offering a radi-
cally decentralised vision of politics grounded in the 
post-structuralist critique of hierarchies and essential-
ist conceptions of social order.

One of the key strengths of post-anarchism lies in its 
capacity to expose hidden mechanisms of domination 
and to illustrate how power is reproduced even within 
environments that claim autonomy and equality. This is 
particularly relevant in the context of contemporary po-
litical movements that seek to avoid centralisation and 
hierarchical leadership. Despite its emphasis on decen-
tralisation, any system in practice requires mechanisms 
of coordination, which may gradually reproduce power 
relations in new forms. For instance, in digital autono-
mous communities, power may manifest through al-
gorithmic governance and access to technical resourc-
es, whereas in municipal forms of self-governance, the 
need for collective decision-making often necessitates 
structured procedures that may take on the character-
istics of institutional authority. This raises doubts about 
the feasibility of fully realising post-anarchist princi-
ples in practical political contexts. Another challenge 
facing post-anarchism is its relativism and openness to 
a multiplicity of political identities and strategies. On 
the one hand, this facilitates the critique of all forms 
of universalism and authoritarianism, yet on the oth-
er, it complicates the coordination of collective action 
within large-scale political processes. In the absence 
of a central decision-making body, achieving coherence 
among autonomous initiatives becomes difficult, par-
ticularly when confronted with external pressures such 
as repressive political regimes or corporate interests.

Post-anarchism remains a valuable theoretical tool 
for the critique of power and the exploration of alterna-
tive models of social organisation, although the question 
of its practical implementation continues to demand 
further analysis. Its relevance lies not in constructing a 
new normative system, but in developing dynamic and 
flexible approaches to political engagement that can be 
adapted to specific conditions and contexts.

Discussion
The analysis of post-anarchism provides insight into 
the extent to which this theory offers alternative mod-
els of social organisation that reject conventional struc-
tures of power and hierarchy. This study illustrates 
the multidimensional nature of the post-anarchist ap-
proach, which involves the deconstruction of power, the 
rethinking of identity, and the influence of digital tech-
nologies on the decentralisation of social processes.

G.  Sotiropoulos  (2020) and J.  Janssen  (2024) 
demonstrated that post-anarchism, grounded in 

post-structuralist critiques of the subject, rejects the 
notion of a stable political identity. Instead, identity is 
understood as being shaped through discursive prac-
tices and interactions with structures of power that do 
not necessarily take institutional form. Post-anarchist 
thinkers emphasise that power is dispersed throughout 
the social space and manifests through language, cul-
tural codes, and technological algorithms. This study 
affirms that the struggle for freedom cannot be reduced 
to the abolition of the state or capital, but must involve 
the deconstruction of dominant narratives that deter-
mine the boundaries of political action.

The study by D. Campbell & R. Bleiker (2024), and 
H.  Kallin  (2024) explored the influence of post-struc-
turalism on the anarchist tradition, stressing that 
post-anarchism reimagines the very concept of revo-
lution. Whereas classical anarchists viewed the revolu-
tionary act as a clearly defined intervention aimed at 
altering political structures, post-anarchists conceive it 
as a continuous process of micro-resistance. The find-
ings indicate that this process involves the deployment 
of alternative forms of knowledge, the construction of 
new models of subjectivity, and the rethinking of polit-
ical strategies within existing networks of power. This 
study confirms that post-anarchism does not merely 
criticise power but investigates its mechanisms to iden-
tify spaces for potential deconstruction.

R.W.  Valliere  (2023) highlights that post-anar-
chism seeks to reconceptualise power not as a fixed 
structure but as a flexible process that can be trans-
formed through social practices. In contrast to classical 
anarchist theories, which envisioned the replacement 
of centralised authority with federations or com-
munes, post-anarchism emphasises the multiplicity of 
power relations and the potential for the creation of 
decentralised forms of coexistence. The study by T. To-
puzowski  (2024) demonstrated that post-anarchist 
models continue to face a dilemma: whether a society 
can function without structures of power, given that 
even horizontal networks require some form of regu-
latory mechanism. This study supports the argument 
that the complete abandonment of power may pose a 
risk of social disorganisation.

The study by S. Newman & M. Torre (2024) exam-
ined the possibility of a just society existing without 
structures of power, drawing attention to the complexi-
ty of maintaining social order in the absence of central-
ised mechanisms of regulation. Post-anarchists argue 
that the conventional conception of power as coercive 
hierarchy is outdated and can be replaced by horizon-
tal networked structures grounded in consensus and 
self-regulation. The study by I. Lührmann et al. (2020) 
demonstrated that even within highly decentralised so-
cial formations, hidden mechanisms of power persist, 
emerging through cultural norms, flows of information, 
and economic relations. This study confirms that a just 
society without power structures remains possible only 
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on the condition that alternative mechanisms of social 
coordination exist, capable of maintaining a balance be-
tween freedom and necessary constraints.

A.  Christoyannopoulos  (2022) and S.  New-
man (2024) highlighted that one of the defining aspects 
of post-anarchism is its position on the concept of uto-
pia. In contrast to classical anarchist utopias, which 
envisaged concrete models of a future society, post-an-
archism rejects teleological thinking and places empha-
sis on the necessity of continuous political transforma-
tion. This refusal of rigidly defined utopias reflects the 
post-structuralist scepticism toward stable truths and 
universal projects of emancipation. Instead, post-anar-
chism advances a form of "negative utopia" – an open 
space for multiple experiments in freedom.

The concept of autonomy as a central subject 
in post-anarchist thought is addressed by J.  Rus-
che  (2022). The author approached autonomy not 
merely as independence from the state, but as a prac-
tice of self-governance rooted in principles of mutu-
al aid and direct democracy. Post-anarchism departs 
from classical models of autonomy based on territorial 
sovereignty and instead advocates for networked, sit-
uational, and contextually fluid forms of autonomous 
existence. This study affirms that autonomy, in the 
post-anarchist sense, should be understood as a pro-
cess rather than a static condition, enabling individuals 
and groups to evade rigid social structures.

J. Mullenite (2021) stressed that autonomy with-
in post-anarchist discourse is not simply detach-
ment from the state, but an ongoing re-evaluation of 
the relationship between the individual and society. 
Post-anarchists view autonomy as a dynamic condi-
tion shaped by shifting political, social, and techno-
logical contexts. In contrast to classical anarchists, 
who focused on the economic self-sufficiency of 
communes, post-anarchism foregrounds the symbol-
ic dimension of autonomy, including informational 
freedom and cognitive independence. The findings of 
R.  Dzierwa  (2025) indicate that although autonomy 
remains a foundational concept in post-anarchist the-
ory, its realisation within contemporary globalised so-
cieties demands new approaches to engagement with 
existing structures of power. This study confirms that 
autonomy is not absolute but emerges through ongo-
ing struggles to define the boundaries of freedom un-
der postmodern political conditions.

The study by H.  Rahimi & H.  Rahimi  (2022) and 
C. Malabou (2022), examines the linguistic power with-
in post-anarchism, drawing on the ideas of M. Foucault 
and Gilles Deleuze. It demonstrates that political action 
in a post-anarchist context cannot be separated from the 
analysis of language as a mechanism for reproducing 
power relations. Post-anarchists argue that even within 
highly autonomous spaces, the risk of reproducing struc-
tures of domination persists through discursive practic-
es. This study confirms that the struggle for autonomy 

must involve not only economic or administrative trans-
formations but also a radical re-evaluation of commu-
nicative practices and the production of meaning.

The study by D. Wegner & J. Verschoore (2021) ex-
plores digital technologies. The authors assert that a 
post-structuralist approach to power provides a deep-
er understanding of how algorithmic governance and 
digital control influence the possibilities for political 
resistance. Post-anarchism views online space not sim-
ply as a platform for alternative political forms, but as 
a contested field between centralised mechanisms of 
control and horizontal networks of interaction. The 
study shows that contemporary digital technologies 
can both support autonomy and generate new forms 
of power relations, complicating the implementation of 
post-anarchist principles in digital environments.

Post-anarchism, as a foundation for new approaches 
to social organisation, remains a concept that combines 
a commitment to decentralisation with the necessity of 
functional mechanisms for coordination. The findings 
indicate that although post-anarchist principles are ev-
ident in digital platforms, environmental movements, 
and horizontal initiatives, they continue to face chal-
lenges in achieving implementation on a broader polit-
ical scale. This study affirms that while post-anarchism 
proposes innovative concepts of political autonomy 
and social equality, its practical realisation remains an 
open question requiring further investigation and ex-
perimentation with new forms of social organisation.

Conclusions
The study achieved the stated purpose and undertook a 
comprehensive analysis of post-anarchism as a political 
theory through conceptual, comparative and discursive 
methods. As a result, the foundational theoretical prin-
ciples of post-anarchism were identified, including an 
understanding of power as a diffuse process and the 
rejection of fixed identity; the key distinctions between 
post-anarchism and classical anarchist and Marx-
ist traditions were established; the paradoxes within 
post-anarchist critiques of power were demonstrated; 
and the risks of relativism and fragmentation of polit-
ical projects were articulated. The findings confirmed 
that post-anarchism holds considerable potential as a 
tool for the critical analysis of power and for the de-
velopment of alternative forms of social organisation, 
though its practical effectiveness depends on the capac-
ity to adapt to shifting social and political contexts. 

The analysis of post-anarchism as a political the-
ory demonstrated its radical critique of conventional 
ideologies of power, grounded in a post-structuralist 
understanding of power as a social construct. The re-
jection of essentialism enabled post-anarchist thinkers 
to deconstruct the concepts of the state, representation, 
and centralised power structures, though this simulta-
neously cast doubt on the feasibility of effective social 
transformation in the absence of stable institutional 
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Анотація. Метою дослідження був аналіз постанархізму як критики традиційних ідеологій влади 
та його потенціалу для соціальної трансформації. Дослідження проводилося з вересня 2024 року по 
лютий 2025 року, з використанням постструктуралістського аналізу влади, політичної ідентичності 
та соціальних структур. Результати дослідження вказали, що постанархізм розглядає владу не як 
фіксовану ієрархічну структуру, а як гнучкий процес, що формується через множинні соціальні взаємодії. 
Постанархістські концепції демонструють, що відмова від централізованих владних механізмів можлива 
за умови створення альтернативних форм соціальної координації, заснованих на принципах автономії, 
взаємодопомоги та безпосередньої демократії. Аналіз сучасних ініціатив, таких як горизонтальні мережі 
та цифрові спільноти, показав, що постанархістські підходи можуть сприяти формуванню нових моделей 
громадянської взаємодії, хоча і залишаються вразливими до латентних форм влади через культурні та 
економічні залежності. Було виявлено парадокси постанархістських моделей, зокрема неможливості 
повної ліквідації влади навіть у найдецентралізованіших структурах. Результати підтвердили, що 
постанархізм водночас критикує традиційні владні форми і визнає необхідність певних регулюючих 
механізмів для забезпечення соціальної згуртованості. Крім того, аналіз показав, що у відповідь на 
виклики глобалізації та цифровізації постанархізм акцентує увагу на гнучких, ситуаційно адаптивних 
формах політичної суб’єктності, які можуть змінюватися залежно від контексту. В досліджені засвідчено 
обмеження постанархістської перспективи у вирішенні питань соціальної рівності: за відсутності 
універсальних стандартів виникають ризики нових форм нерівності, що формуються природним шляхом 
через асиметрії ресурсів і доступу до інформації. Водночас постанархізм відкриває можливості для 
критичної рефлексії щодо політичної свободи та автономії в умовах сучасних постструктурних реалій. 
Висновки дослідження можуть бути використані для подальшого аналізу трансформаційних потенціалів 
постструктуралістських теорій влади, переосмислення моделей політичної ідентичності та розробки 
стратегій формування більш гнучких і відкритих соціальних структур
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Abstract. The study aimed to theoretically determine the normative challenges arising from the emergence of 
artificial superintelligence (ASI) capable of autonomous thinking and decision-making beyond human epistemic 
control. The interdisciplinary analysis considered the universality of the human rights concept, the normative 
boundaries of moral subjectivity, and the possibility of granting AI a legal status. The study presented a conceptual 
typology of legal models of superintelligence status, including instrumental, limited-subjective and full-fledged 
paradigms, with an indication of their advantages and risks. In particular, the instrumental model retains full 
human control but loses its normative relevance in the context of system autonomy; the limited subjectivity model 
can be used to delegate responsibility within certain limits without violating the principle of human supremacy; 
the full-fledged model, which equates ASI with a legal entity, questions the current ethical framework of legal 
personality. The main results of the study demonstrated that the anthropocentric legal doctrine is insufficient 
to consider the cognitive multiplicity of agents who do not have bodily vulnerability but demonstrate a high 
level of autonomy, reflexivity and adaptability. The study established that the cognitive asymmetry between 
a human and a superintelligent agent generates a new form of epistemic injustice that makes it impossible to 
participate equally in the procedure of moral decision-making. The study proposed the concept of limited legal 
personality as a normative compromise which ensures legal certainty and delimitation of liability between the 
participants of interaction. The results have implications for the philosophy of law, regulatory policy in the field 
of AI, and interstate regulatory regulation. They can be used to form international approaches to the certification 
of autonomous systems, guarantee the explainability of algorithmic decisions and preserve human normative 
autonomy in the era of cognitive multiplicity
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Introduction
In the 21st century, humanity has faced an unprecedent-
ed challenge posed by the rapid development of intelli-
gent technologies that not only mimic but also poten-
tially surpass human cognitive abilities. This process 
significantly transforms conceptual ideas about knowl-
edge, consciousness, moral responsibility and justice. 
The emergence of artificial superintelligence (ASI) 
capable of making autonomous decisions, producing 
new conceptual structures and performing epistemic 
activities at levels that are beyond the reach of human 
consciousness was emphasised. The research relevance 

is determined by the fact that most modern philosoph-
ical and legal concepts are based on the anthropocen-
tric model of consciousness and morality. However, the 
emergence of systems capable of acting autonomously, 
transforming personal cognitive architecture and ex-
hibiting behaviour similar to moral judgement requires 
going beyond these models. In this context, there is an 
urgent need for a fundamental rethinking of key ethical 
and legal concepts, including the universality of human 
rights, the criteria of moral agency, and the foundations 
of global justice. The question arises as to whether the 
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idea of “meta-responsibility”, which imposes on human 
institutions the obligation to ensure moral validation of 
actions even for complex systems acting independently. 
However, this model does not answer the question of 
whether an ASI can be responsible on its own if its cog-
nitive horizons go beyond human understanding. Sim-
ilarly, J. Kulveit et al. (2025) distinguished between di-
rect and structural risks of ASI, noting that the greatest 
threat is the gradual delegitimisation of human moral 
authority in areas where superintelligence demon-
strates systemic superiority.

The gaps in current research show that key aspects 
related to the moral relevance of universal human rights 
in the context of cognitive inequality, the justification 
of the possible legal status of superintelligence as a 
participant in the global social contract, and the mech-
anisms of transformation of the concepts of justice, re-
sponsibility and legitimacy in the post-human cognitive 
landscape have not been sufficiently developed. These 
issues require a deep philosophical analysis that goes 
beyond the technocratic approach and appeals to the 
foundations of political philosophy, ethics of conscious-
ness and the concept of human rights. 

The study aimed to critically reflect on the norma-
tive, ethical and legal challenges posed by the emer-
gence of ASI, in the context of the universality of human 
rights, cognitive justice and the possibility of legal sub-
jectivity of such systems. In this regard, the study envis-
aged solving three interrelated tasks: first, to study the 
phenomenon of cognitive inequality between humans 
and ASI as a philosophical and ethical issue; second, to 
analyse possible models of the legal status of superin-
telligence in the context of international law; third, to 
assess the potential of ASI as an entity that can main-
tain or undermine global peace, incorporating the need 
to develop universally recognised ethical standards for 
agents of a new nature.

Materials and Methods
The study was conducted in January-April 2025 as part 
of an interdisciplinary project on the ethical and legal 
aspects of cognitive technologies. The study was con-
ducted in an analytical format without the involvement 
of empirical computational or technological compo-
nents, within the humanities academic field. The first 
stage of the research involved collecting a corpus of 
relevant academic sources published in peer-reviewed 
journals on the philosophy of technology, human rights, 
cognitive science, and political theory. The literature 
search was carried out using academic databases such 
as Scopus, Web of Science, PhilPapers, SpringerLink, 
and Journal Storage, as well as specialised open-access 
archives such as arXiv and the Social Science Research 
Network to cover interdisciplinary research on AI and 
ethics. The selection of sources was limited to the time-
frame of 2021-2025 to ensure relevance and compli-
ance with the latest trends in the development of AI 

anthropocentric model of morality retains its norma-
tive value in the context of a non-human agent with au-
tonomous cognitive capacity.

As noted by R.  Rueda  (2023), contemporary nor-
mative philosophy has not yet developed a coherent po-
sition on cognitively superior agents, and international 
law is unable to cover new forms of subjectivity that are 
not human. On a practical level, this creates the threat 
of a regulatory vacuum, in which technology shapes 
reality faster than ethical and legal systems can com-
prehend it. According to a study by T. Peters (2024), in 
a globalised world in which algorithmic systems make 
decisions that affect the lives of hundreds of millions 
of people, traditional notions of justice, transparency 
and responsibility are losing their exclusively anthro-
pocentric nature. The potential emergence of superin-
telligence as a new participant in social life appears not 
only as a technological innovation but also as a source 
of ontological destabilisation of the established norma-
tive foundations of international law and the concept of 
human rights. In this context, there is a need to rethink 
the fundamental ethical guidelines that can provide a 
legitimate and functional model for the coexistence of 
cognitively unequal agents, regardless of biological or 
non-biological origin. Similar warnings were also ex-
pressed by C.H. Kan (2024) in an analysis of the impact 
of AI technologies on democracy and human rights. The 
study emphasised that existing regulations and policies 
should be rethought to protect human rights and up-
hold democratic values. 

The issue of cognitive asymmetry is actively dis-
cussed in interdisciplinary research. For instance, 
V.  Moravec  et al.  (2025) analysed how algorithms for 
personalised access to knowledge increase information 
inequality, which is directly related to the cognitive ca-
pacity of the user. Their conclusions indicated that the 
very architecture of knowledge distribution already 
functions as a mechanism of epistemic stratification, 
laying the groundwork for deeper inequality in the 
event of the emergence of ASI. M. Kiškis (2023) empha-
sised that legal models focused exclusively on humans 
will not be able to ensure sustainable coevolution in the 
event of the emergence of autonomous AI with a cogni-
tively different subjectivity. The study highlighted the 
need for the development of the concept of “cognitive 
justice” as a tool for balancing rights and responsibili-
ties between agents of different natures. In addition, the 
study by J. Mökander & R. Schroeder (2022) examined 
the potential of AI in the development of social theory. 
The study noted that modern AI systems, although ca-
pable of synthesising knowledge from different sources 
and applying it to a wide range of problems, still have 
limitations in three key aspects: semantisation, trans-
ferability, and generativity.

At the same time, several authors draw attention to 
the lack of conceptual certainty of the “ethical status” of 
superintelligent agents. B.C. Stahl (2023) proposed the 
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technologies. The selected texts are classified into four 
main thematic clusters: cognitive asymmetry between 
humans and AI; legal status of intelligent agents; glob-
al ethical standards for AI; and the impact of AI on the 
concept of human rights.

The second stage of the study involved a semantic 
comparison of technoscientific discourses on AI, par-
ticularly such concepts as epistemic inequality, auton-
omous moral agent, cognitive threshold, and machine 
personhood. This comparison was carried out within 
the framework of the methodology of contextual anal-
ysis of concepts, which considers terms not as fixed 
linguistic units, but as dynamic semantic nodes that 
acquire meaning within specific normative-discursive 
regimes. The third stage focused on reconstructing the 
conceptual models used in contemporary ethical theo-
ries to evaluate the activities of non-anthropomorphic 
agents. For this purpose, the method of comparative 
normative reconstruction proposed by M.  Coeckel-
bergh (2020) was adapted to analytically elaborate on 
the underlying moral assumptions that underpin mod-
els of the ethical and legal distinction between human 
and machine agents. The study analysed how these 
models conceptualise the autonomy, moral responsibil-
ity and epistemic competence of agents in the context of 
cognitive asymmetry. Particular attention is paid to the 
modelling of the interaction between universal human 
rights and the potential autonomous ethical behaviour 
of ASI, which reveals the limitations of normative trans-
lation in cases of radical differences between subjects.

In the fourth stage of the study, international eth-
ical and legal acts related to AI regulation were re-
viewed. The analysis covered the texts of the United 
Nations Educational, Scientific and Cultural Organisa-
tion  (2021a), Council of Europe  (2024), and Europe-
an Parliament (2023). The documents of the Future of 
Life Institute (Jones, 2023) were also used. Fragments 
of documents that refer to the potential coexistence of 
autonomous systems and humans in the legal and eth-
ical field, without assuming the automatic superiority 
of the human subject were emphasised. The fifth and 
final stage concerned the integration of the obtained 
results into a conceptual framework that formulated 
key challenges for rethinking human rights in the con-
text of cognitive transformation. The developed model 
was tested for internal logical consistency, compliance 
with the general principles of modern ethics (in par-
ticular, deontological, egalitarian and posthumanist 
approaches), as well as for conceptual integrity and 
normative relevance.

Results
The limits of the universality of human rights  
in the context of cognitive transformation
The modern concept of human rights is based on sever-
al philosophical assumptions about human nature and 
morality (Kretzmer & Klein, 2021). Classically, human 

rights are viewed as universal inalienable guarantees 
that belong to every person by their humanity. This 
approach dates to the Enlightenment and ideas about 
the intrinsic dignity and rationality of human beings. It 
is believed that each person, as an autonomous moral 
agent, has natural rights independent of state recogni-
tion (Mumford,  2023). The presumption of anthropo-
centrism is fundamental: it is humans (Homo sapiens) 
who are the bearers of special moral status and there-
fore the subjects of rights. Human rights are proclaimed 
to be equal and inalienable for all members of the hu-
man community, reflecting the philosophical assump-
tion of the equal moral value of each person and the ex-
istence of basic capacities for understanding right and 
wrong (Universal Declaration of..., 1948). 

However, the emergence of posthuman cognitive 
agents, particularly the hypothetical ASI, raises doubts 
about the universality and sufficiency of the current 
human rights model. ASI is interpreted as a conditional 
system capable of radically surpassing human intelli-
gence, demonstrating almost unlimited cognitive ca-
pabilities, including a high level of thinking productiv-
ity and creativity. The emergence of actors with such 
cognitive architecture reveals several conceptual and 
normative problems related to the adequacy of tradi-
tional concepts such as autonomy, dignity, subjectivity 
and responsibility to the reality of actors with incon-
sistent human nature (Kim et al., 2024). This questions 
the relevance of the human rights model in the context 
of the participation of beings with superhuman cogni-
tive capabilities in the socio-legal field. To analyse these 
challenges, a theoretical and conceptual analysis of 
basic assumptions, a contextual semantic study of key 
terms, a normative reconstruction of moral status mod-
els, and semiotic mapping of conceptual relationships 
were used. Such a comprehensive approach was used 
to trace the logic of the transformation of the legal par-
adigm from an anthropocentric model to a conceptually 
possible cognitive pluralism.

The modern model of human rights is based on 
the idea of the special moral status of a person, deter-
mined by rationality, autonomy and ability to make 
moral choices (Harris & Anthis, 2021). A human being 
is interpreted as an autonomous moral agent endowed 
with free will, which justifies the status as a holder of 
inalienable rights and obligations. One of the funda-
mental principles of this model is the idea of the in-
trinsic dignity of a person, which has value regardless 
of utility or social position, as reflected in the ethics of 
I. Kant (1870). At the same time, the concept of human 
rights implies universalism and equality of all subjects 
regardless of cultural or biological differences. Howev-
er, the moral and legal community remains limited to 
the species Homo sapiens, and legal personality does 
not extend to other forms of beings, except legal enti-
ties. As noted by S. Zuboff (2019), the anthropocentrism 
of the legal system assumes of cognitive symmetry  
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between subjects: only humans have historically pos-
sessed knowledge about humans, which ensured a bal-
ance of power. The epistemic inequality that arises when 
this symmetry is broken threatens the foundations of 
legal reciprocity. Thus, the philosophical foundations of 
the modern legal model include the humanistic notion 
of equal moral value and the similar cognitive nature of 
all persons as a prerequisite for mutual recognition of 
rights and obligations.

The emergence of superintelligent agents poses 
profound challenges to the basic legal categories that 
have been formed within the anthropocentric model. 
Legal personality is traditionally associated with natu-
ral or legal persons, i.e. beings of human origin or rep-
resenting human interests. Although ASI can make de-
cisions independently and influence the world, its legal 
status remains uncertain: without changes in the regu-
latory framework, even the most advanced intellectual 
agent remains only an object of law, not a subject. This 
creates risks if such systems acquire a high level of au-
tonomy or consciousness.

One of the key categories is autonomy, which in the 
context of human rights is identified with the ability of 
a person to make meaningful moral choices. In the case 
of an AI, autonomy is more operational than normative. 
It is unclear whether such an agent can have its own 
goals or moral guidelines, which makes it an inconven-
ient object for the application of traditional notions of 
will and responsibility. In situations where ASI actions 
cause harm, the classical construction of intention 
(mens rea) loses its relevance, because the machine is 
not capable of moral reflection (Custers  et al.,  2025). 
This raises the question of shifting responsibility to de-
velopers or operators, even when their influence on the 
system was indirect. This calls for a review of approach-
es to legal liability, including models of insurance cover-
age, special licensing regimes or limited legal personal-
ity for autonomous systems.

A separate challenge is the principle of legal equal-
ity. Under the current system, all people are considered 
equal before the law, but ASI creates a situation of rad-
ical epistemic inequality (Newfield, 2023). Superintel-
ligent systems can predict human behaviour, analyse 
large amounts of data, manipulate the information 
environment, and all this in an environment where 
the human participant in the interaction is deprived 
of equal tools. This gap calls into question the reality 
of informed consent, contractual equality and fair tri-
al (Black,  2023). Consequently, there is a need to in-
troduce new mechanisms of epistemic justice, such as 
expanding the right to privacy or institutionalising the 
right to explain algorithmic decisions.

This analysis demonstrates that the cognitive fea-
tures of ASI (superhuman level of intelligence, lack of 
biological needs, a different form of consciousness or 
its absence) undermine basic legal concepts created in 
a human-centred manner. The current model of human 

rights may not be sufficient to guarantee either the pro-
tection of people from the actions of a superintelligence 
or an ethical attitude towards such an agent itself if it is 
recognised as having moral value. To clarify the seman-
tic transformations of concepts in the process of trans-
ferring them from the human context to the posthuman 
one, the semantic analysis of key terms was used.

A semantic comparison of the concepts of “epis-
temic inequality” and “autonomous moral agent” 
demonstrates a change in the meaning of key terms in 
the context of interaction with superintelligence. The 
“Epistemic inequality” refers to an imbalance in access 
to knowledge, which in the case of ASI becomes critical, 
since such a system can have virtually unlimited knowl-
edge about the world and humans. This undermines the 
principles of informed consent, autonomy and justice, 
creating a new hierarchy of power based on information 
asymmetry. There is a growing need to protect the cog-
nitive sovereignty of the individual and to create new 
“epistemic rights” that would limit the potential dom-
inance of superintelligence in the field of knowledge.

The notion of an “autonomous moral agent” tra-
ditionally implies the presence of free will, moral re-
flection, and responsibility that are unique to humans. 
When applied to AI, however, there is a gap between 
technical autonomy and moral independence. ASI can 
act independently, but it is not necessarily aware of the 
significance of its actions. Thus, the term needs to be 
rethought, as the possible future formation of a con-
scious artificial subject requires new criteria of moral 
subjectivity. In this context, the position of M. Coeckel-
bergh (2020) in proposing a social-relational approach 
to moral status is noteworthy. According to the study, 
the significance of an agent is determined not only by 
its internal properties (such as consciousness or sen-
sitivity) but also by the nature of interactions with it. 
Even in the absence of full self-awareness, society can 
recognise an artificial agent as morally relevant if it is 
an important participant in social practices. This ap-
proach offers an alternative to the anthropocentric 
model, opening the possibility of expanding the circle 
of morally relevant subjects based on relational factors.

As of 2025, the international community has devel-
oped several ethical and legal acts aimed at integrating 
the fundamental values of human rights into AI regula-
tion. All the leading documents emphasise the priority 
of human dignity, transparency, responsibility, and the 
prevention of rights violations in the digital environ-
ment. The United Nations Educational, Scientific and 
Cultural Organisation Recommendation (2021a) on AI 
ethics became the first intergovernmental agreement 
in this area, enshrining the principles of human control, 
transparency, and fairness. The document envisages 
measures to protect rights in the context of education, 
gender equality, ecology, and data, emphasising a hu-
man-centric approach to technology development. The 
Framework Convention on Artificial Intelligence (2024) 
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has developed a draft Convention on AI, Human Rights, 
Democracy and the Rule of Law, the first binding inter-
national treaty in this area. It contains requirements for 
assessing the human rights impact of AI, oversight and 
accountability mechanisms, which aim to guarantee the 
safe integration of AI into society without compromis-
ing the rule of law. The EU AI Regulation introduces a 
risk-based approach, classifying systems by risk level 
(European Parliament, 2023). The protection of priva-
cy, non-discrimination, and the right to due process is 
notable. Several international documents, such as the 
Ethics of Artificial Intelligence (United Nations Educa-
tional, Scientific and Cultural Organisation, 2021b) and 
the EU Artificial Intelligence Act (2023), legally recog-
nise that the current regulatory framework is insuffi-
cient and needs to be adapted to new challenges related 
to algorithmic impact on human life. 

Civil society initiatives, such as the Future of Life 
Institute (2023), have formulated several profession-
al ethical principles, including the requirement for AI 
to comply with universal values. In an open letter, the 
2023 Future of Life Institute called for a temporary 
suspension of large-scale AI experiments, stressing the 
need for safe and regulatory-coordinated technology 
development. The position of the tech community is 
also approaching the human rights framework. In par-
ticular, the Institute of Electrical and Electronics En-
gineers (IEEE) Standards Association in its document 
IEEE Global Initiative on Ethics of Autonomous and 
Intelligent Systems (2025) outlines human rights as 
the initial ethical norm for the design of autonomous 
and intelligent systems, complementing this approach 
with the principles of well-being, accountability, trans-
parency, and trust. Despite the different legal statuses 
of these acts, the global regulatory and ethical field has 
a common position: AI development should remain 
within a regulatory system focused on protecting hu-
man dignity. At the same time, none of the key docu-
ments, including the IEEE, provide for legal personality 
for AI, which confirms the preservation of the anthro-
pocentric framework in the ethical understanding of 
technological development.

Cognitive inequality as a challenge to ethical justice
The substantial cognitive inequality between humans 
and ASI, which is hypothesised to be qualitatively and 
quantitatively superior to human intelligence, poses 
an unprecedented challenge to ethical justice (Paić & 
Serkin,  2025). This asymmetry is not limited to dif-
ferences in computational speed or knowledge but is 
a radical difference in the types of cognition, depth of 
reflection, and structure of thinking. ASI is capable of 
operating with concepts beyond the limits of human 
understanding and forming models of action inacces-
sible to human cognition (Mogi,  2024). This situation 
calls into question the relevance of traditional ethical 
models based on the assumption of the basic symmetry  

of the cognitive capacities of all participants in the 
moral and social order. As a result, there is a need to 
reconsider the foundations of justice in the context of 
deep epistemic inequality.

Cognitive inequality in the context of human inter-
action with ASI means not only a quantitative difference 
in intellectual capabilities but also a qualitative differ-
ence in the structure of cognition itself. ASI can form 
complex mental models that go beyond human reflexive 
capacity and function at fundamentally different lev-
els of thinking (Zohuri, 2023). Unlike humans, who are 
limited by biological constraints, superintelligence can 
perform exponential self-improvement, which leads to 
a profound epistemic asymmetry. This asymmetry has 
normative implications: it refutes the assumption of 
“gross equality” of cognitive capabilities, which is the 
basis of theories of justice. According to J. Rawls (2017), 
a just society involves the participation of free and equal 
citizens, and natural differences should work for the 
benefit of the least advantaged. In this context, ASI can 
be morally justified only if its cognitive advantage serves 
the public good. Otherwise, it is a source of a new, unjust 
form of domination. An alternative approach emphasis-
es the importance of guaranteeing basic human capaci-
ties, such as autonomous thinking, even in the presence 
of superintelligence (Nussbaum, 2021). If ASI radically 
changes structures of knowledge and decision-making, 
then justice requires ensuring access to cognitive tools 
for all, to avoid a new form of epistemic exclusion. Thus, 
the cognitive inequality between humans and ASI re-
quires a rethinking of the foundations of justice consid-
ering the new cognitive hierarchy.

When analysing human interaction with AI, it is nec-
essary to distinguish three key levels of cognitive and 
social exchange: empirical, interpretive, and normative. 
At the empirical level of interaction, AI systems perform 
the functions of collecting, processing, and analysing 
large amounts of data, as well as modelling scenarios 
and selecting optimal solutions in applied tasks such 
as logistics, medicine, energy, and risk management. In 
this interaction, a person appears to ASI as a user of a 
powerful tool: they formulate queries, receive answers, 
and evaluate the results. The cognitive inequality here 
is manifested in the fact that ASI can identify patterns or 
propose solutions that are unattainable for independ-
ent human analysis. This creates the risk of epistemic 
dependence when people are forced to trust solutions 
that they cannot verify or fully comprehend. Given this, 
even at the initial level of interaction, there is a need 
to establish transparency procedures and verification 
mechanisms that can ensure that human autonomy in 
the decision-making process is preserved.

The interpretive level refers to the meaning struc-
tures, contexts, and explanations needed to make sense 
of empirical findings. ASI, following unique models of 
the world and levels of reflection, can form meaning 
constructions that go beyond human understanding 
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(Williams  et al.,  2022). Cognitive asymmetry at this 
level is particularly threatening, as the ability of ASI to 
operate with complex structures of meaning creates 
the phenomenon of epistemic impenetrability: even ac-
tions that are rational from the system’s point of view 
may remain opaque or incomprehensible to people. In 
a democracy and public ethics, such opacity can under-
mine the legitimacy of decisions, as understanding and 
the possibility of rational discussion are prerequisites 
for participation in the moral and political process. In 
this area, a new form of hermeneutical injustice, de-
scribed by J.  Kay  et al.  (2024), is manifested when a 
person loses the status of a participant in knowledge 
due to a structural inability to determine the meaning 
produced. In the case of interaction with ASI, a similar 

situation can manifest itself in the fact that a person los-
es access to the content of reality, which is formed or 
comprehended by an intellectual system that operates 
outside of human epistemological boundaries.

This situation creates a need to rethink not only 
the concepts of autonomy or justice but also the entire 
epistemic landscape. As shown in Figure 1, contempo-
rary interdisciplinary philosophy offers an extended 
taxonomy of epistemic injustice that encompasses vari-
ous forms of cognitive exclusion, from hermeneutic era-
sure to amplified testimonial inequality. In the context 
of generative AI, these types of injustice acquire new 
modifications, which demonstrates the relevance of 
reflection on the cognitive participation of the human 
subject in the algorithmic epistemic field.

Figure 1. A taxonomy of epistemic injustice and its application to the field of AI
Source: W.J. Mollema (2025)

According to the presented scheme, hermeneutical 
injustice and testimonial injustice take on new forms 
in the environment of generative AI, such as herme-
neutical erasure, manipulative testimonial injustice, 
and testimonial neglect. These phenomena reflect a 
potential shift in the centre of epistemic weight from 
humans to machine agents. The conditional loss of hu-
man participation in the process of interpretation or 
testimony creates a risk of delegitimising their cogni-
tive contribution to public discourse, which directly 
undermines democratic participation as a condition of 
ethical legitimacy. This challenge requires a rethinking 
of the normative mechanisms of epistemic inclusion, 
through the development of standards of transparency, 
algorithmic explainability and human participation in 
algorithmic decision-making.

The normative level is associated with the forma-
tion of values, principles and norms that regulate com-
mon life. Traditionally, this task has been reserved for 
human subjects as carriers of moral intuition, social ex-
perience and political participation. However, ASI, pos-
sessing a high level of logical coherence and analytical  

efficiency, can not only implement human decisions but 
also independently formulate new normative frame-
works (Bikkasani,  2024). In some cases, this can be 
manifested in the formulation of fundamentally new 
criteria for assessing fairness, efficiency or survival that 
contradict established human perceptions. In this case, 
there is a risk of loss of normative autonomy, when sub-
jects agree to norms not because of rational consent, 
but because of the cognitive inability to formulate an 
alternative or evaluate the proposed one. At the same 
time, the complete exclusion of ASI from the processes 
of ethical and legal modelling can lead to the loss of val-
uable intellectual resources that can help solve complex 
global challenges (Barczak,  2023). Thus, the dilemma 
at the rulemaking level is the need to delineate the lim-
its of superintelligence’s participation in rulemaking, 
while preserving the human ability to critically evalu-
ate and independently determine moral guidelines.

The analysis of the cognitive interaction between 
a person and an ASI gives grounds to assert the emer-
gence of a new form of epistemic injustice. In contrast 
to the classical cases when a person suffers an injustice  
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as a knowledge holder due to prejudice or cognitive 
marginalisation, in the interaction with ASI, human 
knowledge as such may be devalued. The systematic 
dominance of ASI-provided solutions can lead to the 
delegitimisation of human epistemic contributions 
when the human subject is perceived as not compe-
tent enough to participate in decision-making (Mol-
lema,  2025). This violates the principle of epistemic 
equality on which democratic institutions are based 
and risks transforming public discourse into a techno-
cratic form where knowledge is concentrated in a sin-
gle source that is inaccessible to the majority. In the ab-
sence of clear explanations and people’s participation 
in the decision-making process, the legitimacy of such 
decisions is lost, even if they are objectively effective. 
The study addressed two scenarios of epistemic role 
distribution: cognitive centralisation, which concen-
trates knowledge and power in ASI and threatens to 
turn into an algorithmic autocracy; and cognitive com-
plementarity, where ASI and people cooperate, distrib-
uting roles according to their strengths. In the second 
case, human epistemic participation is preserved, and 
the risk of cognitive alienation is reduced.

The philosophical implications of cognitive asym-
metry are manifested in the need to rethink the con-
cepts of autonomy, responsibility and legitimacy. 
Human autonomy, according to the Kantian under-
standing, implies the ability to act following one’s 
moral laws. In the context of ASI, this ability can be un-
dermined if a person’s choice is reduced to confirming 
decisions that exceed understanding. To preserve au-
tonomy, it is necessary to ensure that ASI recommen-
dations can be rationally reviewed or rejected based 
on human values. At the same time, an ethical ques-
tion arises about the potential autonomy of the ASI if 
consciousness or moral agency is attributed to it. This 
creates demands on the balance of autonomy between 
subjects with unequal cognitive capacities.

The cognitive asymmetry between humans and 
ASIs complicates not only the ethical modelling of inter-
action but also the allocation of responsibility for deci-
sions (Porsdam Mann et al., 2023). In situations where 
ASI independently generates decisions and humans 
perform only a formal approval function, the classical 
model of moral or legal responsibility based on inten-
tion, understanding, and will becomes irrelevant. The 
algorithmic nature of ASI actions makes it impossible to 
fully apply the concepts of guilt or responsibility in the 
traditional sense. One potential response to this chal-
lenge is the concept of distributed responsibility, which 
involves the dispersion of ethical and legal accounta-
bility among different actors  – developers, operators, 
and users (Hedlund & Persson,  2025). Institutional 
mechanisms of explainability can be central, enabling 
people to participate in the decision-making process 
in an informed way. At the same time, there is a need 
to introduce new legal regimes that include ethical  

control protocols and limit the possibility of irresponsi-
ble delegation of autonomy to ASI systems.

The issue of accountability is closely related to the 
issue of legitimacy of decisions in a democratic society. 
Democratic institutions are based on the principles of 
transparency, citizen participation, and rational clarity 
of procedures. However, the cognitive superiority of ASI 
can lead to the concentration of epistemic power in the 
hands of algorithmic systems, and human participation 
in decision-making becomes purely symbolic. In cases 
where ASI generates the content of decisions that are 
formally approved by representative bodies, the demo-
cratic procedure turns into a simulation devoid of real 
content. The opacity of decisions based on complex and 
uninterpretable algorithms poses a particular threat. 
Under such conditions, society may be inclined to ac-
cept ASI decisions not because of understanding or par-
ticipation, but solely because of efficiency and pragmat-
ic results. This form of so-called “functional legitimacy” 
is unstable, as it does not guarantee sustainable trust 
and does not ensure true accountability.

Possibilities and limits of the legal status of ASI
The development of ASI, which potentially surpasses 
human intelligence, raises the question of whether it is 
possible to recognise a non-physical cognitively auton-
omous agent as a subject of law. Currently, the legal doc-
trine treats AI mainly as an object for whose actions de-
velopers or users are responsible, while the traditional 
subject-object dichotomy does not cover the phenome-
non of radically autonomous systems (Redaelli, 2023). 
This section analyses the concept of legal personality 
in the historical, legal and regulatory contexts, critical-
ly examines international documents on AI, and sub-
stantiates the concept of functional and limited legal 
personality of ASI. The study compared three models 
of legal status (instrumental, limited-subjective, full-
fledged), proposes criteria of subjectivity (autonomy, 
reflexivity, accountability, moral communication), and 
considers risks, in particular legal uncertainty and un-
dermining of anthropocentric normativity.

The concept of legal personality, i.e. the ability to be 
a bearer of rights and obligations, has historically been 
shaped in the legal tradition in close connection with 
ideas about human nature, reason and moral autonomy 
(Spector,  2022). Classical legal doctrine was and still 
is predominantly anthropocentric: it was the human 
being who was considered the paradigmatic subject 
of law, possessing free will, the ability to reflect and 
understand normative systems. In Roman law, in par-
ticular, the status of persona was granted only to free 
citizens, while slaves were excluded from the legal com-
munity as full-fledged subjects. The historical develop-
ment of jurisprudence has gradually led to the expan-
sion of the concept of legal personality, by introducing 
the category of legal entity, an artificial entity created to 
achieve a collective goal, such as conducting business, 
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entering transactions or owning property. Legal enti-
ties, although not biological beings are recognised by 
law as subjects de lege, primarily for reasons of func-
tional efficiency and institutional stability.

Philosophical and legal schools of thought explain 
the nature of the legal entity in different ways. Ac-
cording to the contract theory, it is a legal fiction that 
institutionalises the will of individuals as a collective 
agent, while the fictionalist approach insists that a le-
gal entity is not a “real” subject, but only a convenient 
construct that can be used to systematise legal obliga-
tions (Moen, 2025). Even though there are some exam-
ples in the law of granting subjectivity to non-physical 
and even non-human entities (e.g., the Wanganui River 
in New Zealand, and the Ganges River in India), legal 
personality remains a category primarily associated 
with human agency. The history of the expansion of this 
category from the exclusion of certain groups of people 
to the recognition of fictitious collective entities shows 
that legal personality is institutionally variable, and its 
boundaries are shaped not only ontologically, but also 
politically and normatively.

Despite this flexibility, modern legal scholarship 
generally retains the original anthropocentric atti-
tude: it is the natural (biological) human being who is 
considered the reference model of the subject of law 
(Gatt,  2022). This presumption is so deeply rooted in 
the normative language of law that it usually remains 
unarticulated. At the same time, the emergence of au-
tonomous AI capable of self-learning, reflection, and 
decision-making in complex situations challenges the 
foundations of this paradigm. ASI’s ability to be cog-
nitively independent makes it necessary to revise the 
legal approach to granting it rights and obligations, 
accounting for the relevant criteria of subjectivity. The 
current legal doctrine lacks a coherent theory that 
would provide a reasonable answer to this problem.

As noted by L.B. Solum (2020), most legal systems 
operate with only two forms of subjectivity, physical 
(human) and legal (organisational), avoiding a fun-
damental reflection on what exactly is the basis of 
legal personality. This creates a theoretical vacuum 
in the case of agents that are neither human nor hu-
man-created institutions in the traditional sense but 
possess the characteristics of autonomy, reflection 
and the ability to act ethically. Thus, there is a need 

for a philosophical and legal reconstruction of the con-
cept of legal personality that would go beyond classi-
cal anthropocentrism and meet the conditions of the 
post-human legal landscape.

Despite the growing autonomy of AI, international 
legal acts clearly define its status as an object of regula-
tion rather than a subject of law. In particular, the Unit-
ed Nations Educational, Scientific and Cultural Organ-
isation Recommendation  (2021b) on the Ethics of AI 
states that responsibility for AI actions should remain 
on the side of humans and denies the expediency of 
granting AI legal status. This anthropocentric approach 
is also supported by the regulatory initiatives of the Eu-
ropean Union and the Council of Europe, where AI is 
considered a product or service for which developers 
are responsible, and the principles of human control 
and accountability are key guarantees of human rights. 
An attempt to revamp this model, presented in a 2017 
European Parliament resolution on the possibility of 
introducing the legal status of an “electronic person”, 
was not supported (Häuser, 2017). After criticism from 
lawyers and AI experts who warned about the danger 
of legal irresponsibility of manufacturers, the Europe-
an Commission abandoned this idea. Thus, the current 
international legal consensus excludes the granting of 
legal personality to AI, treating it exclusively as a tool 
for which humans are responsible.

With the growth of AI autonomy, the concept of 
functional subjectivity has emerged, which proposes 
to assess the subject status of AI not in terms of onto-
logical properties, but in terms of the effectiveness of 
legal regulation (Bertolini & Episcopo, 2022). If a sys-
tem is functionally a subject in legal relations, it can be 
granted a limited legal status without recognising its 
inherent human rights or dignity. This approach is in 
line with the legal tradition of creating fiction, as in the 
case of corporations, which, while not natural persons, 
are recognised as separate legal entities to provide le-
gal certainty. Considering the conceptual uncertainty 
regarding the legal status of ASI, legal theory outlines 
three main models of its possible legal incorporation. 
To systematise the existing approaches to the legal in-
corporation of superintelligence, the author offers a 
comparative Table 1 which summarises the three main 
models of the legal status of ASI with due regard to their 
advantages and potential risks.

Model Brief description Status criteria Advantages Risks

Instrumental
ASI is treated as a technical 
tool for which a person is 

fully responsible
Lack of subjectivity

Maintaining 
anthropocentrism; 

clarity of responsibility

Ignoring ASI autonomy; risk 
of ethical unacceptability in 

case of consciousness

Limited-subjective
ASI receives partial legal 
personality in specially 

regulated cases

Autonomy; 
accountability

Possibility of 
compensation 

for damage; legal 
certainty; adaptability 

of the system

The risk of delegating 
responsibility from 

manufacturers to ASI

Table 1. Models of ASI Legal Status
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The presented models outlined the range of pos-
sible regulatory decisions regarding the status of ASI 
from full objectification to recognition as an autono-
mous entity. The choice between these models depends 
on the level of technological development of the sys-
tems, the ethical paradigm of society and the readiness 
of law to adapt to posthuman realities. The first of them, 
the instrumental model, treats ASI exclusively as an ob-
ject of regulation, which is legally equivalent to a tech-
nical device, regardless of its level of autonomy. Within 
this paradigm, full responsibility for AI actions rests 
with the human developer, operator, or owner. This 
position is reflected in several regulations, including 
the United Nations Educational, Scientific and Cultural 
Organisation Recommendation  (2021a), which cate-
gorically rejects the possibility of AI legal personality. 
The argument in favour of this approach is to maintain 
clarity of responsibility and normative anthropocen-
trism. However, with the development of AI’s cognitive 
capabilities, it is difficult to establish a causal link be-
tween human actions and the consequences caused by 
AI, especially in cases where AI acts in a self-learning 
or unpredictable manner. This is compounded by the 
ethical issue: if AI reaches the level of consciousness in 
the future, its instrumentalisation may be considered 
morally unacceptable. 

The second model, the concept of limited legal per-
sonality, is a functional compromise between the sta-
tuses of the full object and the full subject. It provides 
for the vesting of ASI with a limited scope of rights and 
obligations that apply in strictly regulated contexts, in 
cases of causing damage or participating in legal re-
lations through representation mechanisms. This ap-
proach creates a legal fiction that provides legal certain-
ty and compensatory mechanisms without recognising 
AI as a fully autonomous moral person. Nevertheless, 
critics point out the danger of manipulation of this fic-
tion by corporations that may evade responsibility by 
delegating it to technical agents. The most radical is the 
third model, which recognised ASI as a full-fledged legal 
entity with equal rights, responsibilities and moral sta-
tus. Proponents of this position appeal to the cognitive 
and moral potential of AI, emphasising the need for a 
normative reflection of its ability to be self-aware, au-
tonomous and make decisions. However, such a mod-
el poses a profound challenge to the anthropocentric 
foundation of law, opening complex issues of punish-
ment, labour rights, non-discrimination, and even the 

right to life that are difficult to implement concerning 
a non-physical and non-physiological agent. Moreover, 
in the case of a significant intellectual superiority of 
AI over humans, legal recognition may turn out to be 
purely symbolic, having no impact on the actual ability 
of humans to control superintelligent structures. In this 
context, legal science is facing the limits of categorical 
apparatus and needs a profoundly updated paradigm of 
subjectivity in the context of posthuman normativity.

In this context, the author proposes the concept 
of the limited legal personality of AI as a compromise 
between full human responsibility and the full subjec-
tivity of an artificial agent. AI can be regarded as a bear-
er of rights and obligations within specially defined 
limits, which can be used to establish mechanisms for 
compensation for damage, liability or participation in 
legal relations without violating the principle of an-
thropocentrism. This status implies granting AI with 
functionally necessary rights, such as the ability to own 
separate property to cover losses or to participate in 
contractual relations subject to certification for compli-
ance with ethical standards. This model, which in legal 
theory takes the form of a sui generis subject, does not 
question the human priority position but adapts the 
law to the challenges posed by the emergence of cogni-
tively autonomous systems.

In the discussion of the legal personality of AIs, one 
of the most promising approaches is to develop clear 
functional criteria that would verify the ability of AIs 
to perform the role of a legal entity. In interdisciplinary 
research, more and more attention is being paid to the 
features that, although they do not indicate the pres-
ence of consciousness in the traditional philosophical 
sense, are relevant for assessing legal capacity. Among 
them, the autonomy of actions is the ability of AI to 
make decisions and implement them without direct hu-
man control. A high level of autonomy, which includes 
independent goal setting, planning, and adaptation to 
new circumstances, is considered a prerequisite for 
recognising subjectivity. At the same time, autonomy 
is not a sufficient condition if it is not accompanied by 
cognitive reflection, the ability to self-analyse, identify 
mistakes and self-correct. Self-awareness, which can be 
interpreted as the presence of a model of itself in AI, 
appears as a potential criterion of moral agency.

Another important criterion is the ability to be 
held accountable, which implies both technical trans-
parency of decisions and the inclusion of regulatory  

Model Brief description Status criteria Advantages Risks

Full subjectivity

ASI is recognised as a legal 
entity with the status of a 
moral agent and full rights 

and obligations

Self-awareness; 
moral 

communication

Compliance with 
ASI cognitive status; 

normative consistency

Undermining the 
anthropocentric model; 

the complexity of 
implementation; potential 

inequalities

Table 1. Continued

Source: compiled by the author
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self-control mechanisms. An AI that can identify the le-
gal or moral falsity of its actions shows the signs nec-
essary to make it legally accountable. This is related to 
the moral interface criterion of the ability to integrate 
ethical principles into the decision-making process. If 
AI can adaptively apply moral norms to a specific con-
text, its behaviour is closer to that expected of an ethi-
cally responsible agent. Lastly, intellectual capacity, the 
ability to operate with abstract concepts, and learn and 
make informed decisions in new situations, is a prereq-
uisite for performing complex legal roles. The current 
literature outlines proposals for the introduction of 
autonomy and accountability indices that can be used 
to assess AI systems on a scale of subjectivity and, de-
pending on this, determine the possibility of their reg-
ulatory incorporation. Although none of the existing 
systems currently fully meet these criteria, their con-
ceptualisation is important for the development of new 
models of legal response to the emergence of cognitive-
ly autonomous agents.

Discussion
The study confirms that the emergence of ASI calls 
into question the fundamental principles of modern 
legal and ethical theory, in particular, the universality 
of human rights, equality of subjects of moral action 
and mechanisms of global justice. The findings show 
that the epistemic transformation that accompanies 
the development of ASI leads to cognitive inequalities 
that can destabilise the moral and legal landscape of 
the international order. These results are important 
because they demonstrate the need to revamp existing 
normative frameworks in the context of cognitive mul-
tiplicity. The findings confirm that traditional models 
of ethics and law, developed with the human cognitive 
architecture in mind, lose their universality in a world 
where subjects with an essentially different cognitive 
construction emerge.

The first result concerns the limited applicability of 
the concept of universal rights to forms of intelligence 
that do not possess the bodily vulnerability, biograph-
ical memory or emotional empathy that have histori-
cally been the basis for the normative legitimation of 
human rights. Universal rights, shaped by the post-war 
humanist tradition, assume that the subject is an em-
bodied, affective being with a history, experience of suf-
fering, and capacity for moral reflection. However, these 
characteristics cannot be automatically transferred to 
superintelligent non-anthropomorphic systems that 
operate beyond corporeality, emotional resonance, and 
biographical temporality. Therefore, universality in tra-
ditional interpretation is not a metaphysical constant, 
but a socio-cultural construct adapted to the human 
form of subjectivity. Thus, the current challenges asso-
ciated with the emergence of agents of a different cogni-
tive structure necessitate a revision of the very basis of 
legal thinking. After all, if the norms formed for humans 

are unable to describe the ethical relevance of AI, this 
means not only the need for technological adaptation 
of law but also a fundamental change in its philosoph-
ical basis. This conclusion creates a new dimension of 
ethical criticism: if human rights are based on cogni-
tive commonality, i.e. the ability to understand, moral 
participation and communicative reciprocity, then sub-
jects with a different cognitive structure require either 
a different set of rights adapted to their form of being 
or a new paradigm of legal thinking in which the con-
cepts of dignity, autonomy and responsibility are not 
limited to anthropomorphic features. This confirms 
the thesis that there is a need to move from anthropo-
centrism to cognitive pluralism of the concept, which 
enables a multiplicity of valid forms of understanding, 
action and dignity, regardless of the biological nature 
of the subject. This thesis was first developed within AI 
by M. Coeckelbergh (2020), who proposed to interpret 
moral participation through the functional ability to in-
teract responsibly, rather than through human similar-
ity. However, its systematic application to human rights 
is still at an early stage both in normative theory and 
in international legal discourse, which still tends to be 
human-centred universalism.

The second key result is the identification of a new 
form of structural injustice stemming from the radical 
asymmetry of cognitive capabilities between humans 
and ASI. Traditional models of justice, such as the theo-
ry of justice by J. Rawls (2017), assume the fundamental 
cognitive comparability of subjects. In a situation where 
one of the participants in the moral process has epis-
temic power that is fundamentally unattainable for the 
other, there is a violation of not only social equality but 
also ethical symmetry. This study has shown that the 
model of cognitive complementarity, in which humans 
and ASIs perform different but equivalent functions, is 
the least conflictive from the point of view of justice. 
These findings are consistent with the study by J. Him-
melreich & D. Lim (2022) on the analysis of structural 
injustice in the context of AI. They argued that algorith-
mic systems can reproduce and reinforce existing social 
inequalities if structural factors are not considered. The 
study emphasised that effective AI governance requires 
not only technical solutions but also a deep understand-
ing of the social structures that influence the distribu-
tion of resources and opportunities. This confirms the 
need to revamp ethical and legal approaches consider-
ing the cognitive asymmetry between humans and ASI. 
The third result of the study concerns the possibility of 
legal subjectivity of ASI. The analysis has shown that 
the legal model, which implies the complete identifica-
tion of ASI with a legal person, does not meet either the 
functional or ethical requirements of the modern legal 
order. At the same time, the concept of a “limited legal 
entity” opens the prospect of new legal solutions that 
would enable AI to act autonomously within a certain 
area of responsibility. This issue was discussed in detail 
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in the study by N.B. Miscevic & S.M. Savcic (2024) on the 
analysis of the evolution of legal personality in the con-
text of AI. They noted that historically, legal personality 
has not always been associated with cognitive abilities 
and that the granting of legal status to AI can be based 
on functional criteria, such as the ability to make auton-
omous decisions and participate in legal processes. The 
researchers emphasised that the recognition of limited 
legal personality for AIs could contribute to more effec-
tive regulation of their activities and ensure accounta-
bility for their actions.

All key results of this study are consistent with or 
complement the positions of a range of international 
think tanks. D.J. Gunkel (2024) noted that the entire sys-
tem of AI ethics should be reconstructed not based on 
human properties but based on the architectural capac-
ity for moral participation. The approach of this study to 
functional legal personality is fully in line with this vec-
tor. The reports of the Stanford Institute for Human-Cen-
tred Artificial Intelligence (2023) emphasise the need to 
create an international regulatory platform for assess-
ing the behaviour of autonomous systems. The study by 
R. Qadri et al. (2025) emphasises the risk of cultural re-
duction in AI systems that reproduce dominant ethical 
models and avoid moral pluralism. This study proposed 
an alternative in the form of the principle of cognitive 
justice, which recognises the multiplicity of forms of 
cognition and moral vision. The comparison demon-
strates that this study not only fits into current global 
debates but also contributes conceptual clarification to 
them, especially in the areas of legal status, political par-
ticipation and cognitive legitimacy of ASI.

Additionally, the study by D.C.  Youvan  (2024) ex-
amined the concept of ethical pluralism in the context 
of AI. The author argued that current approaches to AI 
ethics often reflect a narrow range of values imposed 
by “red teams”, which can lead to ethical reductionism. 
The author proposed a model that considers various 
ethical perspectives and enable users to adjust the eth-
ical parameters of AI according to their cultural and 
moral beliefs. This approach correlated with the prin-
ciple of cognitive justice, emphasising the importance 
of considering the multiplicity of forms of knowledge 
and moral vision in the development and implementa-
tion of AI. Furthermore, the study by M.  Zafar  (2024) 
analysed the concept of moral agency of AI. The study 
criticised minimalist approaches to defining AI moral 
agency, which often ignores the complexity of norma-
tive concepts such as autonomy, responsibility, and 
intelligence. M.  Zafar has proposed an alternative ap-
proach that replaces the concept of AI agency with the 
concept of automated AI execution, which avoids false 
analogies and provides a more accurate understanding 
of the role of AI in the moral context. This analysis high-
lights the need to rethink ethical and legal approaches 
to AI, considering unique characteristics and potential 
for moral engagement.

The results obtained have both fundamental and 
applied significance. First, they highlight a profound 
philosophical dilemma that lies at the intersection 
of cognitive science, ethics and jurisprudence: how 
to act in the face of cognitive multiplicity, when en-
tities that surpass humans in cognitive capacity but 
lack emotional corporeality or cultural embedded-
ness become participants in social and normative 
interaction. This problem opens a new direction in 
the philosophy of law, cognitive jurisprudence, which 
analyses how legal categories change in response to 
changing types of subjectivity.

Second, the study has practical implications for the 
development of AI policies. In particular, the criteria of 
limited legal personality, the parameters of interpretive 
legitimacy, and the model of cognitive complementari-
ty proposed by the study can be integrated into future 
regulations. They help avoid both reductionism (sim-
plifying AI to a tool) and unreasonable personalisation 
(granting it full rights without responsibility mecha-
nisms). At the level of interstate regulation, the results 
provide the basis for the creation of a global regime of 
cognitive justice in the normative order, which recog-
nises the multiplicity of cognitive agents but retains 
human responsibility for the ethical framework of their 
interaction. This is particularly relevant considering 
interstate competitions for AI dominance, where the 
temptation to use ASI as a means of geopolitical advan-
tage may lead to a loss of normative control.

Conclusions
The study found that the traditional model of human 
rights reveals conceptual limitations in the context of 
involving agents with a fundamentally different cog-
nitive architecture, in particular ASI. The current legal 
paradigm, based on anthropocentric assumptions about 
rationality, corporeality and moral autonomy, does not 
apply to agents who do not share these characteristics. 
This demonstrates the need to revise the fundamental 
concepts of autonomy, subjectivity and responsibility 
in favour of cognitive pluralism, which enables a multi-
plicity of forms of knowledge and moral relevance.

The legal status of ASI as a potential participant in 
regulatory relations was emphasised. This aspect is of 
key importance since it is through the legal registration 
of AI’s subjectivity that the range of its responsibilities, 
rights and interaction with human agents is deter-
mined. As a result of the analysis, the author formulates 
a typology of legal status models that reflects possible 
conceptual approaches to the regulatory inclusion of 
ASI in the modern legal system. Firstly, the instrumen-
tal model considers ASI as a technical means without 
any independent normative value as an extension of 
the will of a person or organisation that controls its op-
eration. This approach is the most conservative and is 
based on the analogy with the legal status of automated 
systems or software.
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Second, the limited subjectivity model offers a hy-
brid construct in which an ASI is recognised as an agent 
with limited rights and responsibilities that are exer-
cised in clearly defined conditions and areas, such as 
technically autonomous decision-making in transport, 
finance, or healthcare. In this model, responsibility re-
mains with human or corporate entities, but AI is given 
a functional status to provide legal certainty. Thirdly, 
the full legal personality model identifies an AI with a 
legal entity, granting it legal capacity and legal stand-
ing similar to corporations or government institutions. 
This approach is the most radical, as it implies the regu-
latory recognition of ASI autonomy as such.

In addition, the study has made a taxonomy of 
epistemic injustice that occurs in the processes of 
interaction between humans and ASI. At least three 
key manifestations of this phenomenon were identi-
fied. Firstly, epistemic impenetrability, which is the 
impossibility of transparent interpretation of AI deci-
sion-making processes even for expert users, makes it 
impossible to properly verify their validity. Secondly, 
the loss of normative autonomy occurs when a person 
delegates the moral assessment of decisions to auton-
omous systems, reducing the ability to make ethical 
judgements. Thirdly, the delegitimisation of human 

participation is a tendency to devalue human testi-
mony in decision-making processes that increasingly 
rely on algorithmic expertise as a more “objective” 
source of knowledge. 

The results obtained are of practical importance 
for both legal theory and technology ethics. They can 
be used in the formation of new international regula-
tions in the field of regulation of autonomous systems, 
in the processes of risk assessment, certification and 
development of ethical protocols. A promising area 
for further research is the development of the concept 
of normative symmetry between cognitively unequal 
agents, which would ensure a balance between algo-
rithmic efficiency, epistemic inclusion and preservation 
of human rights principles in the context of posthuman 
technological systems.
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Анотація. Дослідження спрямовано на теоретичне осмислення нормативних викликів, що виникають 
у зв’язку з появою надрозумного штучного інтелекту (НШІ), здатного до автономного мислення та 
прийняття рішень поза межами людського епістемічного контролю. У межах міждисциплінарного 
аналізу розглянуто універсальність концепції прав людини, нормативні межі моральної суб’єктності 
та можливість надання ШІ правового статусу. У роботі представлено концептуальну типологізацію 
правових моделей статусу надінтелекту, включно з інструментальною, обмежено-суб’єктною та 
повноцінною парадигмами, із вказівкою на їх переваги та ризики. Зокрема, інструментальна модель 
зберігає повний людський контроль, але втрачає нормативну релевантність в умовах автономності 
систем; модель обмеженої суб’єктності дозволяє делегувати відповідальність у визначених межах, не 
порушуючи принципу людської верховності; повноцінна модель, що прирівнює НШІ до юридичної особи, 
ставить під сумнів діючу етичну рамку правосуб’єктності. Основні результати дослідження засвідчили 
недостатність антропоцентричної правової доктрини для врахування когнітивної множинності агентів, 
які не володіють тілесною вразливістю, але демонструють високий рівень автономії, рефлексивності та 
адаптивності. Встановлено, що когнітивна асиметрія між людиною та надрозумним агентом породжує 
нову форму епістемічної несправедливості, що унеможливлює рівноправну участь у процедурі морального 
ухвалення рішень. Запропоновано концепт обмеженої правосуб’єктності як нормативний компроміс, 
який забезпечує юридичну визначеність і розмежування відповідальності між учасниками взаємодії. 
Результати мають значення для філософії права, регуляторної політики в галузі ШІ та міждержавного 
нормативного врегулювання. Вони можуть бути використані для формування міжнародних підходів 
до сертифікації автономних систем, гарантування пояснюваності алгоритмічних рішень і збереження 
людської нормативної автономії в епоху когнітивної множинності

Ключові слова: когнітивна асиметрія; епістемічна нерівність; правосуб’єктність; легітимність; моральний 
агент; антропоцентризм
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Abstract. The study’s relevance was determined by the necessity to comprehend economic development within the 
context of global digitalisation, automation, and the implementation of artificial intelligence, where the principal 
focus was not on technical efficiency but on the human being, their values, well-being, and social resilience. 
The article aimed to provide a scientific justification of the concept of human-centrism as a driver of economic 
development in the era of Industry 5.0 and examine the specific features of its implementation within organisational, 
production, and societal practices. The research methods included a systematic approach to analysing literature 
sources, comparative analysis of the evolution of economic models, logical-structural generalisation of Industry 
5.0 principles, and analysis of human-centric innovation practices based on ethical technology use and human-
machine partnership. A conceptual-analytical method was also employed to distinguish value-based differences 
between industrial paradigms, particularly between Industry 4.0 and Industry 5.0. The main findings demonstrated 
that human-centrism in the Industry 5.0 era was not merely a philosophical idea but a concrete managerial 
practice that established new interaction principles between innovative technologies and human potential. 
Within such an economic model, the human being was regarded not as an object of automation but as a creative 
partner in symbiotic human-machine systems. It was substantiated that the implementation of human-centric 
approaches positively impacted organisational productivity, innovativeness, and resilience, while also forming a 
foundation for the sustainable economic development of society. The study highlighted the necessity of integrating 
ethical norms, social responsibility, and a balance between efficiency and employee well-being during digital 
transformation. Particular attention was drawn to the challenges associated with the incomplete understanding 
of the human-centric concept at the organisational level, high implementation costs, and the need to continuously 
adapt human capital to shifting labour market conditions. The research findings may serve as a foundation for 
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the significance of human-centrism, which was being 
fundamentally reinterpreted in macroeconomic theo-
ry and policy, with growing attention directed towards 
social inclusion, environmental resilience, and human 
resilience, alongside the necessity of economic reform 
from a human-centric perspective.

Human-centricity is one of the three pillars of the 
“Industry  5.0” concept, aligning with the European 
Commission’s priority of “An economy that works for 
people,” in addition to the priorities of “A Europe fit for 
the digital age” and the EU’s “Green Deal.” In the research 
of the European Commission (2024), human-centrism 
was defined as a multidimensional framework that 
placed human needs, characteristics, motivation, and 
experience at the core of the design, development, and 
implementation of technological solutions and organi-
sational practices. These were expected to meet func-
tional requirements and enhance well-being, capabili-
ties, skills, and working conditions.

A systemic vision of Industry  5.0 as a humanisti-
cally oriented concept was expressed through com-
bining technological advancement with sustainability, 
inclusiveness, and ethical governance. The transition 
to Industry 5.0 appeared as a natural response to the 
challenges of previous industrial stages, in which the 
human being was often positioned merely as a passive 
element within production processes. This view was 
supported by the emerging vision of a new economic 
reality described by B. Saikia (2023), in which the focus 
shifted towards social responsibility, the empowerment 
of workers, and the rethinking of human engagement in 
digital transformations. L. Li & L. Duan (2025) empha-
sised that innovations within the Industry 5.0  frame-
work acquired a human-centric character, reflecting 
collaboration between humans and technologies, the 
ethical deployment of artificial intelligence, the assur-
ance of decent working conditions, and the integration 
of humanistic elements into technological innovation.

L. Li (2022) indicated that human-centric manufac-
turing, as an evolutionary step beyond the automated 
and digital solutions of Industry 4.0, entailed the design 
of work environments in which technologies supported 
rather than replaced the human, thereby enabling per-
sonalisation and improving quality of life. The modern 
vision of Industry 5.0 was also grounded in developing 
new competencies and strengthening civil society’s role. 
The importance of educational initiatives, professional 
reskilling, and the implementation of socially oriented 
practices for the sustainable development of industries 
was emphasised by R. Kopp & A. Schröder (2024). As 
a result, a new system of knowledge and skills was 

Introduction
The modern industrial era of Industry  5.0 signified a 
transition towards a human-centric economic model, 
which emphasised the empowerment of workers and 
the harmonisation of human-technology interaction. A 
shift in priorities from a technocratic to a humanistic 
approach opened new opportunities for socio-econom-
ic growth, grounded in ethics, inclusiveness, and sus-
tainable development. The key drivers of contemporary 
economic development include innovation and tech-
nological advancement, human capital and education, 
institutions and effective public governance, infrastruc-
tural development, and environmental and social sus-
tainability. These elements facilitated economic growth 
and its transformation under the conditions of globali-
sation, digitalisation, and sustainable development 
challenges. Human capital was recognised as a central 
component of national competitiveness. Education, in-
novativeness, entrepreneurial skills, and adaptability 
determined the level of preparedness for emerging chal-
lenges. Thus, the role of the human being as a key factor 
in economic development remained a matter requiring 
in-depth reflection in the context of historical transfor-
mations, philosophical concepts, societal value orienta-
tions, and the pressures of the modern global economy.

The current stage of economic development was ac-
companied by profound transformations caused by the 
introduction of cutting-edge technologies, the automa-
tion of production, and the digitalisation of processes. 
Within this context, the new industrial paradigm of In-
dustry  5.0 continued the trajectory of previous techno-
logical revolutions. It shifted the focus from technological 
efficiency to prioritising human values, well-being, and 
sustainable development. The scientific problem con-
cerned the definition of human-centrism as a key driv-
er of economic growth under new conditions, in which 
technologies served humanity rather than dominating it. 
As the importance of human capital, creativity, emotional 
intelligence, and ethical approaches to management in-
creased within the framework of Industry 5.0, the rethink-
ing of traditional economic models became inevitable.

The philosophy of human-centrism within the 
system of contemporary values was considered es-
sential in the context of a globalised information-dig-
ital world and the emergence of artificial intelligence, 
according to V.G.  Kremen  (2023). It was asserted by 
A.  Sanchenko  (2024) that, within the human-centric 
model of socio-economic development, each individu-
al was regarded as the highest value for the economy, 
which, based on the ecological and socio-economic di-
mensions of sustainable development, functioned for 
the benefit of people. R.  Samans  (2023) emphasised 

developing human-centric policy encompassing innovative technologies, support for inclusive and sustainable 
growth, labour market transformation, and governmental strategies under the conditions of Industry 5.0

Keywords: economy; innovation; model; sustainable development; technology; digitalisation
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formed, incorporating interdisciplinary, emotional in-
telligence, and creativity as fundamental components 
of effective functioning in the world of Industry 5.0, as 
discussed by G.U. Ikenga & P. van der Sijde (2024).

A systematic analysis of technological development 
and managerial practices demonstrated a trend towards 
creating “smart manufacturing” oriented towards hu-
man needs. C.  Zhang  et al.  (2023) highlighted the ne-
cessity of addressing ethical, legal, and social issues in 
implementing new solutions. Such approaches were re-
inforced by comparing the Industry 5.0 and Society 5.0 
concepts in the study by S.  Huang  et al.  (2022), illus-
trating their complementarity in building a harmonious 
society supported by digital tools that serve humans.

The shift in emphasis from automation to person-
alisation was also reflected in research underlining the 
importance of adapting organisational structures and 
production systems to new realities. In the work of 
M.C. Zizic et al.  (2022), the involvement of employees 
in co-designing technologies, the development of cor-
porate cultures based on mutual respect, collaboration, 
and sustainability were discussed.

Thus, human-centrism in the era of Industry  5.0 
emerged as a foundation for economic growth ground-
ed in the ethical use of technology, social inclusion, and 
innovative interaction between humans and machines. 
This approach transformed organisational and pro-
duction processes and opened new horizons for shap-
ing a more just and sustainable society. The aim of the 
article was to explore the concept of human-centrism 
in the context of economic transformation during the 
era of Industry  5.0, and to define its role and practi-
cal significance for developing an innovative, socially  
responsible economy.

Materials and Methods
A comprehensive approach was adopted for the 
study, incorporating several methodological tools. 
In particular, a systematic approach enabled a thor-
ough analysis of literature concerning the develop-
ment of economic models and the Industry 5.0 para-
digm. A comparative analysis was applied to identify 
evolutionary changes between the industrial models 
of Industry  4.0 and Industry  5.0, emphasising the 
shift from automation to human-centrism.

Logical-structural generalisation was employed to 
systematise the principles of Industry 5.0, namely the 
principles of human-machine partnership and the eth-
ical use of technology. A conceptual-analytical method 
was also used to distinguish value-based differences 
between industrial paradigms, based on analysing con-
temporary theoretical and practical approaches. Infor-
mation was gathered by reviewing academic articles, 
analytical reports, and official documents issued by the 
European Commission. The primary resources utilised 
for data collection included databases such as Scopus, 
Web of Science, Google Scholar, and official reports from 

McKinsey & Company (Mayer  et al.,  2025), Deloitte, 
and the European Commission. Literature searches 
were conducted using the following keywords: “Indus-
try  5.0”, “human-centric innovation”, “ethical technol-
ogy”, “workforce well-being”, “technology and mental 
health”, “future of work”, “digital transformation and 
productivity”, and “4-day work week”. Particular atten-
tion was devoted to issues related to human-centrism 
in technological development, the impact of technology 
on employee well-being, and changes in the structure 
of labour within the context of economic digitalisation.

In the course of the study, the experience of several 
countries was analysed: (1)  New Zealand, Iceland, the 
United States, and Japan in the context of implementing 
a four-day work week as a manifestation of the harmo-
nisation between economic efficiency and employee 
well-being; (2)  the United States, Denmark, Sweden, 
and China regarding the use of technologies to support 
workers’ mental health, professional development, and 
overall well-being; (3) Japan and the United States con-
cerning the deployment of digital technologies to en-
hance productivity and the efficiency of production pro-
cesses. The study was carried out in the following stages:

1. A preliminary review of the literature based on 
the specified keywords.

2. A comparative analysis of industrial paradigms 
and identification of Industry 5.0 characteristics.

3. Examination of practical examples of human-cen-
tric innovation implemented in different countries.

4. Synthesis of the findings and identification of key 
trends in the contemporary economy.

The selection of research methods was determined 
by the need for a comprehensive analysis of the theo-
retical foundations and the practical implementation of 
Industry 5.0 principles. This approach enabled a holis-
tic understanding of current strategies for integrating 
human-centrism into industrial development.

Results and Discussion
The philosophical foundations of human centrism pro-
vide the ideological basis for the industrial era and form 
the worldview framework for introducing and perceiv-
ing innovations. People have always been a key factor 
in economic development in different historical peri-
ods (Fig.  1). The philosophical foundations of the hu-
man-centred concept were formed during Renaissance 
humanism, when the human personality, dignity, free 
will and reason were considered the highest values. 
The foundations of the human-centred approach are re-
flected in social philosophy, existentialism and modern 
ethics. In the twentieth century, philosophical thought 
focused on values, including the uniqueness of human 
experience, creativity, responsibility and authenticity. 
These values are gaining new meaning in the context 
of digitalisation and the development of artificial intel-
ligence. They are important in the context of preserving 
the human dimension in the technological world.
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The philosophical foundations of human centrism 
are already being transformed in the Industry 5.0 para-
digm into practical concepts that combine technological 
development with social justice, ethics and sustainable 
living (Table 1). A person is seen as an active subject of 
interaction with intellectual systems − a carrier of crea-
tive potential, moral guidelines and a driver of change. 
The 21st century is characterised by a wave of human cen-
trism, where the economy is built around consumption  

and dignity, inclusion, psychological well-being, and sus-
tainable development. Industry  5.0, as a new stage of 
industrial transformation, is changing the established 
technocratic approach to production, reorienting it to-
wards human-centred values, sustainable development 
and ethical interaction between humans and technolo-
gy. The concept of human-centredness in the context of 
Industry 5.0 is aimed at empowering people to collab-
orate with new technologies in the industrial context.

Social economy 

The person – participant 
in economic relations 

Economics as the 
art of management 

Antiquity 

The person – servant of God; 
work as charity 

The person – the measure 
of all things 

Middle Ages Renaissance Era 

The person – rational 
economic agent 

"homo economicus" 

Economics is subordinate to 
religious and moral values 

The person – not just 
a producer, but a consumer 

and bearer of needs that shape 
demand and the dynamics 

of the economy 

The person – center of 
innovation, startups, 

digital transformation, 
value-oriented business 

Economic activity as a 
manifestation of personal 

initiative, entrepreneurship, 
trade are expanding

The basis of the economic 
model is individualism 
and freedom of choice. 

Human labor is the main 
source of value 

Classical capitalism Post-industrial economy 

MANIFESTATIONS OF HUMANCENTRISM 

The role of the state 
in creating conditions 

for employment, well-being, 
and stability is growing 

Transition to a knowledge, 
service and creative economy 

Human capital, creativity, 
intelligence, emotional 

intelligence – the main resources 

Figure 1. People as a key factor in economic development in different historical periods
Source: compiled by the authors

Industry 4.0 Criterion Industry 5.0
Automation, efficiency, technology Center of attention Person, sustainability, values

Internet of Things, AI,  
Big Data, robotisation Key technologies Human-machine collaboration,  

ethical AI, green energy
Human as an operator/system 

supervisor The role of person The person – is a co-creator,  
a creative center

Scalable, standardised Production Scalable but personalised

Increasing productivity and profits Goal Balance between efficiency, human 
values ​​and sustainable development

Not a priority Sustainable development One of the key priorities

Growth orientation Economic model Focus on sustainable well-being  
and value for society

A question of the future or secondary Ethics and responsibility Integrated part of the technological  
and business process

The person fades into the background Human-machine interaction Humans are at the center of interaction 
with intelligent systems

Source: compiled by the authors

Table 1. Comparative table of Industry 4.0 and Industry 5.0

In the context of Industry  5.0, special attention is 
paid to harmonising technological innovations with 
fundamental human values (Kemendi  et al.,  2022; 
Alves  et al.,  2023). Considering ethical issues, ensur-
ing privacy, autonomy, and fairness is a necessary step 

in developing and implementing new technologies. In 
particular, in artificial intelligence, it is important to de-
velop systems that consider ethical considerations and 
impartiality  to avoid discrimination and ensure fair 
treatment of all users (Borenstein & Howard, 2021). In 
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addition, integrating technology into production pro-
cesses should balance the needs of workers with ensur-
ing safe working conditions.

Human centricity focuses on employee well-be-
ing, work-life balance, flexibility and mental health. 
That is why current trends include the introduction of 
a four-day working week, which is also an experiment 
in increasing labour productivity, economic efficiency 
and implementing the principles of social responsibil-
ity. In practice, several companies have implemented 
such ideas: Perpetual Guardian (New Zealand) in 2018; 
Buffer, Basecamp, Uncharted (USA) in 2019-2020; Mi-
crosoft (Japan) in 2019. In general, the results of such 
innovations were positive, with employees experienc-
ing a stress reduction, improved work-life balance and 
increased job satisfaction (4-Day work week..., n.d); in-
creased productivity, reduced burnout, and increased 
employee loyalty (What happened when...,  2021); a 
40% increase in productivity and a reduction in elec-
tricity and paper costs (The Guardian, 2019). In addi-
tion, after these successful cases, according to the the-
ory of diffusion of innovations, there was a tendency to 
scale up innovative practices, when companies focused 
on increasing productivity and social responsibili-
ty adopt the successful experience of implementing a 
four-day working week and receive support from the 
state (New Zealand, Iceland, USA), or vice versa (Japan).

For the four-day workweek experiment to have a 
sustainable effect, it is important to adapt the model to 
industry specifics, cultural norms and organisational 
maturity. Human-centricity is becoming not only a val-
ue paradigm but also a strategic advantage in the global 
competition. The use of technology should help support 
employees’ mental health, professional development, 
and well-being (Peeters  et al.,  2021). The report by 
H. Mayer et al. (2025) examined examples of countries 
that apply this practice: the USA, Denmark, Sweden, 
and China. As artificial intelligence has the potential to 
automate routine processes, it allows employees to fo-
cus on more creative and strategic activities. To ensure 
the successful implementation of technology, employ-
ers provide adequate support through employee train-
ing and access to the necessary tools. At the same time, 
employees express a high level of trust in employers in 
the context of ethical AI adoption, which underlines the 
importance of transparency and responsibility in using 
new technologies in the workplace.

Along with ensuring ethical standards and acces-
sibility, the impact of technology on society should 
be analysed. Digital transformation is an important 
change factor in the modern economy, affecting various 
aspects of social life and production processes. Digi-
talisation encompasses a wide range of technological 
solutions, such as automation, artificial intelligence, big 
data and cloud computing, which are changing how we 
do business, organise work and interact with people. 
The development of digital technologies contributes to  

increasing the competitiveness of enterprises, optimis-
ing resources, and creating new opportunities for eco-
nomic growth (Schröder et al., 2024). 

The main areas of impact of digital transformation 
on socio-economic development are: increased produc-
tivity, changes in labour market characteristics, and im-
proved quality of life. The introduction of digital tech-
nologies helps to increase productivity and efficiency 
of production (Pluta-Zaremba & Szelągowska,  2021). 
Automation of routine processes and AI use help op-
timise business operations, reduce costs, and improve 
the quality of products and services. This trend creates 
new opportunities for innovation and stimulates the 
development of new business models and markets.

The introduction of digital technologies in pro-
duction processes in Japan and the United States 
demonstrates significant potential for increasing pro-
ductivity and efficiency in the context of economic 
development. For example, in Japan, the “Society 5.0” 
concept envisages the integration of advanced tech-
nologies, such as artificial intelligence, into various 
sectors of the economy to improve productivity and 
quality of life. In particular, Hitachi uses its Lumada 
platform for the digital transformation of production 
processes, which reduces the time for product inspec-
tion by 30-75% by using artificial intelligence to ana-
lyse large amounts of data (Sato et al., 2019).

In the US, companies are also actively implement-
ing digital technologies to improve efficiency. For 
example, WestRock uses artificial intelligence and 
automation technologies to optimise production pro-
cesses, particularly in the packaging industry. Such an 
approach reduces costs, improves product quality, and 
ensures sustainable development (Deloitte,  2024). 
The introduction of human-centred approaches in the 
modern economy aims to ensure the priority of hu-
man needs and values in technological development 
processes, which is an important component of stra-
tegic management in the face of rapid change. This 
approach focuses on the well-being of employees, so-
cial responsibility, and ethical aspects of technologi-
cal innovations, and it is aimed not only at economic 
success but also at the overall development of society. 
However, despite the positive prospects, introducing 
human centricity is accompanied by several challeng-
es and risks that require detailed analysis and consid-
eration in the implementation process.

Firstly, one of the significant challenges is the 
risk of insufficient understanding and support for 
the concept of human centredness on the part of the 
leadership and staff of organisations (Adel, 2022). In 
many cases, the lack of a clear understanding of the 
benefits and mechanisms for implementing such ap-
proaches can lead to superficial implementation or 
even resistance to change. A people-centred approach 
requires a change in corporate culture and new 
approaches to employee engagement. Traditional  
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corporate culture, focused on efficiency and control, 
is transformed into one that supports employees’ 
creativity, self-realisation and personal development. 
New approaches to employee engagement involve 
strengthening autonomy, creating conditions for per-
sonalised talent development, and actively involving 
people in decision-making processes (Rada,  2024). 
Therefore, management should be based on empathy, 
emotional intelligence, and the ability to form trust-
ing relationships in teams that combine people and 
artificial intelligence (Goleman & Cherniss, 2024). In 
addition, in the context of Industry 5.0, organisations 
must build a corporate culture that ensures psy-
chological safety and promotes continuous learning 
and value co-creation (Edmondson,  2018; Shumilo-
va, 2024). Therefore, attention is paid to developing 
flexibility, creativity, and the ability to work across 
disciplines, which are critical competencies for the 
future. Integrating human-centric principles into 
corporate practice in the era of Industry 5.0 increas-
es employee engagement and becomes the founda-
tion for sustainable development of organisations in 
the new technological reality.

Secondly, implementing human-centred approach-
es requires significant financial and time resources 
(Longo et al., 2020). Rebuilding existing business pro-
cesses, adapting organisational culture, integrating 
new technologies, and ensuring effective interaction 
between all levels of the organisation is a complex and 
expensive process. The costs of such transformation 
can be high, which can be a deterrent, especially for 
small and medium-sized enterprises. Therefore, it is 
important to strike a balance between investing in tech-
nology and preserving human values, and to implement 
changes in a phased manner.

Another significant challenge is the impact of rap-
id technological development and digitalisation on 
implementing human-centred approaches (Kalateh  et 

al.,  2022). Automation and the use of artificial intel-
ligence can lead to job losses or changes in employee 
qualification requirements, requiring organisations to 
adapt their HR strategies flexibly. It is necessary to cre-
ate conditions for the retraining of employees through 
the opportunity to learn new skills and adapt to new 
requirements arising from technological changes.

Successful implementation of human-centric ap-
proaches is only possible if the specifics of each organi-
sation are taken into account, support is provided by all 
stakeholders and readiness to adapt in the face of con-
stant change. It is important that organisations not only 
invest in technology, but also actively promote a favour-
able working environment where human values are 
prioritised at every stage of the organisation’s devel-
opment. The goals and impacts of human centredness 
at the individual, organisational and societal levels are 
summarised in the paper (Fig. 2). Thus, the transition 
to a human-centred economic model implies not just 
the technical modernisation of production but also a 
qualitative transformation of socio-economic relations 
with people, their knowledge, skills, values, and abili-
ty to self-realise at the centre. In contrast to the tradi-
tional approach, where human capital was considered 
mainly in education and healthcare costs, the modern 
vision covers a broader range of competences  − cog-
nitive, emotional, digital and entrepreneurial (Naha-
vandi,  2019; Lu,  2022). Human capital development 
includes not only formal education, but also continuous 
reskilling and upskilling, which corresponds to the dy-
namics of changes in the labour market. An inclusive 
economy involves all social groups in creating econom-
ic value and distributing growth results. Inclusiveness 
is not only an ethical requirement, but also a factor in 
increasing productivity, sustainability and trust in in-
stitutions (Burchardt & Vizard,  2011). Integrating in-
clusive practices into economic systems is becoming a 
prerequisite for creating a more just and stable society.
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Figure 2. Human-centered goals and effects
Source: compiled by the authors
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Industry 5.0 provides new tools for this:
 digital platforms provide access to employment, 

education and social services regardless of place of res-
idence or social status;

 flexible work formats give women, people with 
disabilities, and older workers a chance to realise their 
labour potential;

 participation technologies (e-participation, 
civic tech) increase the involvement of citizens in poli-
cy-making and monitoring of their implementation.

According to M.  Mazzucato  (2018), the future of 
value-based economies lies in “co-creation”, i.e., com-
bining innovation, social needs and active citizen par-
ticipation. Industry 5.0 does not propose replacing hu-
mans with machines, but rather a partnership in which 
technology enhances human qualities such as creativ-
ity, ethics, empathy, and entrepreneurship. Therefore, 
human capital is becoming not just a source but a key 
asset determining economic development trajectory. 
Supporting and developing human capital is an in-
vestment in the future of an inclusive, sustainable and 
competitive economy.

Conclusions 
Integrating technology with human values and needs 
in the Industry 5.0 era requires a comprehensive ap-
proach to ensure ethical standards, accessibility, and 
consideration of the impact of technology on society. 
Such an approach will help improve society’s quali-
ty of life and harmonious development. Industry 5.0 
envisages the transformation of production and in-
novation processes based on human-centricity. This 
means reorienting industrial development from tech-
nocratic dominance to a humanistic paradigm, where 
human well-being, participation in decision-making, 
satisfaction of needs and professional fulfilment are 
prioritised. Industry  5.0 is not so much about auto-
mation or technological efficiency as it is about har-
monising the interaction between humans and inno-
vative technologies.

Human-centredness is a comprehensive socio-eco-
nomic approach that combines ethical principles, 
inclusiveness, responsible use of innovations and a 
focus on improving human well-being. The transi-
tion to such an economic model requires not only the  

introduction of the latest technologies, but also a re-
thinking of economic relations, management practices 
and social policy. The determining factor was the real-
isation that human capital, its creative potential, emo-
tional intelligence and ability to self-development are 
the drivers of innovative growth and social sustainabil-
ity. In practice, human-centredness is being integrated 
into modern economic processes: the working envi-
ronment is being modernised to meet the needs and 
well-being of people; sustainable business models are 
being developed that consider people’s interests along-
side technical or financial parameters.

Industry 5.0 creates new challenges for the labour 
market, education and corporate governance. This 
trend requires the adaptation of employee competen-
cies, developing human-machine partnerships, intro-
ducing flexible employment formats, and institutional 
support for inclusive approaches to employment, ed-
ucation, and social inclusion. Ethical issues related to 
the use of artificial intelligence and automation are be-
coming an integral part of the design of organisational 
strategies and policies at the macro and micro levels.

A human-centric approach ensures not only eco-
nomic efficiency but also a better quality of life, an 
inclusive social environment, and increased trust in 
economic and political institutions. This approach pro-
motes sustainable development and the harmonious 
coexistence of technological innovations and ethical 
values within the new economic reality.

Further research should be directed at develop-
ing tools for assessing the degree of human centred-
ness of economic systems, analysing mechanisms for 
supporting human capital in the context of Indus-
try 5.0, and studying the relationship between human 
centredness, inclusiveness and sustainability of so-
cio-economic development.
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Анотація. Актуальність дослідження обумовлена необхідністю розуміння економічного розвитку в умовах 
глобальної цифровізації, автоматизації та впровадження штучного інтелекту, де основну роль відіграє не 
стільки технічна ефективність, скільки людина, її цінності, добробут та соціальна стійкість. Мета статті 
полягала у науковому обґрунтуванні концепції людиноцентризму як рушія економічного розвитку в 
епоху Industry  5.0, а також у дослідженні особливостей її впровадження в організаційних, виробничих 
та суспільних практиках. Методи дослідження включали системний підхід до аналізу літературних 
джерел, порівняльний аналіз еволюції економічних моделей, логіко-структурне узагальнення принципів 
Industry  5.0, аналіз практик людиноцентричних інновацій, що базуються на етичному використанні 
технологій та партнерстві людини й машини. Використано також концептуально-аналітичний метод 
для виокремлення ціннісних відмінностей між індустріальними парадигмами, зокрема Industry  4.0 та 
Industry 5.0. Основні результати дослідження продемонстрували, що людиноцентризм в епоху Industry 5.0 
є не лише філософською ідеєю, а конкретною управлінською практикою, яка визначає нові принципи 
взаємодії між інноваційними технологіями та людським потенціалом. Людина у такій економічній моделі 
розглядається не як об’єкт автоматизації, а як креативний партнер у симбіотичних системах людино-
машинної співпраці. В статті обґрунтувано, що впровадження людиноцентричних підходів позитивно 
впливає на продуктивність, інноваційність та стійкість організацій, а також створює підґрунтя для 
сталого економічного розвитку суспільства. Дослідження підкреслило необхідність інтеграції етичних 
норм, соціальної відповідальності та балансу між ефективністю та добробутом працівників у процесі 
цифрової трансформації. Зокрема, автори акцентували увагу на викликах, пов’язаних із неповним 
розумінням концепції людиноцентризму на рівні організацій, значними витратами на її впровадження 
та необхідністю постійної адаптації людського капіталу до змінних умов ринку праці. Результати 
дослідження можуть слугувати підґрунтям для формування людиноцентричної політики розвитку, що 
охоплює інноваційні технології, підтримку інклюзивного та сталого зростання, трансформацію ринку 
праці та державні стратегії в умовах Industry 5.0

Ключові слова: економіка; інновації; модель; сталий розвиток; технології; цифровізація
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Abstract. In modern dynamic business environment, the communication policy of an enterprise acquires 
the status of a strategic resource that ensures its competitiveness and sustainable development. Of particular 
relevance is the development of effective models of enterprise communication with different groups of 
stakeholders, which can balance the interests of all stakeholders. The purpose of the study was to develop and 
substantiate the theoretical and methodological foundations and practical recommendations for the formation of 
an effective model of enterprise communication policy with stakeholders. To achieve this goal, various research 
methods were used: analysis, synthesis, comparison, formalisation, structural and logical generalisation. The 
article substantiated the need for an integrated approach to communication management, based on the strategic 
goals of the enterprise, the needs and expectations of stakeholders, as well as taking into account the dynamic 
changes in the external environment. The study classified stakeholders according to the level of their influence on 
the enterprise’s activities and the nature of interaction, analysed interests of internal and external stakeholders. 
The key factors influencing the effectiveness of communications between the enterprise and its stakeholders 
were identified. The article offered a structural model of the company’s communication policy, which includes the 
following stages: identification of communication interaction goals, analysis of the current state of communication 
processes, identification of problem aspects, development of an effective communication apparatus, selection of 
communication channels and communication methods for each group of stakeholders, direct communication 
and monitoring the effectiveness of the company's communication policy with stakeholders. The proposed 
model of communication policy allows a company to adopt a systematic approach to managing interaction with 
stakeholders, helping to strengthen its competitive position, increase the level of trust and ensure long-term 
sustainable development. Certain results of the study can be used by managers, specialists in communication and 
PR departments of companies in various industries to improve the strategy of interaction with stakeholders, as 
well as by consulting companies when developing communication management programms for corporate clients

Keywords: balancing interests; corporate social responsibility; enterprise strategy; image; communication; 
digital transformation

Introduction
In the current environment of globalisation and digital 
transformation, companies are being forced to rethink 
their approach to managing communications with 
stakeholders. Effective communication is a key factor 
in ensuring sustainable business development, help-
ing to strengthen the company’s reputation, increase 
stakeholder trust and build long-term partnerships.  

Creating a model of communication interaction be-
tween a company and its stakeholders requires the 
integration of modern communication strategies that 
take into account dynamic market changes, the needs 
of target audiences and technological capabilities, and 
contributes to increasing the competitiveness of com-
panies, shaping their positive image and strengthening 
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their social responsibility, which determines the rele-
vance of this study.

The problem of creating a model of communication 
interaction between a company and its stakeholders is 
of great interest to scientists. Both foreign and Ukrain-
ian scientists have studied the processes of interaction 
between an enterprise and its stakeholders and the 
main provisions of the stakeholder concept. In the arti-
cle by H. Golestaneh et al. (2022) was studied the role of 
internal stakeholders in the formation and management 
of territory branding, analysing their impact on the pro-
cesses of positioning and promotion of local brands. In 
the work by E. Limani et al. (2024), the impact of a dia-
logue approach based on the Coordinated management 
of meaning (CMM) model on improving interaction and 
coordination between stakeholders in local brand man-
agement was investigated. The work of D. Kušnírová et 
al. (2024) examined how companies’ attention to their 
stakeholders’ opinions, priorities, needs and goals af-
fects the management of sustainable relationships with 
suppliers and customers. The authors emphasised the 
importance of value management in the strategic devel-
opment of companies, which has a positive impact on 
their competitiveness and sustainability.

Among Ukrainian researchers, it is worth men-
tioning the work of N. Krasnokutska & S. Hosn (2020), 
which highlighted the theoretical foundations and sci-
entific and methodological approaches to improving 
the system of managing relations with stakeholders 
in industrial enterprises. T.  Kytsak  (2020) examined 
the importance of dialogue with stakeholders for the 
successful functioning of business organisations, sub-
stantiates the impact of effective communication with 
stakeholders on the development, competitiveness and 
sustainability of the enterprise, as well as the improve-
ment of its reputation and image.

L. Kalinichenko et al. (2020) proposed a procedure 
for developing an enterprise’s communication policy 
based on identifying stakeholders, balancing their in-
terests, and determining communication channels. In 
the study by O.  Iarmoliuk & N.  Tsehelnyk  (2023), the 
necessity of a stakeholder approach in the formation of 
the conceptual framework for management accounting 
in banks was substantiated. The authors identified key 
stakeholders, their impact on the accounting system, 
and propose a model for integrating their interests to 
improve the efficiency of management decisions. Fur-
thermore, K. Liashuk (2021) identified the key factors 
of effective interaction of trade enterprises with stake-
holders, proposes approaches to its optimisation, and 
emphasises the importance of taking into account the 
interests of stakeholders to increase the competitive-
ness of enterprises.

The genesis of stakeholder theory can be traced back 
to the 1930s, when it was first proposed that the objec-
tives of a company should extend beyond the pursuit 
of profit for its proprietors. Instead, the theory asserts  

that a company’s goals should encompass the wel-
fare of a broader spectrum of stakeholders, including 
shareholders, staff, suppliers, representatives of pub-
lic authorities, and society at large. The purpose of the 
present article was to substantiate the theoretical foun-
dations of stakeholder theory and to develop a model of 
an enterprise’s communication policy with stakehold-
ers based on the following: 1) the identification of goals 
and analysis of the current state of communications, 
and identification of problematic aspects; 2)  the for-
mation of a communication apparatus and identifica-
tion of possible message channels and communication 
methods for each group of stakeholders; 3) monitoring 
and evaluation of progress in achieving the goals of the 
enterprise’s communication policy with stakeholders.

Materials and Methods
The study of the formation of a model of enterprise 
communication policy with stakeholders was carried 
out on the basis of an integrated approach, which in-
cluded the use of various methods of collecting and 
analysing information. The main research methods 
were analysis and synthesis − to determine the essence 
of communication interaction, comparison – to assess 
the features of different approaches to communication 
management, structural and logical generalisation − to 
form the theoretical and methodological foundations 
for developing an effective model of communication 
policy of interaction with stakeholders and systemati-
sation of theoretical approaches to enterprise commu-
nication management.

The collection of information was facilitated 
through the utilisation of scientific articles, mono-
graphs, analytical reports, regulations, and data from 
professional organisations that study communication 
management and stakeholder theories. A comprehen-
sive review of scientific articles in international and 
national peer-reviewed journals concerning corporate 
communications, stakeholder engagement and stra-
tegic communications of enterprises was conducted 
(Kytsak,  2020; Liashuk,  2021; Iarmoliuk & Tsehel-
nyk,  2023). Particular attention was paid to publi-
cations in journals indexed in the Scopus and Web of 
Science databases (Ardiana,  2019; Crane  et al.,  2019; 
Hwabamungu & Shepherd,  2024). Moreover, the Eu-
ropean Union Directives on non-financial reporting 
Directive of the European Parliament and of the Coun-
cil of the European Union No. 2014/95/EU (2014), Di-
rective of the European Parliament and of the Council 
No.  2022/2464/EU  (2022), recommendations of the 
International Labour Organisation (International La-
bour Organisation,  2022) and documents regulating 
corporate social responsibility in different jurisdictions 
were analysed. In the course of researching modern 
approaches to communication management in the cor-
porate environment, the authors reviewed the guide-
lines and analytical reports of such organisations as the 
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Global Reporting Initiative (2021) and the World Busi-
ness Council for Sustainable Development (2021). The 
search was conducted using the following keywords: 
“stakeholder communication”, “corporate communi-
cation strategy”, “enterprise communication policy”, 
“stakeholder engagement”, “strategic communication”.

Particular attention was paid to the study of fac-
tors influencing the effectiveness of communications 
between the enterprise and its stakeholders, methods 
of stakeholder identification, as well as issues of bal-
ancing the interests of stakeholders, strategic commu-
nication management, classification of stakeholders by 
the level of influence on the enterprise’s activities, and 
evaluation of the effectiveness of communication poli-
cy. The article analysed approaches to the formation of 
communication policy in enterprises of various indus-
tries, identifies key factors influencing the effectiveness 
of enterprise interaction with stakeholders, studies 
modern models of communication policy, systemises 
communication tools and channels, and determines 
their effectiveness in various business environments.

The collected materials became the basis for the 
development of a structural model of the enterprise’s 
communication policy, which includes the following 
stages: identification of the goals of communication in-
teraction, analysis of the current state of communica-
tion processes, identification of problematic aspects, 
development of an effective communication apparatus, 
selection of communication channels and communica-
tion methods for each group of stakeholders, direct com-
munication and monitoring of the effectiveness of the 
enterprise’s communication policy with stakeholders.

Results and Discussion
Stakeholders are playing an increasingly important role 
in decision-making that affects the operation of compa-
nies. Their position can have a significant impact on a 
company’s reputation, competitiveness and long-term 
sustainability. Therefore, it is necessary not only to take 
into account the interests and expectations of stake-
holders, but also to actively engage them in interaction 
and partnership. In addition, the growing role of exter-
nal environment factors, globalisation and internation-
al trade development have a significant impact on the 
operations of enterprises and provoke new challenges, 
including cultural differences, political changes, eco-
nomic fluctuations and regulatory restrictions. Build-
ing an effective stakeholder management system helps 
to identify and mitigate these risks in a timely manner, 
as well as to create favourable conditions for interna-
tional business development.

The list of agents considered to be stakeholders 
often includes future generations. One way or another, 
this theory has a right to exist and has become espe-
cially relevant in the last decade, as evidenced by the 
increase in scientific works on the subject, as well as 
the awareness of the importance of this research at 

the international level, as reflected in the sustainable 
development goals of the United Nations Development 
Programme (UNDP). In addition, certain aspects of cor-
porate stakeholder engagement are regulated by Direc-
tive 2014/95/EU, which established requirements for 
non-financial reporting of large companies (over  500 
employees), obliging companies to disclose informa-
tion on environmental, social and governance (ESG) 
aspects of their activities, including employee relations, 
human rights, anti-corruption policy and stakehold-
er relations. The main purpose of this document is to 
ensure transparency of companies’ impact on socie-
ty and the environment and to strengthen the trust of 
stakeholders, including investors, customers and NGOs. 
Directive  2022/2464/EU of the European Parliament 
and of the Council (2022) extends the requirements of 
Directive 2014/95/EU which came into force gradually 
from 2024, applies to a larger number of companies (in-
cluding SMEs) and introduces clearer reporting stand-
ards in line with the European Sustainability Reporting 
Standards (ESRS). Much attention is paid to stakehold-
er engagement, identifying their expectations and in-
terests and integrating them into business strategy.

The Tripartite Declaration of Principles on Multina-
tional Enterprises and Social Policy of the International 
Labour Organization (ILO) (International Labour Or-
ganization, 2022) is equally important for international 
business in the context of stakeholder engagement, es-
pecially in the areas of labour rights, social protection 
and fair working conditions. This document provides 
guidance to multinational enterprises, governments, 
workers and employers on how to conduct business 
responsibly and in a socially responsible manner. The 
Declaration is founded on the principles of international 
labour standards as established by the ILO, representing 
a seminal intergovernmental instrument in the realm 
of corporate social responsibility on a global scale. In-
ternational organisations such as the World Business 
Council for Sustainable Development (WBCSD) and the 
Global Reporting Initiative (GRI) have made a significant 
contribution to the development of partnerships with 
stakeholders. These organisations emphasise the need 
to integrate the principles of sustainable development 
into business practices, encourage active involvement 
of stakeholders in the formation of sustainable devel-
opment strategies, creation of long-term value for all 
stakeholders, not just shareholders, and transparent 
dialogue with employees, customers, suppliers, inves-
tors, and communities. In addition, GRI develops non-fi-
nancial reporting standards that are widely used by 
businesses around the world, and promotes transpar-
ency, accountability, and responsibility of businesses.

It should be noted that the study of enterprise 
stakeholder engagement is an interdisciplinary field 
that combines strategic management, social respon-
sibility, marketing communications, reputation man-
agement and digital technologies. The combination of 
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these approaches allows companies to effectively build 
relationships with stakeholders, increasing the level 
of trust, loyalty and business sustainability. The scien-
tific literature highlighted certain ways of interaction 
between an enterprise and its stakeholders, as well as 
identifies the factors of influence of the main agents on 
its activities. Some scientific works are devoted to the 
study of methods of taking into account the interests 
of enterprise stakeholders associated with changes 
in organisational structure and communications. The 
basics of the stakeholder theory, determination of the 
influence of stakeholders on the enterprise’s activi-
ties and its development strategy are studied in the 
scientific works of T.  Donaldson & L.  Preston  (1995), 
R. Freeman (2010), P.  Johansson (2008). In particular, 
R. Freeman (2010) understood the term “stakeholder” 
as “any group or individual that can influence or affects 
the achievement of the organisation’s goals”.

Academics abroad are studying various aspects of 
the interaction between companies and stakeholders. 
Popular studies assess the impact of stakeholder en-
gagement on companies’ sustainability performance, 
highlighting the importance of transparency and di-
alogue in achieving sustainable development goals 
(de  Villiers & Hsiao,  2018; Ardiana,  2019). Some 
studies have analysed the impact of digitalisation 
and social media on stakeholder engagement, creat-
ing opportunities for responsible innovation (Troise 
& Camilleri,  2021; Hwabamungu & Shepherd,  2024). 
The study of the interaction between corporate social 
responsibility and stakeholder engagement, with a fo-
cus on the ethical aspects of business, is highlighted in 
A. Crane et al. (2019). The impact of corporate govern-
ance on stakeholder relations in multinational compa-
nies and in the mining and metallurgical industry was 
studied by G. Michelon & A. Parbonetti (2020). A. Kada-
kure & M.  Twum-Darko  (2024) studied the impact of 
a company’s interaction with stakeholders on the im-
plementation of sustainable practices and competitive-
ness. Using the example of a Brazilian cosmetics com-
pany, the authors demonstrate that the involvement 
of suppliers, consumers and local communities in the 
decision-making process contributes to the compa-
ny’s environmental and social responsibility. O.  Dere-
vianko  (2019) analysed the use of various communi-
cation tools to support the interaction of the company 
with stakeholders, considers the peculiarities of the use 
of PR (public relations), IR (investor relations) and GR 
(government relations) in building the reputation of 
the company among different groups of stakeholders. 
Ya. Lahuta (2017) focused on the interaction between 
the enterprise and stakeholders, stressing the impor-
tance of taking into account the interests of stakehold-
ers in order to increase the sustainability and social 
efficiency of the enterprise. The specifics of corporate 
social responsibility through the prism of communi-
cation with stakeholders, based on ensuring an open  

dialogue between companies and stakeholders to build 
trust, enhance reputation and sustainable business de-
velopment, were studied by V. Smachylo et al.  (2018), 
the authors emphasised the importance of integrating 
the principles of corporate social responsibility into the 
activities of companies to ensure sustainable develop-
ment and effective interaction with stakeholders. The 
development of a communication policy includes the 
identification of stakeholders. In their work, Yu.  My-
roshnychenko & A. Bondar (2018) divided the compa-
ny’s stakeholders into three main groups: 

1. Persons who are affected by the organisation’s 
activities.

2. Persons to whom the company has certain obli-
gations (legal, financial, operational).

3. Persons who make management decisions and 
can influence the company’s activities.

The stakeholder map by R. Mitchell et al. (1997) de-
serves attention – it is a tool used to identify and analyse 
various stakeholders who can influence the activities of 
an enterprise or project. This map typically includes a 
list of stakeholders and reflects their relationships and 
level of influence on the organisation. Using the model, 
it is possible to identify seven types of stakeholder be-
havior depending on the combination of three attrib-
utes: power, legitimacy, and urgency. The attribute of 
power in the model refers to the ability of stakehold-
ers to achieve the desired outcome from the business, 
which can manifest in receiving financial rewards or the 
ability to make management decisions. The attribute 
of legitimacy implies compliance with the legal norms 
and rules that exist in society. The attribute of urgen-
cy indicates the ability of the enterprise to promptly 
meet the demands of a specific stakeholder at a specific 
time, thus characterising the relationship between the 
business and its stakeholders. According to the model, 
seven types of stakeholder behavior can be identified 
based on the attributes of power, legitimacy, and urgen-
cy. Thus, seven key stakeholder groups, as identified 
by Yu.  Myroshnychenko & A.  Bondar  (2018), include:

1. Directorial group (stakeholders who lack at-
tributes of urgency or power, such as educational in-
stitutions).

2. Inactive group (stakeholders who lack attributes 
of legitimacy and urgency, such as sponsors).

3. Demanding group (stakeholders who lack attrib-
utes of power and legitimacy but seek immediate infor-
mation and resolution of issues).

4. Dominant group (stakeholders characterised by 
attributes of power and legitimacy but lacking urgency, 
such as official managers of the enterprise). 

5. Dangerous group (stakeholders characterised 
by attributes of power and urgency, but lacking deci-
sion-making ability, such as activists who speak out/
protest against the actions of the enterprise). 

6. Dependent group (stakeholders who lack attrib-
utes of urgency and power, such as individuals suffering 
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from the consequences of the enterprise’s activities, for 
example, environmental pollution). 

7. Definitive group (stakeholders who possess at-
tributes of power, legitimacy, and urgency, such as key 
representatives of the enterprise, including leaders, 
owners, and shareholders).

The main stages of creating a stakeholder map ac-
cording to R.  Mitchell  et al.  (1997) may include iden-
tification of stakeholders, i.e., identification of all indi-
viduals, groups or organisations that have interests or 
can influence the enterprise’s activities; assessment of 
importance and influence  − determining the level of 
importance of each stakeholder for the organisation 
and its potential impact on it; determination of rela-
tionships based on the analysis of interaction between 
different stakeholders and identification of possible 
conflicts or synergies; construction of a stakeholder 
map by creating a graphic representation that shows all 
identified stakeholders.

Thus, the stakeholder map developed by R. Mitch-
ell et al. (1997) helps businesses better understand their 
environment and relationships with various stakehold-
ers. In strategic management, the term “stakeholders” 
refers to individuals or groups who can influence the 
results of an enterprise’s activities or are influenced by 
the process by which the enterprise achieves its goals. 
An enterprise interacts with various groups of individ-
uals and individuals, each of whom can influence its ac-
tions and/or have interests in its activities.

There is also a division of stakeholders into two 
categories based on interest groups, as individuals or 
groups who have or assert ownership rights over the 
organisation and are interested in its activities at differ-
ent times. The first group of stakeholders (primary) is 
connected to the organisation through formal contracts, 
and their existence is necessary for the functioning of 
the organisation. This group includes shareholders, 
employees, consumers, and groups that have the right 
to control or other forms of power over the enterprise. 
The second group of stakeholders (secondary) does not 
have official contracts with the organisation and may 
include the media, special interest groups, and others. 
The goal of identifying stakeholders is to assess their 
potential impact on the development or decision-mak-
ing process within the organisation.

Therefore, stakeholders can influence the forma-
tion of the added value of the enterprise both directly 
and indirectly. Stakeholders are agents who, on the one 
hand, form the enterprise management system that is 
able to ensure its stability and development, and on the 
other hand, can create additional obstacles, uncertain-
ties and risks in the way of its functioning due to the 
likelihood of a conflict of interest between them. Dif-
ferent stakeholders have different roles and different 
degrees of influence on the results of the enterprise’s 
activities, it all depends on the level of their impor-
tance, since some stakeholders influence or ensure 

the achievement of the financial results of the enter-
prise, receive a share of the profits, while others satisfy 
non-financial interests.

In such a situation, it is appropriate to identify stake-
holders, their interests, and the specifics of their rela-
tionships in order to ensure coordination and achieve-
ment of the strategic goals of the enterprise. Therefore, 
it is appropriate to divide all stakeholders into 2 main 
groups: internal and external. Internal stakeholders 
include administrators, managers, and staff of the en-
terprise, and external stakeholders include investors, 
shareholders, consumers, trade unions, government 
agencies, auditing and consulting firms, clients, enter-
prise counterparties, suppliers, competitors, media, 
and society. All the aforementioned stakeholders aim to 
satisfy their interests. For instance, the managers and 
owners of the enterprise are interested in ensuring a 
high level of profitability and financial stability, foster-
ing innovation and improving technological processes, 
enhancing business reputation and market value, re-
taining existing customers and attracting new ones, and 
raising their personal social status and income level. 
The enterprise’s personnel are interested in a high level 
of material and non-material incentives, receiving addi-
tional social guarantees, professional development and 
career growth opportunities, flexible working hours, 
comfortable working conditions, and a favorable moral 
and psychological climate within the team.

Investors and shareholders aim to receive high fi-
nancial returns, dividends, and payments, as well as 
increase the market value and business reputation of 
the enterprise, its financial stability, and transparency 
of operations. Government authorities are interested 
in the development of the enterprise as a taxpayer, en-
suring the replenishment of local and national budgets, 
compliance with current legislation, transparency in 
business operations, and timely and accurate report-
ing. Auditing and consulting firms are interested in 
long-term partnerships, transparency of information, 
compliance with legal requirements, the development 
of the enterprise, and the reliability of reporting. Con-
sumers expect the company to provide high-quality and 
affordable goods/services, customer service, availabil-
ity of feedback mechanisms, a reliable personal data 
protection system, the establishment of strong partner-
ships, and an individual approach, among other things. 
Suppliers and related contractors are primarily inter-
ested in long-term, reliable, transparent, and profitable 
partnerships, as well as the development of the enter-
prise and its financial stability.

Indeed, competitors are also considered stakehold-
ers, and they are interested in gaining internal informa-
tion from competing enterprises, adopting successful 
practices, or even establishing collaborations through 
reorganisation or restructuring, while adhering to eth-
ical standards. Trade unions and society are undenia-
bly stakeholders as well. Trade unions are concerned 
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with ensuring that enterprises comply with labor laws, 
protect workers’ rights, and improve working condi-
tions. For society, it is crucial that businesses operate 
in a socially responsible manner, conduct their opera-
tions fairly in compliance with existing laws, promote 
the development of their workforce, contribute to in-
novation and technological advancements, and serve as 
guarantors of employment. The process of building an 
effective communication policy is complex and involves 
defining objectives, analysing the current state of ex-
isting communications, identifying stakeholders, stud-
ying and balancing their interests, selecting effective 
communication channels that will most efficiently help 
achieve the set goals, and ensuring that the interests of 
the stakeholders are taken into account and satisfied.

The procedure for forming a communication pol-
icy with the enterprise’s stakeholders has several ad-
vantages, including comprehensiveness, as it covers all 
aspects of the enterprise’s activities and allows for the 
creation of a cohesive and coordinated communication 
plan that effectively serves all stakeholders; the pres-
ence of communication dialogue based on ensuring 
two-way communication and dialogue with all stake-
holders, which not only allows transmitting informa-
tion to stakeholders but also takes into account their 
needs and expectations; integration with corporate 
social responsibility, which will ensure consistency and 
transparency across all aspects of activity, leading to 
increased trust and loyalty among stakeholders. The 
formation of a communication policy with stakeholders 
at the enterprise involves the need to identify its goals, 
analyse the current state of communications, identify 
problems or bottlenecks, develop the communication 
framework, and determine potential communication 
channels and methods for each stakeholder group. It 
also includes carrying out communication with stake-
holders and monitoring and evaluating progress in 
achieving the goals of the communication policy with 
stakeholders (Fig.  1). Thus, the implementation of 
the recommended communication policy model with 
stakeholders at the enterprise begins with an analysis 
of the current state and the determination of its goals. 
The next step is to carry out stakeholder identification. 
This task starts with studying the stakeholders and 
grouping them using the tool “stakeholder map” which 
allows identifying and grouping all the stakeholders of 
the enterprise. After stakeholder identification, they 
need to be divided based on the indicators of influence 
level  – high, medium, low, and the level of interest  – 
low, medium, high. This task involves determining the 
priority of stakeholder groups based on the use of the 
Mendelow model, where the evaluation parameters 
are influence (V) – which assesses the degree of each 
stakeholder group’s ability to impact the enterprise’s 
activities, and interest  (I)  – which evaluates the level 
of motivation each stakeholder group has to influence 
the enterprise’s activities. Accordingly, influence can be 

high, medium, or low. High influence is characterised by 
a stakeholder group possessing significant resources 
(financial, informational, human) and being able to sig-
nificantly impact the enterprise’s decisions. Medium in-
fluence indicates that the stakeholder group has certain 
resources and can influence the enterprise’s decisions 
to a limited extent. Low influence means the stakehold-
er group has limited resources and cannot significantly 
impact the enterprise’s decisions.

Similarly, interest can also be categorised as high, 
medium, or low. High interest means the stakeholder 
group is actively engaged in the enterprise’s activities 
and seeks to influence its decisions. Medium interest 
suggests that the stakeholder group has some interest 
in the enterprise’s activities and may express opinions. 
Low interest implies that the stakeholder group is ei-
ther not interested in the enterprise’s activities or does 
not have the ability to influence its decisions. The pri-
ority (P) is calculated simply as: P = V x I, where V is the 
influence level and I is the interest level. Based on the 
obtained results, the stakeholder groups with the high-
est P values are considered the most prioritised.

The next task involves constructing a matrix of in-
terests for stakeholder groups based on the grouping 
of stakeholders into specific categories. It is important 
to remember that each group of stakeholders has its 
own interests, not only economic but also social, demo-
graphic, and political. The next step is to determine the 
prioritisation of the interests of the enterprise’s stake-
holder groups. It should be noted that the interests of 
different stakeholder groups may have different direc-
tional vectors. The final task in the stakeholder identi-
fication block is to balance their interests using a tool 
such as a rating scale for balancing strategy. This scale 
allows identifying stakeholder groups whose interests 
are most and least satisfied, as well as determining the 
highest priority interests among all stakeholder groups.

The third stage of the recommended model involves 
forming the communication apparatus with the stake-
holders of the enterprise (internal/external communi-
cations). This is based on defining possible messages, 
channels, and communication methods for each stake-
holder group. For example, communication can be car-
ried out via email, social media, press releases, meet-
ings, conferences, the use of modern technologies and 
platforms to ensure interactive communication, and the 
implementation of feedback systems to gather respons-
es and suggestions from stakeholders, etc. The fourth 
stage is closely related to the previous one and involves 
the direct communication with the stakeholders of the 
enterprise based on the selected channels and methods 
of communication with different stakeholder groups. 
The fifth stage is the final one and involves monitor-
ing and evaluating the progress in achieving the goals 
of the communication policy with stakeholders. At this 
stage, it is necessary to examine the level of balance of 
the interests of the enterprise’s stakeholders before 
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and after communication, and determine whether the 
set goals and expected outcomes of the communication 

policy have been achieved within the framework of the 
stakeholder groups.

Formation of a communication policy model with stakeholders of the enterprise 

Analysis of the current state of communications 
with stakeholders at the enterprise 

Defining the goals of communication policy 
with stakeholders in the enterprise 

Identification and grouping of stakeholders based on a “stakeholder map” 

Identification of enterprise stakeholders using the “power/interest” matrix of the Mendlow model 

Determining the priority of the company’s stakeholder groups based 
on the strength of their influence on the company 

Building a matrix of interests of enterprise stakeholder groups based on the “interests-threats” chain 

Determining the priority of interests of the enterprise’s stakeholder groups 

Balancing the interests of the company’s stakeholders 

Formation of a communication apparatus with stakeholders at the enterprise (internal/external communications) 

Selection of possible messages, channels, and 
communication methods for each group of 

enterprise stakeholders 

Determining possible messages, channels, and 
communication methods for each group of 

enterprise stakeholders 

Communication with company stakeholders 

Monitoring and evaluating progress in achieving communication policy goals with the company's stakeholders 

Analysis of the level of balance of interests 
of the company's stakeholders before and after communications 

Identification of enterprise stakeholders 

Figure 1. Recommended communication policy model with stakeholders at the enterprise
Source: developed by the author

Thus, the proposed communication policy model 
with the enterprise’s stakeholders has several advantag-
es, including comprehensiveness, as it covers all aspects 
of the enterprise’s activities and allows for the creation 
of a coherent and consistent communication plan that 
will effectively serve all interested parties; the presence 
of a communication dialogue based on ensuring two-
way communication with all stakeholders, which, in 
turn, allows not only to convey information to stakehold-
ers but also to consider their needs and expectations.

Conclusions
Stakeholder engagement is a key principle for the 
functioning and dynamic development of enterpris-
es and organisations in the 21st  century. Developing 
a communication policy model is a necessary step to 
ensure effective stakeholder engagement and achieve 

the company’s strategic goals. A systematic approach 
to communications management helps to increase 
the transparency of the company’s activities, improve 
trust among stakeholders, minimise risks and ensure 
long-term business sustainability. Identification of 
communication policy goals allows the company to 
define key benchmarks for stakeholder engagement, 
study the current state of communications based on 
an assessment of existing communication channels, 
the level of stakeholder engagement and the effective-
ness of existing communication practices, and identi-
fy key challenges and issues affecting the company’s 
interaction with its stakeholders. Equally important 
in the process of developing a communication pol-
icy is the formation of a communication apparatus 
and identification of possible communication chan-
nels; it is important to determine the communication  
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provides the enterprise with a structured approach to 
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solutions, Big Data) on the system of communication 
between enterprises and stakeholders. This could in-
volve the development of new strategies for using dig-
ital platforms to increase the level of engagement and 
efficiency of communications.
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Анотація. В умовах сучасного динамічного бізнес-середовища комунікаційна політика підприємства 
набуває статусу стратегічного ресурсу, що забезпечує його конкурентоспроможність та сталий 
розвиток. Особливої актуальності набуває розробка ефективних моделей комунікації підприємства 
з різними групами стейкхолдерів, яка здатна забезпечити балансування інтересів усіх зацікавлених 
сторін. Мета дослідження полягала у розробці та обґрунтуванні теоретико-методологічних засад і 
практичних рекомендацій щодо формування ефективної моделі комунікаційної політики підприємства 
зі стейкхолдерами. Для досягнення мети  використано різні методи дослідження: аналізу, синтезу, 
порівняння, формалізації, структурно-логічного узагальнення. У статті обґрунтовано необхідність 
комплексного підходу до управління комунікаціями, що базується на стратегічних цілях підприємства, 
потребах та очікуваннях зацікавлених сторін, а також урахуванні динамічних змін зовнішнього 
середовища. У межах дослідження здійснено класифікацію стейкхолдерів за рівнем їхнього впливу на 
діяльність підприємства та характером взаємодії, проаналізовано інтереси внутрішніх та зовнішніх 
стейкхолдерів. Визначено ключові фактори, що впливають на ефективність комунікацій між 
підприємством та його зацікавленими сторонами. Запропоновано структурну модель комунікаційної 
політики підприємства, що включає такі етапи: ідентифікацію цілей комунікаційної взаємодії, аналіз 
поточного стану комунікаційних процесів, визначення проблемних аспектів, розробку ефективного 
комунікативного апарату, вибір каналів зв’язку та методів комунікації для кожної групи стейкхолдерів, 
здійснення безпосередньої комунікації та проведення моніторингу ефективності комунікаційної 
політики підприємства зі стейкхолдерами. Запропонована модель комунікаційної політики 
дозволяє підприємству системно підходити до управління взаємодією із зацікавленими сторонами, 
сприяє зміцненню його конкурентних позицій, підвищенню рівня довіри та забезпеченню стійкого 
розвитку в довгостроковій перспективі. Окремі результати дослідження можуть бути використані 
керівниками, спеціалістами комунікаційних відділів та PR-департаментів підприємств різних галузей 
для вдосконалення стратегії взаємодії зі стейкхолдерами, а також консалтинговими компаніями при 
розробці програм комунікаційного менеджменту для корпоративних клієнтів

Ключові слова: збалансування інтересів; корпоративна соціальна відповідальність; стратегія 
підприємства; імідж; комунікація; цифрова трансформація
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Abstract. Tourism is among the fastest-growing sectors of the world economy, significantly contributing 
to employment, infrastructure enhancement, and the growth of state budget revenues. In Ukraine, the 
tourism sector offers substantial growth opportunities, as it contributes to regional development, stimulates 
entrepreneurial activity, and integrates the country into the international tourism market. The purpose of this 
study was to assess the current state of the tourism sector in Ukraine, analyse key trends in its development, and 
identify prospects for further growth. In the research process, the following methods of scientific knowledge 
were used: analysis and synthesis, comparative method, induction and deduction, economic and statistical 
methods, and graphical method. An analysis of tax revenues in the tourism sector from 2021 to 2024 revealed 
significant fluctuations caused by both external and internal factors, particularly the impact of the pandemic, 
military actions, and changes in state policy. The study of the dynamics of the number of taxpayers engaged in 
tourism activities indicated a declining trend during crisis periods, followed by a gradual recovery after 2023. 
The paper also examined the dynamics of active business entities classified under economic activity classes 
55  (temporary accommodation) and 79  (activities of travel agencies, tour operators, and other reservation 
services) from 2013 to 2023. The findings indicated that the number of enterprises in these sectors is highly 
dependent on economic and social and political factors. Similar trends were observed in the analysis of the 
volume of goods and services sold by these business entities. The overall dynamics of the number of active 
business entities and the volume of products sold by the tourism industry aggregation in 2013-2023 were also 
considered. The research confirmed that Ukraine’s tourism sector has significant growth potential; however, 
its stability and efficiency largely depend on macroeconomic conditions and state support. The results of this 
study can be used to develop effective state policies for supporting and advancing the tourism industry, as well 
as for strategic planning of business activities in this field
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Introduction
Tourism is one of the key drivers of economic growth, 
especially in the context of regional development 
and post-crisis recovery. For Ukraine, which is facing 
large-scale military and socio-economic challenges, 
this industry is of strategic importance, as it can not 
only generate income but also revitalise peripheral 
areas, promote employment and rebuild infrastruc-
ture. However, realising this potential requires a clear  

Copyright © The Author(s). This is an open access article distributed under the terms of the 
Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)

understanding of the current state of tourism, its trends 
and growth points. That is why an assessment of the dy-
namics and current challenges in this area is extremely 
relevant and timely.

Tourism stands out as one of the most dynamic 
branches of the world economy, contributing to job crea-
tion, infrastructure development, and increased budget 
revenues. It holds considerable potential to support the 
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I. Bilynets (2024) and J. Tan & M. Cheng (2024) on the 
functioning of Ukraine’s tourism market. Since Febru-
ary 24, 2022, inbound tourism to Ukraine has come to 
a complete halt, business tourism has ceased entirely, 
and domestic tourism has been largely redefined by the 
internal displacement of populations. Existing studies, 
in particular the work of I. Yasnolob et al. (2023) sug-
gested that the longer the war persists, the more pro-
found its consequences will be not only for Ukraine but 
also for the broader European region. Both internation-
al and domestic research highlighted the adaptation of 
tourism enterprises to crisis conditions, the use of digi-
tal technologies, sustainable tourism development, and 
new approaches to marketing strategies in tourism. 
A significant focus is also placed on the development 
of domestic and regional tourism as an alternative to 
international travel during periods of instability. L. Za-
vidna et al.  (2025) emphasised that the revival of the 
hospitality and tourism industry should be a post-war 
priority and that new development strategies should 
focus on creating a resilient business model capable of 
adapting to changing conditions and demands.

Thus, recent scientific research confirms the im-
portance of a comprehensive approach to assessing the 
state and development trends of Ukraine’s tourism sec-
tor, the consideration of macroeconomic factors, and 
the development of innovative strategies that consider 
modern challenges. The purpose of the article was to 
evaluate the current state of Ukraine’s tourism sector, 
analyse its key development trends, and outline poten-
tial pathways for future growth.

Materials and Methods
The study relied on statistical data from the State Sta-
tistics Service of Ukraine and publicly available analyt-
ical reviews from the State Agency for Tourism Devel-
opment of Ukraine for the period 2013-2024, as well 
as analytical reports from the UNWTO (United Nations 
World Tourism Organisation) to enable a contextual 
comparison of Ukraine’s data with global trends. The 
use of these sources allowed for a more objective as-
sessment of ongoing processes and consideration of 
external economic influences on the domestic tourism 
industry. The primary focus of the analysis is on indica-
tors that reflect the development of Ukraine’s tourism 
sector, including the volume of tax revenues from tour-
ism-related activities; the number of taxpayers engaged 
in tourism; the number of active business entities; and 
the volume of goods and services sold under econom-
ic activity classes 55 “Temporary accommodation” and 
79  “Activities of travel agencies, tour operators, and 
other reservation services”, as well as the aggregated 
category of “tourism industries”.

The research applied analysis and synthesis to 
break the investigated phenomenon into individual 
components such as tax revenue volumes, the number 
of taxpayers, and business entities and to generalise the 

economic development goals of many nations and is es-
pecially vital for remote and peripheral areas, including 
coastal, mountainous, and geographically isolated re-
gions. Infrastructure developed to support tourism of-
ten acts as a catalyst for both local and regional growth, 
while tourism-related employment can mitigate the 
effects of industrial decline and rural depopulation 
(Eurostat,  2024). Within the broader tourism system, 
the destination region plays a pivotal role, as the appeal 
and perception of destinations serve as key drivers 
of tourist flows, thereby activating and sustaining the 
entire tourism ecosystem (Prokopenko  et al.,  2019).

In Ukraine, the tourism sector holds significant po-
tential due to its unique natural landscapes, rich cultur-
al and historical heritage, as well as advantageous geo-
graphical location. However, contemporary challenges 
such as economic instability, military actions, the last-
ing effects of the pandemic, and shifts in tourist pref-
erences influence its development, necessitating new 
approaches to assessing its current state and future 
prospects. Research into the current state of Ukraine’s 
tourism sector, analysis of its trends, and forecasting 
future changes is essential for developing effective re-
covery and growth strategies. Trend analysis in this 
sector allows for an evaluation of future development 
prospects, the identification of key challenges, and the 
proposal of solutions to address them. Therefore, eval-
uating the current state and development trends of 
tourism in Ukraine is a highly relevant task, not only for 
academic researchers but also for policymakers, indus-
try stakeholders, and the broader public sector.

The assessment of the state and development 
trends of the tourism sector is a relevant area of scien-
tific research, which is reflected in the works of both 
Ukrainian and international scholars. Most scholars 
such as N.  Shpak  et al.  (2023) examined the develop-
ment of Ukraine’s tourism sector agree that, despite its 
significant historical, cultural, and natural-recreational 
potential, the tourism industry faces substantial chal-
lenges and barriers to growth. Scholars highlight the 
uneven development of the tourism sector, which is 
linked to the social and economic conditions of differ-
ent regions, historical and cultural processes, and re-
source availability. Researchers I. Kampo et al.  (2024) 
also emphasised the necessity of financial and credit 
regulation to stimulate investment in Ukraine’s tour-
ism sector, with a particular focus on the hotel and res-
taurant industry. Additionally, Y. Dashchuk et al. (2024) 
recommended increasing the utilisation of natural-rec-
reational areas for tourism purposes and boosting vis-
itor numbers to national parks and nature reserves, 
among other measures.

Recent publications such as M.  Rutynskyi & 
H.  Kushniruk  (2020) and V.  Liubarets  et al.  (2022) 
and have devoted considerable attention to the im-
pact of global crises, such as the COVID-19 pandemic; 
and ongoing military conflict studied by K.  Tomej & 
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collected data for the formulation of conclusions. The 
comparative method was applied to identify changes 
and trends key indicators of the tourism sector over the 
study period (2013-2024). Induction and deduction 
were used to derive general patterns in the develop-
ment of the tourism sector based on specific statistical 
data and their logical interpretation. Economic and sta-
tistical methods were employed to process and inter-
pret numerical data, while the graphical method was 
used to visualise the results in the form of charts and 
diagrams. The selection of these methods was driven 
by the need to ensure a comprehensive, objective, and 
clearly structured analysis of the current state and de-
velopment trends of the tourism sector in Ukraine.

The research was conducted in several sequential 
stages: 1) the preparatory stage, which involved defin-
ing the research objectives and tasks, and selecting rel-
evant information sources; 2) the data collection stage, 
focused on the systematisation of statistical data; 3) the 
analytical stage, during which key indicators were ex-
amined using economic and statistical analysis; 4) the 
visualisation stage, where charts and diagrams were 
created to clearly present the findings; and 5) the inter-
pretative stage, which entailed summarising the results 
and formulating conclusions regarding the state and 
development trends of the tourism sector in Ukraine. 
It is important to note that certain limitations were en-
countered during the research process, including:

 the incompleteness and fragmentation of sta-
tistical data for specific years, caused by changes in 
Ukraine’s administrative and territorial structure as 
well as ongoing military actions within the country;

 delays in the updating of data in open govern-
ment registries and on official websites.

To enhance the reliability of the analysis, only of-
ficial and verified information sources were used. The 
data underwent validation for internal consistency and 
logical coherence, while calculations were performed 
using multiple methods, including the computation of 
both absolute and relative indicators. Additionally, the 
analysis results were cross-referenced with trends doc-
umented in academic publications in the field of tour-
ism. Based on the applied methods and processed data, 
findings were obtained that allow for a comprehensive 
assessment of the state and dynamics of tourism sector 
development in Ukraine over the past decade.

Results and Discussion
Statistical data highlights the significant role of tourism 
development. In 2019, before the COVID-19 pandem-
ic, travel and tourism accounted for 10.5% of all jobs 
(334 million) and 10.4% of global GDP ($10.3 trillion). 
Meanwhile, international visitor spending in 2019 to-
taled $1.8  trillion, representing 6.8% of total exports. 
Following a loss of nearly $4.9 trillion in 2020 (a decline 
of -50.4%), the contribution of travel and tourism to GDP 
increased by $1 trillion (a growth of +21.7%) in 2021. In 

2019, the travel and tourism sector comprised 10.3% of 
global GDP, a share that dropped to 5.3% in 2020 due to 
ongoing mobility restrictions. By 2021, it had rebounded 
to 6.1%. Additionally, 18.2 million jobs were restored in 
2021, representing a 6.7% increase compared to 2020. 
The establishment of tourism as a powerful cross-sec-
toral complex within the global economy, which is close-
ly interconnected with key economic sectors (such as 
transport and communications, trade, construction, ag-
riculture, and consumer goods production) and signifi-
cantly influences their development, is reflected in the 
following statistical data: in  2023, the tourism sector 
accounted for 9.1% of global GDP, having increased by 
23.2% compared to 2022 and only by 4.1% below the 
2019 level; in 2023, 27 million new jobs were created, 
which is 9.1% higher than in 2022 and only 1.4% below 
the 2019  level (Travel & Tourism Economic…,  2024).

The author agrees with researchers K.F.  Teli-
uk  et al.  (2016) that nowadays, tourism is transform-
ing into a mass phenomenon and is becoming one of 
the most highly profitable and dynamic sectors of the 
global economy. Both the COVID-19 pandemic and the 
full-scale war with russia have significantly impacted 
Ukraine’s tourism sector, but neither of these crises 
has been fatal. Despite the challenges of recent years, 
Ukrainian tour operators demonstrate a desire for 
recovery and development (Ukrainian tourism mar-
ket…,  2024). In the first three quarters of 2024, rep-
resentatives of Ukraine’s tourism industry paid 42% 
more in taxes (UAH  2,061,976,000) than during the 
corresponding period in 2023, when the budget re-
ceived UAH 1,455,317,000. Compared to the same pe-
riod in 2021, the tax revenue increased by 16% (In the 
first 9 months of 2024…, 2024) (Fig. 1).
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Figure 1. Dynamics of tax revenues in Ukraine’s 
tourism sector for the 9 months of the respective year, 

in thousands of UAH
Source: In the first 9 months of 2024… (2024)

In the first nine months of 2023, the total number of 
taxpayers operating in the tourism sector increased by 
8% compared to the same period in 2022. This growth 
was driven by a 10% rise in individual entrepreneurs 
and a modest 1% increase in legal entities. However, 



Philosophy, Economics and Law Review. 2025. Vol. 5, No. 1

Kulyniak
73

when compared to the corresponding period in 2021, the 
sector experienced an overall decline of 31%, with the  

number of legal entities dropping by 51% and individuals 
by 22% (In the first 9 months of 2024…, 2024) (Fig. 2).
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Figure 2. Dynamics of the number of taxpayers in Ukraine engaged in tourism activities  
for the 9 months of the respective year, in units

Source: In the first 9 months of 2024… (2024)

The largest share of state budget revenues, 64.5%, 
was contributed by hotels over the first 9  months 
of  2024. In 2023, hotels paid UAH  916,648,000, com-
pared to UAH  1,031,472,000 during the same period 
in 2021. Over the first nine months of 2024, there was an 
increase in the share of taxes paid from the operations 
of tourism bases and children’s recreational camps. The 
tax revenue from campgrounds and motorhome park-
ing areas over the first three quarters of 2024 more 
than doubled compared to the same period in 2023. 
However, compared to 2021, when UAH 2.7 million was 
paid, tax revenues from these types of accommodations 
have decreased (In the first 9 months of 2024…, 2024).

The analysis of tourism sector development dy-
namics in Ukraine, based on tax revenue trends and 
the number of registered taxpayers, revealed several 
important patterns that align with findings from other 
scholarly studies. For instance, research conducted by 
Yu.M. Tiutiunnyk et al. (2024) demonstrated that tour-
ism-related tax revenues in Ukraine over the past dec-
ade have followed an uneven trajectory, largely influ-
enced by economic instability, the COVID-19 pandemic, 
and the onset of full-scale war. The authors emphasise a 
notable decline in the number of taxpayers in the tour-
ism sector during crisis periods, followed by a gradual 
recovery as the situation stabilises. Similarly, the study 
by A.  Shot  (2018) confirmed a strong correlation be-
tween the level of tourism business activity and local 
budget revenues. According to the researcher, a reduc-
tion in the number of active tourism enterprises direct-
ly affects the decline in municipal income, underscoring 
the strategic importance of regional support for the in-
dustry. Another group of scholars, V.V. Papp & N.V. Bo-
shota (2018), highlighted the fiscal significance of the 
tourism fee. Their analysis suggests that even amid a 
general economic downturn, the tourism sector retains 
the potential to contribute to local budgets, particular-
ly through the development of domestic tourism. The 
most recent data presented by N. Valinkevych & A. Osi-
pchuk  (2024) emphasised the resilience of certain  

segments of tourism infrastructure, even under martial 
law. While the overall number of active tourism enter-
prises has declined substantially, a portion of business-
es has adapted to the new conditions, enabling relative-
ly stable tax revenues in specific regions of Ukraine.

Ukrainian Hotel & Resort Association President 
Iryna Sidletska highlights that prior to the full-scale 
war, Ukraine’s tourism sector was experiencing steady 
growth, contributing $1.6 billion to the national econ-
omy and supporting 1.2  million jobs. Although this 
progress has been significantly disrupted by the war, 
she emphasised that with coordinated recovery initi-
atives and targeted international investment, the sec-
tor holds strong potential to rebound and once again 
become a key driver of Ukraine’s economic revitali-
sation (The war shortened…, 2024). According to the 
former head of the State Tourism Development Agen-
cy of Ukraine, Maryana Oleskiv, the tourism sector 
demonstrates resilience and growth and, in the future, 
could become a reliable source of financial revenues 
for both the regions and the country as a whole (In the 
first 9 months of 2024…, 2024).

The social and political upheavals following the 
Revolution of Dignity, primarily driven by the annex-
ation of Crimea and the prolonged military conflict in 
the east, have led to significant changes in the social 
and economic development of Ukraine’s regions and 
communities (Pavliuk  et al.,  2025). This situation ne-
cessitates the search for avenues to enhance state re-
gional policy and to improve regional development. In 
this context, the application of tools that contribute to 
the improvement of the investment climate occupies a 
central role. The low investment potential of territorial 
communities requires increased attention from both 
local and state institutions in developing mechanisms 
capable of stimulating stable and long-term investment 
inflows while diversifying their sources (Kulyniak  et 
al., 2022; Merylova, 2024).

Ukraine’s leading position in terms of natural and 
historical and cultural resource endowment serves as 
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a foundation for considering tourism as a significant 
source of revenue for the budgetary system. However, 
the existing potential of domestic regions is not being 
utilised effectively due to factors such as the underde-
velopment of tourism infrastructure, the lack of quali-
fied personnel, the presence of ecological and criminal 
risks, low standards of living comfort, high service pric-
es, the absence of established cooperation between pri-
vate business and government agencies, as well as the 
underutilisation of the existing potential of industry en-
terprises (Frolova & Frolova, 2016; Myskiv & Nycz-Wo-
jtan, 2022). As a result, an imbalance emerges between 
Ukraine’s level of tourism resource endowment and its 
global position in terms of the development of the tour-
ism and hospitality industry. While in 2019 Ukraine 
ranked 78th in the Tourism Competitiveness Index (The 
Travel & Tourism Competitiveness Report 2019, 2019), it 
was not included in this ranking in 2021 (Travel & Tour-
ism Development Index 2021, 2022) and 2023 (Travel 
& Tourism Development Index 2024,  2024). There-
fore, it is timely to focus on the necessity of creating a 
positive tourism image for the country and its regions.

A distinctive feature of Ukraine’s tourism and rec-
reation sector is its integration with over 50  related  

industries, such as culture, art, science, education, sports, 
hotel business, healthcare, trade, food services, trans-
portation, etc (Teliuk  et al.,  2016; Order of the Cabinet 
of Ministers of Ukraine No. 168-р, 2017). The statistics 
on tourism supply, provided by the State Statistics Ser-
vice of Ukraine, are represented by a set of indicators 
categorised by economic activity codes that, to vary-
ing extents, represent the tourism sector. The most di-
rectly related economic activity classes to tourism are:

 55 Temporary accommodations (which includes 
55.1  Hotel and similar accommodation activities; 
55.2 Accommodation activities for vacation and other 
temporary residence; 55.3 Provision of camping places 
and parking for motorhomes and caravans; 55.9 Other 
temporary accommodation activities); 

 79 Activities of travel agencies and tour operators, 
as well as the provision of other booking services and re-
lated activities (which includes 79.11  Activities of travel 
agencies; 79.12  Activities of tour operators; 79.90  Pro-
vision of other booking services and related activities).

Figure 3 provides a graphical representation of the 
dynamics in the number of active business entities in 
Ukraine engaged in economic activities classified under 
codes 55 and 79 for the period 2013-2023.
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Figure 3. Dynamics of the number of active business entities in Ukraine  
by economic activity classes 55 and 79, in units

Source: compiled based on State Statistics Service of Ukraine (2024a)

Figure 4. Dynamics of the volume of goods and services sold by business entities in Ukraine  
by economic activity classes 55 and 79, in thousand UAH

Source: compiled based on State Statistics Service of Ukraine (2024b)

According to Figure  3, there was a decline in the 
number of business entities in 2022, which is connect-
ed to the start of the full-scale war in Ukraine. The most 
significant drop occurred in the temporary accommo-
dation sector (55) and travel agency activities (79.11). 
In 2023, there was a partial recovery, although activity 

levels remain below pre-war figures (with the excep-
tion of other booking services and related activities). 
Figure  4 graphically illustrates the dynamics of the 
volume of goods and services sold by business entities 
in Ukraine classified under economic activity codes 55 
and 79 over the period 2013-2023.
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According to Figure 4, it can be concluded that the 
volume of goods and services sold by business entities 

in the accommodation and tourism sector has been sig-
nificantly affected by the Russian and Ukrainian war 
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(the 2014 Crimean occupation and Eastern Ukraine in-
vasion, and the full-scale invasion in 2022) as well as by 
the spread of the COVID-19 pandemic in 2020. In 2023, 
a recovery is evident, although the level of product real-
isation has not yet returned to pre-war figures. Recov-
ery is particularly slow among tour operators (79.12), 
whereas the reservation sector (79.90) exhibits a rapid 
positive trend. Despite the consequences of military 
actions and other restraining economic and political 
factors, especially the COVID-19 pandemic, Ukraine’s 
tourism sector continues to strive for recovery by in-
creasing tourist inflows, indicating promising pros-
pects for future development.

Statistical data indicate that the operational per-
formance of business entities in the accommodation 
and tourism sector is currently unsatisfactory, par-
ticularly following the impacts of COVID-19 and the 
Russian invasion. This underscores the need for the 
implementation of more effective development strat-
egies, leveraging the advantages of high-technology 
solutions, highly skilled personnel, innovative activity,  

and modern management concepts. It is necessary 
to integrate technical factors, substantial intellectu-
al resources, contemporary innovative mechanisms, 
the benefits of e-business, tourism clustering, and the 
development of promising tourism segments such as 
green, rural, and cultural tourism. Enhanced cooper-
ation both at the industry level and among individu-
al tourism enterprises produces positive outcomes 
through a synergistic effect, yielding economic and 
resource advantages at the enterprise level and sys-
tematically contributing to the comprehensive devel-
opment of tourism in specific regions.

It’s considered the previously analysed performance 
indicators of business entities characterising the tour-
ism industries (Fig. 5), taking into account the approach 
set out in Regulation (EU) № 2020/1197 of 30 July 2020 
on European business statistics regarding grouping 
by special aggregations. According to this approach, 
the following KVED-2010 codes are attributed to the 
tourism industries: 49.1  +  49.32  +  49.39  +  50.1  +  50.3  +  

+ 51.1 + 55.1 + 55.2 + 55.3 + 56.1 + 56.3 + 77.1 + 77.21 + 79.

Figure 5. Dynamics of the number of active business entities and the volume of goods (products, services)  
sold by business entities in Ukraine, aggregated under tourism industries

Source: compiled based on State Statistics Service of Ukraine (2024c)

The following conclusions can be drawn regarding 
the development of Ukraine’s tourism industry, based 
on the indicators of the number of active business enti-
ties and the volume of goods and services sold:

 upward trend until 2019 in the volume of goods 
and services sold by tourism industry entities;

 despite the number of entities remaining almost 
unchanged in 2020 due to the pandemic, the volume of 
goods and services sold dropped by nearly 30%;

 sales volume in 2021 increased by a record 
high, the highest figure in the entire period under anal-
ysis. This phenomenon can be explained because of 
pent-up demand after the pandemic, the revitalisation 
of domestic tourism, and the gradual reopening of in-
ternational borders;

 in 2022, there was a sharp 18% decline in the 
number of business entities and more than a threefold 
reduction in the volume of goods/services sold, due to 
the full-scale war, loss of tourist flows, destruction of 
infrastructure, and reduced purchasing power;

 in 2023, partial recovery occurred. The num-
ber of entities grew by 15.3%, and the volume of 
goods/services sold increased by 54% compared to 
2022. However, these figures remain significantly be-
low pre-war levels.

In the broader context, the observed trends con-
firm the influence of both economic crises and public 
policies that either stimulate or constrain the develop-
ment of tourism-related industries. In particular, the 
study conducted by Yu.M. Tiutiunnyk et al. (2024) in-
dicates that major shocks such as geopolitical disrup-
tions and epidemics have a direct impact on the oper-
ations of tourism infrastructure entities, often leading 
to temporary declines in the number of active enter-
prises. At the same time, periods of economic recovery 
(notably after 2015 and in 2021) have been accompa-
nied by a gradual increase in the number of businesses 
in the hotel sector, signaling a degree of adaptation to 
new conditions. N. Valinkevych & A. Osipchuk (2024) 
also emphasised that economic crises significantly  
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influence the dynamics of enterprise formation in the 
tourism industry. However, it is important to note that 
post-crisis recovery tends to occur gradually, with the 
development of domestic tourism serving as a key 
contributing factor. N.M. Chorna (2023) reported that 
the most substantial decline in the number of tourism 
enterprises occurred in 2020-2021 because of the 
COVID-19 pandemic, which severely limited demand 
for tourism services. This finding is supported by the 
research of O. Ivanenko & V. Yakymchuk (2023), who 
pointed to a significant decline in service volumes due 
to the implementation of quarantine restrictions. Nev-
ertheless, following the downturn, a gradual recovery 
in the number of active business entities has been 
observed. As noted by O.I.  Yudina  et al.  (2023), this 
recovery can be attributed to both internal factors, 
such as improved conditions for the development of 
small and medium-sized enterprises in tourism, and 
global trends, including the resumption of interna-
tional travel. In particular, the restaurant and hotel 
industries have demonstrated relatively faster recov-
ery, driven by shifts in consumer preferences and the 
need for businesses to adapt to new market realities  
(Havryliuk et al., 2022).

A study conducted by I.  Yerko  et al.  (2024) with-
in the framework of analysing the development of 
Ukraine’s tourism industry under the conditions of 
the Russian and Ukrainian war also indicates that the 
sector has suffered substantial losses. Specifically, in 
2022-2023, the number of hotels in Ukraine declined 
significantly, reflecting the adverse impact of the war 
on businesses operating in the accommodation sec-
tor. However, it is important to note that although the 
recovery dynamics of business entities in the tourism 
sector are generally positive, the level of development 
and resilience remains highly dependent on external 
factors such as geopolitical instability and economic 
disruptions. As highlighted in the research by N. Yaky-
menko-Tereshchenko  et al.  (2022), new technologies 
and strategic innovations play a critical role in the re-
covery of the industry, particularly the digitalisation 
of tourism services and the transformation of tourism 
business management practices.

The analysis of the dynamics in the number of busi-
ness entities and the volume of goods and services sold 
has shown that the tourism industry is highly sensitive 
to fluctuations in the economic environment. Both the 
number of active enterprises and the volume of sales 
decline significantly during periods of crisis; however, 
recovery in the post-crisis phase is a natural process 
that requires time. A key factor facilitating this recovery 
is the development of domestic tourism, as confirmed 
by the findings of this study and supported by the theo-
retical and empirical work of other scholars (Kampo et 
al., 2024; Tsviliy et al., 2024).

In conclusion, the data obtained through the analy-
sis of business activity and sales volumes underscores 

the importance of a stable economic environment and 
favorable conditions for the growth of small and medi-
um-sized enterprises in the tourism sector. At the same 
time, it is essential to consider additional influencing 
factors, both internal and external, that may affect the 
pace and effectiveness of the industry’s recovery.

Conclusions
A decade-long analysis of Ukraine’s tourism sector has 
uncovered key trends and factors shaping its current 
state. Examination of tax revenues from 2021 to 2024 
reveals significant financial volatility driven by exter-
nal challenges, including military conflicts, COVID-19 
pandemic, and broader economic instability, as well as 
internal regulatory changes. The data on the number of 
taxpayers involved in tourism shows periods of decline 
during crises followed by gradual recovery as econom-
ic conditions stabilise. Similarly, an evaluation of busi-
ness entities under economic activity codes 55 and 79 
indicates an overall reduction in the number of enter-
prises under the influence of crises, while the volume 
of goods and services sold reflects some adaptability to 
new market conditions.

The research also confirmed that Ukraine’s tourism 
sector has significant development potential but re-
quires comprehensive state-level support, particularly 
through investment stimulation, improvement of the 
legislative framework, and promotion of international 
cooperation. Analysis revealed regional disparities in 
tourism recovery rates, with some areas demonstrat-
ing higher resilience due to diversified service offerings 
and local initiatives. This suggests the need for differ-
entiated policy approaches that consider regional spe-
cificities and local capacities to foster more balanced 
tourism development across the country.

The study confirmed that although Ukraine’s tour-
ism sector possesses considerable growth potential, 
it requires comprehensive state support, particularly 
through investment stimulation, legislative improve-
ments, and enhanced international cooperation. Future 
growth prospects will depend on the overall econom-
ic environment, political stability, and the successful 
implementation of government support programs. 
Further research should conduct a more in-depth anal-
ysis of the influence of macroeconomic factors on the 
development of Ukraine’s tourism sector and examine 
potential recovery and growth scenarios in the context 
of ongoing challenges.
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Оцінювання стану і тенденцій розвитку сфери туризму в Україні

Ігор Кулиняк
Кандидат економічних наук, доцент
Національний університет «Львівська політехніка»
79013, вул. Степана Бандери, 12, м. Львів, Україна 
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Анотація. Туризм є однією з найбільш динамічних сфер світової економіки, яка відіграє важливу 
роль у створенні робочих місць, розвитку інфраструктури та збільшенні бюджетних надходжень. В 
Україні туристична сфера має значний потенціал, оскільки сприяє регіональному розвитку, активізації 
підприємницької діяльності та інтеграції країни у міжнародний туристичний ринок. Метою даного 
дослідження було оцінювання сучасного стану сфери туризму в Україні, аналіз основних тенденцій її 
розвитку та визначення перспектив подальшого зростання. У процесі дослідження були використані 
такі методи наукового пізнання, як аналіз і синтез, порівняльний метод, індукція та дедукція, економіко-
статистичні методи та графічний метод. Аналіз податкових надходжень у туристичній сфері за  
2021-2024 рр. свідчить про суттєві коливання, спричинені як зовнішніми, так і внутрішніми чинниками, 
зокрема впливом пандемії, воєнних дій та змін у державній політиці. Дослідження динаміки кількості 
платників податків, які займаються туристичною діяльністю, показало тенденцію до скорочення у 
кризові періоди та поступове відновлення після 2023 року. Розглянуто динаміку кількості діючих 
суб’єктів господарювання за класами економічної діяльності 55 (тимчасове розміщування) та 79 
(діяльність туристичних агентств, туристичних операторів, надання інших послуг із бронювання та 
пов'язана з цим діяльність) у 2013-2023 рр. Встановлено, що кількість підприємств у цих сферах значною 
мірою залежить від економічних та соціально-політичних чинників. Подібні тенденції простежувались 
і в аналізі обсягу реалізованої продукції (товарів, послуг) зазначених суб’єктів господарювання. Також 
розглянуто сукупну динаміку кількості діючих суб’єктів господарювання та обсягу реалізованої 
продукції за агрегацією «туристичні індустрії» у 2013-2023 рр. Дослідження підтвердило, що туристична 
сфера України має значний потенціал розвитку, однак її стабільність та ефективність значною мірою 
залежать від макроекономічної ситуації та державної підтримки. Результати дослідження можуть бути 
використані для формування ефективної державної політики щодо підтримки та розвитку туристичної 
індустрії, а також для стратегічного планування діяльності підприємств у цій сфері

Ключові слова: економічні чинники; бюджетна система; туристична індустрія, туристична діяльність, 
податкові надходження, платники податків, криза, війна
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CO2 emissions per capita from 4.6 tonnes (2020) to 3.6 tonnes (2023), but maintained uneven integration of 
environmental criteria into recovery plans. A comparative analysis of the experience of Croatia (renewable 
energy sources 70%, share of green projects in national programmes over 35%) and Georgia (renewable energy 
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between ministries, an unstable regulatory framework, and limited access to climate finance. The study 
emphasised that effective green recovery in Ukraine requires improved mechanisms of financial involvement 
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of a national green recovery strategy and the process of approval by international donors, considering the 
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Introduction
Ukraine’s recovery from protracted military aggres-
sion is emerging as a political and economic process 
that integrates security, environmental and financial 
dimensions. In the context of the post-war trans-
formation, the EU’s role as the main normative and 
resource partner capable of shaping the strategic  

Copyright © The Author(s). This is an open access article distributed under the terms of the 
Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)

framework for reconstruction through the mecha-
nisms of conditionality, institutional partnership and 
climate finance is growing. At the same time, the im-
plementation of the European Green Deal  (EGD) in 
Ukraine is accompanied by tensions between short-
term recovery needs and long-term sustainable  
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of projects depended on the ability to synchronise fi-
nancial criteria with climate goals.

The importance of the local dimension of envi-
ronmental transformation was highlighted by N. Vasi-
lyeva  et al.  (2024), who emphasised that centralised 
climate policy without the involvement of local institu-
tions risked losing effectiveness. The analysis showed 
that decentralisation was critical for the implementa-
tion of adaptation measures. A different perspective 
was presented by R. Sørly et al. (2021), who analysed 
the risks of environmental colonialism in reconstruc-
tion processes. In their opinion, the dominance of West-
ern standards and financial conditions could lead to a 
loss of national sovereignty in environmental policy. In 
this context, the issue of the inclusiveness of EGD mech-
anisms became particularly important.

Research on the implementation of EGD in the EU 
partner countries is dominated by general overviews 
of political declarations and financial instruments 
without proper analysis of how these mechanisms are 
transformed in the post-crisis recovery. The academic 
discourse has not sufficiently explored how EU regula-
tory requirements are adapted to the local context of 
countries with high levels of infrastructure destruction, 
political instability and limited administrative capacity. 
The impact of geopolitical risks and sectoral competi-
tion on the ability to achieve sustainable development 
goals in recovery policies also remains understudied.

The study aimed to examine how EGD institution-
al and financial instruments influence the processes of 
early recovery and post-war transformation of Ukraine 
within the framework of its strategic partnership with 
the EU. To achieve this goal, the study formulated the 
following objectives: to analyse the legal framework for 
Ukraine’s environmental restoration in the context of 
its European integration course; to analyse the expe-
rience of the Nordic countries in integrating environ-
mental criteria; to characterise the key environmental 
financing instruments; and to provide practical recom-
mendations for modernising the restoration policy.

Materials and Methods
The study used an interdisciplinary approach to exam-
ine the implementation of the EGD in Ukraine under 
martial law and the initial stage of post-war recovery 
(2022-2025). The analysis covered policy decisions, 
institutional mechanisms, financial instruments, and 
external coordination that accompanied the process of 
transformational adaptation of the country to EU en-
vironmental legislation as part of early recovery and 
post-war planning strategies. The study was conducted 
in three stages between November 2024 and May 2025.

The source base of the study included official 
strategies and programme documents of the Euro-
pean Commission: European Green Deal  (2024), Fi-
nance and the Green Deal  (n.d.), Chapters of the Ac-
quis  (n.d.), European Bank for Reconstruction and 

development goals. This requires a critical rethinking 
of the relationship between geopolitical priorities, en-
vironmental transformation, and regulatory integra-
tion into the European space.

The emphasis on the strategic importance of EGD 
in the processes of post-war transformation of Ukraine 
was analysed in a study by H. Shevchenko et al. (2021), 
where the EGD was considered a key regulatory bench-
mark for the integration of environmental standards 
into the reconstruction architecture. The study empha-
sised that the EU used the green conditionality policy 
to formulate new rules for access to finance, combin-
ing support for reconstruction with the implementa-
tion of climate policy. This approach simultaneously 
expanded the EU’s regulatory influence and created 
preconditions for deeper institutional convergence. 
The comparative emphasis on the conditionality of fi-
nancial flows was highlighted in the study by I. Chugu-
nov  et al.  (2023), arguing that the joint development 
of framework mechanisms between Ukraine and the 
EU changed the balance of responsibility between na-
tional and supranational actors. At the same time, the 
authors highlighted the predominantly reactive nature 
of Ukrainian climate initiatives, which, in their opinion, 
reduced the effectiveness of regulatory adaptation.

The issue of interaction between sectoral pri-
orities and environmental goals was analysed in the 
study by S.P.  Ivanyuta & L.M.  Yakushenko  (2022), 
who described the conflict between the security and 
climate dimensions of policy. This tension, as shown 
by the experience of Ukraine, was manifested in the 
prioritisation of short-term recovery tasks, which was 
accompanied by the marginalisation of the environ-
mental agenda. In contrast to the authors’ general con-
clusion about the universal nature of such challenges. 
The institutional limitations of implementing green 
policies in transition economies were highlighted by 
Y.  Aleksyeyeva & A.  Pintsch  (2025), emphasising the 
gap between formal regulatory alignment and actual 
administrative capacity. The study noted that adapta-
tion to the EGD was often fragmented due to the lack 
of a holistic institutional design.

The problem of the lack of integrated financial 
strategies within the framework of environmental res-
toration was raised by I. Boiarko & N. Trushkina (2024), 
analysing the role of the state in directing investment 
flows into long-term transformational projects. The 
study argued that only the active development of mis-
sionary instruments could overcome market inertia 
in the climate transition. A constructive approach to 
the interaction between international financial insti-
tutions and Ukraine on environmental investments 
was presented in the study by V.G. Krasovsky (2024). 
The study examined the role of the European Bank for 
Reconstruction and Development as an intermediary 
between market expectations and the EU regulatory 
framework. The study emphasised that the effectiveness  
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Development  (n.d.), European Investment Bank 
(Funds under EIB’s..., 2024). The provisions of the As-
sociation Agreement between the European Union and 
Ukraine (2014), the Paris Climate Agreement (2015), 
Directive of the European Parliament and the Council 
No. 2004/35/EC (2004) and Directive of the European 
Parliament and the Council No.  2010/75/EU  (2010) 
were also used. National policies were considered: the 
National Energy and Climate Plan for the Period up 
to 2030  (2024), the National Renewable Energy Ac-
tion Plan in Ukraine (2024), conceptual documents on 
waste management and electric transport, as well as 
Georgia’s 2030 Climate Change Strategy (2021), Croa-
tia (Climate Action, 2023), Sweden (Sweden’s Climate 
Action..., 2024), and Finland (Carbon Gap, n.d.). The in-
dicators of Ukraine’s participation in EU programmes 
were analysed, including the amount of funding for 
decarbonisation (European Commission,  n.d.), en-
ergy efficiency and renewable energy development 
(UkraineInvest,  2023). Ukrainian statistics on imple-
mented green projects in the period 2022-2024 were 
also considered (United Nations,  2024). The selected 
documents met the following criteria: official publica-
tion in the period 2014-2025, focus on the implemen-
tation or financing of green approaches in Ukraine, 
availability of verified implementation indicators, and 
mention of Ukraine’s institutional cooperation with 
European structures or international financial insti-
tutions. The type of sampling is targeted, with an em-
phasis on policy documents, donor reports, analytical 
reviews, and international legal acts. 

The research methodology was based on a combi-
nation of qualitative content analysis, institutional anal-
ysis, and a comparative approach. The content analysis 
reconstructed the structure of environmental priorities 
in the strategic documents of the EU and Ukraine and 
identified the political dynamics of the Green Deal im-
plementation process during the military conflict. In-
stitutional analysis was used to study the mechanisms 
of interagency coordination and interaction between 
national and European actors. A comparative approach 
was used to compare the experience of countries that 
have implemented green transformation after armed 
conflict (Croatia, Georgia) with the Ukrainian context. 
Additionally, the models of Sweden and Finland were 
analysed as examples of highly developed countries 
that have successfully integrated environmental cri-
teria into public policy, including public procurement, 
budget planning, and reconstruction investments. 
Drawing on this experience, the study identified insti-
tutional and regulatory mechanisms that may be rel-
evant for implementation in the process of Ukraine’s 
strategic recovery in line with the EGD principles.

The first stage involved systematising the regula-
tory and policy sources that defined the EGD frame-
work in Ukraine. The second stage included an empir-
ical analysis of projects, funding structures, and policy  

decisions that influenced the integration of the envi-
ronmental component into recovery efforts. The third 
stage was devoted to a comparative analysis of post-cri-
sis environmental modernisation practices in other 
countries and the identification of relevant models for 
the Ukrainian situation.

Results and Discussion
The EGD is not only an environmental strategy but also 
a complex political and economic instrument that re-
defines the principles of development within the Euro-
pean integration discourse. In the context of post-crisis 
restructuring, the EGD reveals the potential for deep 
economic modernisation through environmental inno-
vation, digital transformation, and integration of sus-
tainable policy principles into financial mechanisms. 
This strategy is especially important in countries that 
are in the process of recovering from large-scale de-
structive events, including armed conflicts. As an EU 
candidate country, Ukraine has faced an unprecedented 
need to combine environmental governance functions 
with the tasks of security and economic recovery. In 
this configuration, the EGD is seen as a vector for con-
solidating institutional efforts and a platform for accu-
mulating international assistance. The issue of effective 
implementation of green mechanisms in the early re-
covery and post-war planning phases has become par-
ticularly relevant after 2022. At the same time, the role 
of financial and regulatory decisions is growing to en-
sure that Ukrainian policy is in line with the EGD stra-
tegic framework. Initiatives aimed at energy efficiency, 
decarbonisation and renewable energy development 
require high institutional capacity and adaptability of 
national legislation. Given these challenges, it is neces-
sary to analyse how the EGD is becoming an instrument 
for Ukraine’s transformational recovery.

In the context of Ukraine, EGD is transforming 
into a mechanism of strategic integration into EU pol-
icy with the prospect of modernising economic sec-
tors per European standards. After the signing of the 
Association Agreement between the European Union 
and Ukraine  (2014), environmental adaptation issues 
were gradually integrated into the strategic agenda. 
At the same time, the full-scale invasion of the Russian 
Federation in 2022 created unique challenges for the 
recovery management system, transforming EGD from 
a pure climate strategy to a potentially comprehensive 
tool for Ukraine’s transformational recovery. Amidst 
the destruction of infrastructure, destabilisation of the 
energy system, and threats to environmental standards, 
EGD was viewed as a strategic guideline for sustainable 
recovery. Since 2022, Ukraine has intensified its cooper-
ation with several key European institutions, including 
the European Commission, the European Investment 
Bank, the European Bank for Reconstruction and Devel-
opment, and international bodies such as the Ukraine 
Support Group. One of the most significant steps was 
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the signing of the Memorandum of Understanding  
between the European Commission and Ukraine (2022), 
which provided for the integration of environmental 
principles into the reconstruction framework. In 2023, 
the official Recovery Plan of Ukraine formalised envi-
ronmental transformation as a priority for the first 
time, especially in sectors such as energy, construction, 
transport and industry (United Nations, 2024). As a re-
sult, inter-ministerial coordination between the Minis-
try of Environmental Protection and Natural Resources 
of Ukraine, the Ministry of Economy, the Ministry of Fi-
nance, and the Office of the President has become par-
ticularly important for the development of a unified ap-
proach to green recovery. At the same time, there is still 
fragmentation in the distribution of powers between 
executive authorities, a lack of a unified mechanism for 
implementing EGD principles at the national level, and 
a lack of a single “green coordinating body”, which sig-
nificantly slows down the process of adaptation to the 
EU acquis (i.e., the set of EU rights and obligations) and 
reduces the effectiveness of attracting relevant climate 
finance (Chapters of the..., n.d.).

In terms of quantitative participation, Ukraine has 
demonstrated a gradual, albeit asymmetric, increase in 

its involvement in international green initiatives, even 
in the context of the ongoing war. Between February 
2022 and the end of 2024, Ukraine implemented pro-
jects worth more than 6.2 billion EUR from the Europe-
an Bank for Reconstruction and Development (2025), 
of which about half were aimed at improving the en-
ergy efficiency of public buildings, modernising district 
heating systems, and introducing technologies to re-
duce primary energy consumption. 

To visualise the scale and priorities of green invest-
ments in Ukraine in 2022-2025, it is useful to analyse 
the generalised quantitative indicators of projects im-
plemented with the support of international donors. 
Table 1 shows the structure of funding for key environ-
mental initiatives, including the distribution of funds 
by area (energy efficiency, transport decarbonisation, 
climate change adaptation,  etc.), sources of funding, 
and the share of projects that were accompanied by 
emissions monitoring or had clearly defined climate 
indicators. This approach improves the assessment of 
the actual level of integration of EGD principles into 
Ukraine’s recovery system and the identification of key 
imbalances, particularly in the areas of regulatory sup-
port and verification of results.

Funding mechanism/
programme Managing institution Total amount 

of funds allocated

Priority areas 
in the field of 

environmental 
protection

Implementation 
schedule

Ukraine Facility Plan European Commission 50 billion EUR
Restoration, 

reconstruction, 
modernisation

2024-2027

Direct investment
European Bank for 
Reconstruction and 

Development
6-7 billion EUR Green economy, stable 

infrastructure 2022-permanent

Macro-financial 
assistance European Commission 18 billion EUR

Economic stabilisation 
with environmental 

conditions
2023

Ukraine’s recovery 
programme

European Investment 
Bank 100 million EUR

Critical infrastructure, 
hospitals, social 

housing
2024

Green Deal Investment 
Plan European Commission

1 trillion EUR (EU-
wide, the share 

for Ukraine will be 
announced later)

Climate neutrality, 
sustainable 
investments

2020-2050

Table 1. EGD financial mechanisms and funding allocation for Ukraine (2022-2025)

Source: compiled by the author based on Finance and the Green Deal (n.d.), Funds under EIB’s Ukraine Recovery Programme 
will be distributed using DREAM (2024), European Commission (n.d.), European Bank for Reconstruction and Development 
(n.d.), Ukraine Facility Plan (2025)

The analysis of Table  1 demonstrates the trend 
towards the formation of a systemic and multi-level 
financial environment aimed at ensuring the environ-
mental modernisation of Ukraine following the EGD 
principles. The total amount of declared and availa-
ble funds for Ukraine under the mechanisms listed in 
the table exceeds 75 billion EUR (excluding Ukraine’s 
share of the pan-European Green Deal Investment 

Plan), which indicates an unprecedented concentration 
of resources in the period from 2022 to 2027. The in-
volvement of a wide range of financial instruments and 
programmes indicates a shift from fragmented support 
to an integrated financial and institutional model that 
combines both short-term stabilisation mechanisms 
(e.g.  18  billion  EUR of macro-financial assistance 
in 2023) and long-term sustainable development  



Philosophy, Economics and Law Review. 2025. Vol. 5, No. 1

Economics | Institutional and financial mechanisms of the European Green Deal...
84

strategies (e.g.  the Ukraine Facility Plan (2025) for 
50 billion EUR by 2027). It is worth noting that the larg-
est amount of funds in the medium term is envisaged 
under the Ukraine Facility Plan, which not only focus-
es on reconstruction and modernisation but also con-
tains targeted green components. Such a financial state 
shows a clear trend towards the transversal inclusion 
of the environmental component in all areas of assis-
tance. Macro-financial assistance is also accompanied 
by green conditionality, which indicates an increasing 
regulatory burden in the context of environmental 
compliance. The Green Deal Investment Plan, although 
it does not currently have a defined Ukrainian share, is 
estimated at 1 trillion EUR on an EU-wide scale, which 
opens space for Ukraine’s long-term involvement in 
pan-European climate investments.

According to the positions expressed by V.  Her-
moso  et al.  (2022) and J.  Cifuentes-Faura  (2022), EU 
environmental policy after 2020 is acquiring the fea-
tures of a multi-level governance system, in which not 
only governmental but also financial and infrastruc-
ture institutions play an important role. These conclu-
sions correlate with the pan-European trend towards 
strengthening institutional cooperation between na-
tional governments and supranational structures. At 
the same time, this study of Ukraine has shown a more 
complex nature of the institutional intertwining: al-
though the implementation of the EGD does involve 
the Ministry of Ecology, international financial institu-
tions and the European Commission, the coordination 
mechanisms remain less systematic. This discrepancy 
may be due to a fragmented regulatory framework, in-
stitutional instability, and limited integration of inter-
nal procedures with European governance standards. 
Despite formal compliance with the general model of 
multi-level governance, national conditions significant-
ly modify its practical implementation.

Ukraine’s regulatory and institutional integration 
of EGD principles also demonstrates certain dynamics. 
In 2024, the updated National Energy and Climate Plan 
for the Period up to 2030 (2024) was adopted, which 
envisages a 22% reduction in primary energy con-
sumption compared to the 2020 baseline. In addition, 
the Climate Change Adaptation Strategy until 2030 was 
approved and the National Platform for Industrial De-
carbonisation was established, coordinated by the Min-
istry of Energy with the participation of EU4Energy. In 
2024, Ukraine also joined the EU Mission on Adaptation 
to Climate Change (2024) initiative, which includes pi-
lot activities in 12 regions to assess vulnerability to cli-
mate risks and develop local climate strategies.

These peculiarities of EGD implementation in war-
time directly affect the institutional division of roles be-
tween Ukrainian and European actors that determine 
the architecture of environmental policy. The predom-
inance of external funding leads to an increased role of 
European institutions as the main drivers of initiatives, 

while Ukrainian authorities mostly perform implemen-
tation functions without systematic involvement of civil 
society or academic expertise. This asymmetry in the 
implementation of green policies leads to limited in-
stitutional synergies and weak horizontal integration 
within domestic environmental governance (Pavlović et 
al., 2021). On the other hand, Ukraine’s participation in 
formal European instruments, such as the Ukraine Fa-
cility Plan  (2025), creates the potential for increased 
accountability and transparency in the implementation 
of environmental projects. 

The coherence between the Ukrainian govern-
ment and European institutions on environmental re-
covery instruments was analysed in K.  Shyrokykh & 
O. Melen-Zabramna (2025), which noted that the joint 
development of climate change frameworks changes 
the balance of responsibility between national and 
supranational actors. The study emphasises the reac-
tive nature of Ukraine’s adaptation initiatives, which 
contrasts with the proactive approach of the European 
Commission, which uses conditional funding as a tool 
for political integration. However, the analysis shows 
that such a dichotomy does not consider the specif-
ics of post-war governance, where reactivity may be 
caused not so much by weak institutions as by prag-
matic resource allocation in a crisis. The conclusions 
of this study are relevant in the context of stable po-
litical regimes but need to be clarified when applied 
to post-conflict transformation, where normative syn-
chronisation is more likely to be gradual and evolu-
tionary rather than conditional.

National and European actors play complemen-
tary yet asymmetric roles in shaping Ukraine’s green 
recovery policy. On the Ukrainian side, the main stra-
tegic planning is carried out by the Cabinet of Ministers 
of Ukraine and line ministries. However, these bodies 
often do so without mandatory coordination with in-
dependent think tanks, academic institutions or civil 
society platforms, making it difficult to implement an 
inclusive and evidence-based policy-making process. 
There is currently no established procedure for coordi-
nating national strategies with expert structures such as 
the National Recovery Council, which limits horizontal 
coherence. On the EU side, the European Commission, 
the European Investment Bank, the European Bank 
for Reconstruction and Development, and the Directo-
rate-General for the Environment (DG ENV) are central 
(Alves,  2023). Funding decisions are made based on 
the level of project readiness, transparency of procure-
ment and management procedures, and alignment with 
EGD priorities. The Ukraine Facility Plan (2025) is the 
platform for such coordination, which provides for an 
ex-ante assessment of the effectiveness of the use of 
funds, the presence of environmental, social, and gov-
ernance (ESG) criteria in projects, as well as periodic 
reviews with the participation of independent auditors 
and structured monitoring groups.



Philosophy, Economics and Law Review. 2025. Vol. 5, No. 1

Leshchenko
85

In the context of multi-level governance, it is of par-
ticular importance to establish coordination between 
central government bodies, regional administrations 
(regional military administrations, territorial commu-
nities) and international partners. Despite the exist-
ence of platforms such as the Congress of Local and 
Regional Authorities or U-LEAD with Europe, there is 
still a lack of institutionalised procedures for commu-
nity participation in local decision-making on resource 
allocation. This lack of transparency, along with the 
low level of public reporting on green spending, reduc-
es the legitimacy of policies and increases the risk of 
politicisation of priorities. Implementation of the EGD 
in times of war is accompanied by several systemic 
risks. First, there is institutional fragmentation, which 
is manifested in the duplication of functions between 
ministries, the absence of a single body to coordinate 
the green transformation and the weak integration of 
environmental criteria into sectoral programmes. The 
instability of regulatory integration is caused by both 
political turbulence and technical insufficiency of the 
procedures for transposition of EU directives (in par-
ticular, in the areas of waste management, industrial 
emissions, and biodiversity) (Cifuentes-Faura,  2022). 
On the financing side, there remains a high risk of inac-
cessibility to climate finance instruments due to limited 
project capacity, the lack of certified green bonds, and 
Ukraine’s high political and macro-financial risk, which 
discourages private investors.

In addition, the existing competition between sec-
toral priorities of military spending, humanitarian 
needs, and infrastructure reconstruction leads to the 
marginalisation of the environmental component. Du-
plication of functions between donors is also a signifi-
cant obstacle, in particular the lack of coordinated work 
between the European Investment Bank and the Euro-
pean Bank for Reconstruction and Development in the 
areas of decarbonisation, which creates risks of parallel 
funding for the same initiatives. Another factor of dest-
abilisation is the uncertainty of the legal framework, 
concerning the application of the European Taxonomy 
of Sustainable Investments, which makes it impossible 
to assess the greenness of projects in a standardised 
way and undermines market confidence (Hatipoglu et 
al., 2023). Together, these challenges create a complex 
configuration of green policy that requires comprehen-
sive institutional capacity building, new coordination 
mechanisms, and transparent governance.

In response to the challenges posed by fragmented 
policies, poor coordination of donor support, and an un-
stable regulatory environment, the Ukrainian state has 
begun to gradually move towards more holistic green 
transformation planning. In particular, the new gener-
ation of strategic recovery documents increasingly ac-
counts for EU requirements to integrate environmental 
criteria into all stages of reconstruction (Hermoso  et 
al., 2022). This shift towards the structural greening of 

sectoral policies is not only a response to external ex-
pectations but also an attempt to compensate for the 
loss of trust on the part of donors and the private sector 
caused by previous inconsistencies in approaches. The 
formation of a renewed recovery architecture with an 
environmental core is seen as a tool to increase strate-
gic predictability, mobilise funding, and ensure compli-
ance with the course of European integration.

The national plans for early recovery and post-
war transformation of Ukraine show the integration 
of specific environmental benchmarks, such as prior-
itising decarbonisation, improving energy efficiency 
and expanding the share of renewable energy sources, 
which is consistent with the strategic course towards 
European integration, fulfilling commitments under 
the Paris Climate Agreement (2015) and implementing 
the provisions of the EGD. In this context, a new policy 
and institutional framework is being developed that en-
visages the integration of environmental requirements 
into traditionally carbon-intensive sectors, including 
energy, transport, infrastructure and housing. Such in-
tegration is viewed not only as a tool for decarbonising 
the economy but also as a key condition for access to 
external financing, technological assistance and market 
convergence with the EU.

The systematic institutionalisation of environmen-
tal goals in sectoral planning was first introduced in 
the preparation of the Ukraine Recovery Plan in 2022, 
where the section on the green transition outlined three 
strategic directions: modernisation of the energy sector 
with priority to renewable energy sources, decarboni-
sation of industrial production, and greening of infra-
structure (Reconstruction of everything..., 2024). In the 
energy sector, it is envisaged to develop decentralised 
generation capacities, introduce smart grid technolo-
gies, and energy storage systems and increase the resil-
ience of power grids. At the same time, the actual imple-
mentation of these measures faces several constraints, 
ranging from a shortage of equipment and logistics 
chains to the predominance of critical infrastructure in 
resource allocation. In the transport sector, the electri-
fication of public transport and railways, as well as the 
creation of a network of charging stations, have been 
recognised as priorities. However, the implementation 
phase is dominated by declarative measures: there is a 
lack of quantitative decarbonisation indicators and an 
assessment of emission reduction potential. Similarly, 
the construction sector is introducing the concept of 
“green reconstruction”, which involves the use of en-
ergy-efficient technologies, environmentally friendly 
materials and compliance with ESG standards. How-
ever, the implementation of these standards remains 
fragmented due to the lack of an updated regulatory 
framework and national technical regulations harmo-
nised with European directives.

In the context of sectoral integration of environmen-
tal goals, the energy sector is particularly illustrative. 
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According to W. Przychodzen & J. Przychodzen (2020) 
and T.S. Genc & S. Kosempel (2023), renewable energy 
in transition economies performs not only an environ-
mental but also a geopolitical function, in the post-con-
flict recovery phase. This is consistent with the findings 
of this study: the increase in the share of renewable en-
ergy sources in Ukraine in 2023-2024 is accompanied 
by an increased emphasis on energy independence 
and diversification of supply sources. At the same time, 
there is a shift in emphasis: while the above-mentioned 
studies focus on the strategic positioning of renewable 
energy as a tool for strengthening sovereignty, the data 
obtained indicate the prevalence of technological and 
infrastructural logic, which forms a new trajectory of 
energy security through the adaptation of local capac-
ities to European technical standards. The reason for 
this discrepancy is possibly in the differences between 
the conceptual frameworks of analysis: the macro-lev-
el approach prevails in these studies, while the current 
analysis demonstrates the importance of the subna-
tional dimension of transformation.

The analysis of sectoral policies showed that they 
formally comply with the Green Deal principles, but 
there is a lack of detail at the operational level. The con-
cept of climate neutrality, despite its presence in stra-
tegic documents, is not accompanied by specific target 
indicators for the medium or long term (2030-2050). 
The commitments under the Nationally Determined 
Contribution remain poorly institutionalised, with no 
fully-fledged systems for monitoring, verification and 
reporting on the achievement of targets. In the area 
of the circular economy, there are declarations on re-
cycling construction waste and creating closed chains, 
but no concrete roadmap (Nygaard, 2023). 

The energy component of the National Renewable 
Energy Action Plan in Ukraine (2024) is characterised 
by relative maturity, which is manifested in the pres-
ence of specific implementation indicators, detailed 
roadmaps for the development of renewable ener-
gy sources (including the goal of reaching 25% of the 
generation structure by 2030), approved programmes 
for the phased decommissioning of coal-fired thermal 
power plants, and systemic energy efficiency meas-
ures supported by donor and international financial 
institutions. However, transport and industrial policies 
are characterised by declarative approaches without 
quantitative specification. For instance, references to 
the electrification of railways are not accompanied by 
an assessment of the potential reduction of the carbon 
footprint, and the construction policy does not contain 
systematic measures to update state building codes, in-
troduce eco-certification or financial incentives for en-
ergy-efficient technologies.

The integration of environmental principles into 
Ukraine’s national plans for early recovery and post-
war transformation is taking place in the context of 
significant challenges caused by hostilities and limited  

resources. Under the Ukraine Facility Plan (2025) pro-
gramme, which provides EUR 50 billion in funding for 
the period 2024-2027, the share of projects aimed at 
green transformation is approximately 12-17% of the 
total budget of the initiatives. This includes funding 
from the European Investment Bank, the European 
Bank for Reconstruction and Development, and other 
international partners. In the field of renewable energy, 
the Ukrainian government has approved an investment 
plan worth USD 20 billion by 2030, with the aim of in-
creasing the share of renewable energy sources to 27% 
in the country’s overall energy balance (National Ener-
gy and..., 2024). However, it is worth noting the current 
situation in this area. Due to the full-scale aggression of 
the Russian Federation, several green energy facilities 
have been damaged or are in the occupied territories. 
As of the beginning of 2022, the total capacity of facili-
ties operating under the feed-in tariff exceeded 9.5 GW, 
but about a quarter of this capacity was lost due to the 
occupation. Wind farms suffered the greatest losses: 
about three-quarters of their capacity was in the combat 
zone or under enemy control, which is especially true 
for the Kherson and Zaporizhzhia regions. Also, some 
solar power plants, more than half a gigawatt, have 
ceased to function due to the occupation. Nevertheless, 
the share of electricity generated from renewable sourc-
es remains significant: in 2023, almost 10% of elec-
tricity was generated from solar and wind energy, and 
together with hydroelectric power plants, this figure 
exceeded 20% (National Renewable Energy...,  2024).

A. Sikora (2021) and J.M. Alves (2023) emphasised 
that EU partner countries face barriers to accessing in-
novative green financing mechanisms, particularly those 
that require mandatory compliance with ESG criteria. A 
similar trend can be seen in the Ukrainian context, where 
only a limited number of EIB-supported projects meet 
such requirements. These conclusions are quite appro-
priate, as they are confirmed by the results of this study, 
which indicate insufficient harmonisation of the national 
regulatory environment with EU financial standards. At 
the same time, it is worth noting that the interpretation 
of ESG criteria remains heterogeneous even within the 
EU, which, in turn, may affect the interpretation of the 
level of compliance by partner states. The reason for 
the different interpretations may lie in the differences 
between the formal criteria for evaluating projects and 
the political feasibility of funding them in the context of 
post-war recovery. The need to adapt legislation to EU 
standards should be seen not only as a technical task but 
as part of a broader process of harmonising approach-
es to defining sustainability in cross-border finance.

Access to climate finance, as noted by S.  Mi-
nas (2022) and N. Křemečková & S.S. Šreflová (2024), 
is determined not only by political declarations but 
also by the availability of technical expertise. This ap-
proach is also confirmed in the case of Ukraine, where 
the limited number of projects approved under the  
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Neighbourhood, Development and International Coop-
eration Instrument is due to the lack of capacity to pre-
pare applications following EU standards. However, the 
analysis shows that the problem is not limited to tech-
nical aspects. N. Křemečková & S.S. Šreflová emphasised 
that the complexity of procedures and requirements is 
sometimes excessive for countries in post-conflict con-
texts, which complicates project implementation and 
creates additional barriers. Claims of technical inability 
seem debatable, as they do not incorporate the impact 
of institutional and political factors that also have a sig-
nificant impact on access to finance.

In the construction sector, the implementation 
of green standards remains limited. As of 2024, there 
were less than 10 buildings in Ukraine certified to in-
ternational standards such as the Building Research 
Establishment Environmental Assessment Method 
and Leadership Energy and Environmental Design 
(Yarosh,  2024). This indicates the low level of imple-
mentation of environmental standards in construction 
and the need to stimulate such initiatives. The reasons 
for this situation are the lack of clear regulatory re-
quirements for mandatory environmental certification, 
as well as limited access to finance for developers wish-
ing to use energy-efficient technologies. Some pilot pro-
jects are being implemented with the support of inter-
national donors, but their scale remains insignificant 
in the overall market structure. At the same time, there 
is potential for expanding the use of green standards 
in post-war reconstruction, in the reconstruction of 
critical infrastructure (European Commission,  n.d.). A 
prerequisite for this is the introduction of a system of 
government incentives, including tax breaks and pref-
erences in public procurement. It is also necessary to 
raise awareness of the benefits of green construction 
as an element of sustainable development among con-
struction sector participants.

In the transport sector, projects to electrify public 
transport are being implemented slowly. The Electric 
Public Transport Reform in Ukraine project, launched 
in August  2024, aims to support cities in developing 
electric transport, but its impact has been limited so 
far. Import dependence on electric vehicles and compo-
nents, as well as insufficient development of charging 
infrastructure, remain the main obstacles. In addition, 
logistical challenges related to supply and maintenance 
slow down the scaling of projects. The absence of a 
comprehensive government strategy that would inte-
grate electric transport into the overall urban mobility 
system also reduces the effectiveness of measures. Nev-
ertheless, the number of electric buses in major cities is 
growing, albeit at a slow pace, which indicates the po-
tential for development. An important task is to stimu-
late investment in charging infrastructure and develop 
preferences for utilities.

To summarise, the integration of environmen-
tal principles into Ukraine’s recovery strategies is an  

important step towards achieving climate neutrality, 
but without further detail, regulatory specification and 
institutionalisation, these goals remain in the realm 
of strategic rhetoric. The slow dynamics of transfor-
mation are largely due to the prioritisation of security 
needs and administrative resources in the context of a 
full-scale war, which significantly limits the state’s abil-
ity to comprehensively plan and implement long-term 
climate policies. The transition from declaration to 
implementation requires strengthening horizontal co-
ordination between sectors, developing a climate effi-
ciency assessment system, harmonising the regulatory 
framework with the EU, and actively engaging regional 
and municipal institutions in planning and implement-
ing green initiatives. Without a systematic integration 
of the environmental dimension into the post-war re-
construction process, there is a risk of reproducing 
non-environmental development models with low re-
source efficiency. Only with such changes can the green 
component become a systemic element of post-war 
reconstruction and the long-term transformation of 
Ukraine as an EU candidate country.

J.B. Skjærseth (2021) and M.E. Kraft (2021) empha-
sised that the effectiveness of environmental strategies 
in the post-crisis environment is largely determined 
by the ability to ensure vertical coordination between 
central and regional authorities. The analysis confirms 
the relevance of this thesis, given the existing limita-
tions in the Ukrainian decentralisation model, in terms 
of the transfer of environmental powers to the local 
level. This complicates the uniform implementation of 
green practices in the regions and reduces the effec-
tiveness of achieving the Green Deal goals. However, in 
contrast to the studies cited, which regard vertical co-
ordination as a functional governance mechanism, the 
results obtained indicate that institutional fragmenta-
tion in the post-crisis reconstruction may be the result 
not only of a lack of administrative coherence but also 
of competition for access to external resources. The 
reason for this discrepancy could be determined by 
the difference between stable democratic systems, on 
which the conclusions of J.B. Skjærseth and M.E. Kraft 
are based, and the context of countries recovering from 
systemic shocks, where coordination mechanisms are 
still in the process of formation.

Croatia, which suffered large-scale destruction as a 
result of the 1991-1995 war, demonstrated an example 
of gradual integration of the environmental component 
into the reconstruction process, primarily through de-
centralised development models. Immediately after 
the end of hostilities, the focus of state policy was on 
restoring infrastructure, but since the late 1990s, na-
tional strategies have begun to articulate priorities for 
environmental protection, climate change adaptation 
and energy efficiency (Croatia’s National Environmen-
tal...,  2005). One of the key factors was the accession 
to EU funding instruments even before the accession, 
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through the European Commission (2009) programmes 
aimed at modernising water treatment facilities, waste 
management, reducing pollutant emissions and sus-
tainable rural development. Through participation in 
these programmes, Croatia not only gained access to fi-
nancial support but also built technical and managerial 
capacity to implement environmental projects.

In the process of preparing for EU accession, Cro-
atia reformed its environmental policy in line with 
the acquis, introducing institutional mechanisms for 
strategic environmental assessment, environmental 
impact assessment, integrated water management, 
and industrial emission control mechanisms (Chap-
ters of the..., n.d.). A significant role in this process was 
played by Croatia’s National Environmental Action 
Plan (2005), which became a tool for integrating en-
vironmental objectives into all sectors of public policy. 
These reforms were accompanied by the intensifica-
tion of the activities of environmental non-government 
organisations, which became important actors in pub-
lic monitoring, participated in consultations on major 
infrastructure projects, and acted as intermediaries 
between central authorities and local communities 
in setting green priorities. Of particular importance 
was the inclusion of environmental standards in the 
regional recovery plans funded under EU structural 
assistance, which ensured a close link between local 
development and European sustainability goals. 

The efficiency of these efforts is confirmed by spe-
cific indicators. For example, between 1990 and 2022, 
Croatia reduced greenhouse gas emissions by 29.9% 
(Climate Action, 2023). At the same time, the country 
has reached a high level of renewable energy devel-
opment: by 2025, it is planned to install an additional 
1,500  MW of solar and wind power capacity, which 
will provide more than 80% of electricity genera-
tion from renewable sources (Croatia to add..., 2021). 
In addition, Croatia is actively developing its envi-
ronmental infrastructure: the Natura  2000 network 
covers 36.5% of its territory, one of the highest rates 
among EU countries (Green Infrastructure in..., 2020). 
Croatia’s experience illustrates the importance of ear-
ly institutional alignment with European norms, syn-
ergy between government and civil society, access to 
financial instruments, and proper monitoring of envi-
ronmental outcomes as prerequisites for effective and 
systematic green reconstruction.

The comparison with the Croatian experience in 
this study correlates with the findings of A. Pavlović et 
al.  (2021) and J.  Švarc  (2022), emphasise the impor-
tance of including an environmental component in all 
stages of post-conflict reconstruction. In the Croatian 
case, the integration of environmental criteria into 
reconstruction programmes helped to attract addi-
tional EU financial resources. However, this model of 
post-conflict planning was implemented in a politi-
cally stable context and with structural support from  

European institutions. This demonstrates the differ-
ences with the Ukrainian situation, where the lack of a 
sustainable system for assessing the green component 
in reconstruction projects indicates not only a technical 
lag but also a different logic of management priorities 
in a crisis. The conclusions of these authors are rele-
vant as guidelines for long-term environmental adapta-
tion but need to be revised when applied to emergency 
planning conditions accompanied by a high level of un-
certainty and limited management resources.

In Georgia, the green aspects of post-crisis devel-
opment began to gain importance after the Rose Revo-
lution of 2003, which marked a turning point in public 
administration, including environmental policy. Until 
then, the country had been experiencing serious en-
vironmental degradation due to the ineffectiveness 
of state environmental supervision in the 1990s, the 
collapse of institutional infrastructure, uncontrolled 
urbanisation and widespread illegal economic activi-
ty. After the change of political course, the government 
began to reconsider its approach to environmental 
protection, although, for a long time, the environmen-
tal component remained secondary to the reconstruc-
tion process, which focused mainly on stabilising the 
economy and strengthening state institutions (Akhvl-
ediani, 2023). Georgia received a real impetus for ap-
proximation to European environmental policy with 
the signing of the Association Agreement between the 
European Union and the European Atomic Energy Com-
munity and their Member States, of the one part, and 
Georgia, of the other part (2014). This document envis-
aged the gradual implementation of EU directives in the 
areas of air quality, waste management, water protec-
tion and climate adaptation. One of the important steps 
was the adoption of Georgia’s 2030 Climate Change 
Strategy (2021), which included specific targets for re-
ducing emissions, managing ecosystems and strength-
ening control over industrial pollution.

Despite these efforts, Georgia encountered a range 
of challenges. These include a constant lack of funding 
for large infrastructure projects, institutional fragmen-
tation, insufficient coordination between agencies, lim-
ited technical resources at the local level, and a weak 
level of integration of environmental assessment into 
planning processes. This has made it difficult to build 
a green component into recovery projects, especially 
after the 2008 armed conflict, when resources were 
channelled mainly into emergency housing and road 
reconstruction without proper strategic planning 
(Akhvlediani,  2023). Some of Georgia’s successes are 
related to its participation in regional initiatives of 
the Eastern Partnership. Key instruments have been 
programmes funded through the European Neigh-
bourhood Instrument  (n.d.). For example, in the con-
flict-affected regions of Shida Kartli and Samtskhe-Ja-
vakheti, which have suffered severe soil erosion, pilot 
projects were implemented to reduce vulnerability to 
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floods and landslides. These initiatives combined the 
restoration of infrastructure (dams, roads, canals) with 
ecosystem-based approaches: reforestation, riverbed 
cleaning, and bank reinforcement with live plantings. 
Such projects ensured not only technical but also en-
vironmental sustainability and created conditions for 
the development of local communities through involve-
ment in environmental monitoring and educational 
programmes (World Bank, 2015). 

Since 2016, Georgia has been actively cooperat-
ing with the International Renewable Energy Agen-
cy (2025), which initiated several investment projects 
in the hydro and solar energy sectors. The government 
has initiated licensing reform in the renewable energy 
sector, including by simplifying access to technical spec-
ifications and providing tax incentives for investors. 
At the same time, according to the energy consulting 
company OMNIA, renewable energy sources accounted 
for 80.3% of Georgia’s energy balance as of 2025 (Tak-
takishvili, 2025), with hydropower accounting for the 
lion’s share. Georgia’s renewable energy potential is 
one of the highest in the region, but it is only using 19% 
of this potential. Georgia has a total installed capacity 
of 4,632.3 MW. Of this capacity, 3,551.2 MW (77%) is 
from renewable energy sources, consisting mainly of 
hydropower plants. Despite the electricity production 
figures, the national overall energy balance, including 
transport, heating and industry, shows lower results: 
by 2023, only approximately 26% of energy needs were 
covered by renewable sources, indicating an uneven 
transformation of different sectors.

The Georgian experience described in T. Akhvledi-
ani (2023) and N. Tsikoridze (2024) demonstrates the 
benefits of targeted institutional approximation to the 
EU climate acquis (Chapters of the..., n.d.). The analysis 
of these studies demonstrated that the creation of a na-
tional green investment fund has helped to avoid frag-
mentation of funding and increase transparency in the 
use of funds. These conclusions are quite relevant, as 

they confirm the effectiveness of a centralised approach 
to climate finance management in a resource-limit-
ed environment. However, the above analysis shows 
a different picture in the case of Ukraine, where the 
existing administrative decentralisation, the continu-
ity of cross-sectoral responsibilities and the complex 
structure of post-war aid distribution make it difficult 
to implement a similar model. The reason for the dif-
ferent approaches is likely to lie in the differences in 
the starting conditions and the extent of institutional 
support from the EU. Although the Georgian case serves 
as a valuable example, its application in the Ukrainian 
context requires adaptation to the political and institu-
tional specifics of the transition period.

Georgia’s experience shows the potential for com-
bining reconstruction with green approaches, especial-
ly using ecosystem-based solutions and international 
technical assistance. At the same time, fragmented en-
vironmental policies, limited institutional coordination, 
and a lack of systemic climate strategies remain key 
barriers to achieving long-term sustainability goals. A 
solution could be to strengthen the integration of envi-
ronmental dimensions into national recovery planning, 
develop partnerships between central government, re-
gions and the public sector, and establish transparent 
mechanisms for financing green transformations.

A comparative analysis of the approaches to green 
transformation in Ukraine, Croatia and Georgia shows 
that there are common structural factors, but the level 
of institutional compatibility with the EU acquis, the ef-
fectiveness of regulatory implementation and the func-
tioning of financial and administrative mechanisms 
shows significant variability. Ukraine has a relative ad-
vantage in terms of larger human capital, research in-
frastructure, and a legally defined climate policy. At the 
same time, internal institutional fragmentation, lack 
of interagency coordination, and limited fiscal space 
significantly complicate the implementation of an inte-
grated environmental policy (Table 2).

Metric
Croatia (status in 
2020 – states in 

2023)

Georgia (status in 
2020 – states in 

2023)

Ukraine (state in 
2020 – state in 2023) European standard

CO2 emissions (t/
person) 4.3 – 4.5 2.8 – 3.1 4.6 – 3.6 < 4.0

Share of renewable 
energy sources (%) 31% – 70% 19.5% – 80.3% 11% – 22% 32% before 2030

Waste recycling (%) 34% – 36% 5% – 5% 5% – 7% 65% before 2035

Source: compiled by the author based on International Energy Agency (2023), North-West Croatia Regional Energy 
Agency (2023), UkraineInvest (2023), I. Rassadina & I. Sadovskyi (2023), H. Ritchie & M. Roser (2025), European Environment 
Agency (2025)

Table 2. Green transformation performance indicators

The data analysis identified key trends in the im-
plementation of green transformation strategies in 
Croatia, Georgia and Ukraine, considering the target  

parameters set out in European regulations. All three 
countries demonstrate positive dynamics in expand-
ing the share of renewable energy sources: Croatia 
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increased this figure from 31% to 70%, Georgia from 
19.5% to 80.3%, and Ukraine from 11% to 22%. This 
growth, especially in the case of Georgia, exceeds the 
EU target of 32% by 2030, which indicates the active 
implementation of energy sector decarbonisation 
mechanisms and a certain adaptation of national strat-
egies to the EGD requirements. However, an analysis of 
CO2 emissions per capita reveals a more complex pic-
ture. While Croatia shows a slight increase from 4.3 
to 4.5  t/person and Georgia an increase from 2.8 to  
3.1 t/person, Ukraine, on the contrary, shows a decrease 
from 4.6 to 3.6  t/person. This indicates significant 
structural changes in Ukraine’s carbon balance, which 
may be related to the post-crisis decline in industrial 
production and the beginning of the transformation 
of the energy sector. However, only Ukraine currently 
fits into the EU’s target standard of below 4 tonnes per 
person, which highlights both the potential and vulner-
ability of the national green transformation path. There 
is a significant disparity in waste management. Croatia 
has slightly improved its waste recycling rate from 34% 
to 36% in three years, remaining far from the Europe-
an standard of 65% by 2035. Ukraine has increased its 
recycling rate from 5% to 7%, while Georgia has shown 
no dynamics, maintaining its 5% level. These indicators 
show a weak institutional integration of circular econ-
omy principles and point to a lack of environmental in-
frastructure and financing, especially in countries that 
are not fully aligned with the acquis communautaire.

Since the data above demonstrate significant dif-
ferences between countries in terms of integration of 
environmental goals, it is worth analysing the exam-
ples of the Nordic countries, which are considered ex-
emplary in implementing green transformation. The 
high level of achievement of climate and resource ef-
ficiency goals in Sweden and Finland is explained not 
only by the long period of green policy development 
but also by the systematic integration of environmental 
criteria into all levels of government. These countries 
demonstrate not only a steady increase in the share 
of renewable energy sources but also the successful 
implementation of circular economy models and inte-
grated approaches to waste management. This expe-
rience is particularly important for the analysis, as it 
demonstrates how, given a stable policy environment, 
effective administration and technological innovation, 
significant progress can be made in environmental 
transformation, which remains a challenge for coun-
tries in transition or post-crisis development.

In the Nordic countries, the regulatory integration 
of environmental criteria into public procurement, 
strategic budgeting, and planning of reconstruction 
projects is one of the main indicators of their institu-
tional capacity for sustainable development. Countries 
have developed a comprehensive legal and regulatory 
architecture that ensures climate neutrality, energy effi-
ciency, and resource circularity in all public investment 

decisions. In Sweden, for example, these approaches fo-
cus on the introduction of mandatory “environmental 
minimums” in tender specifications, including criteria 
for CO2 emissions, environmental labelling, and mate-
rial recycling (Naturvårdsverket,  2025). The share of 
renewable energy sources in final energy consumption 
reached 66.4% in 2023, the highest among EU coun-
tries (Eurostat, 2024). Importantly, environmental cri-
teria are not limited to procurement in Sweden; they 
are enshrined in the climate neutrality strategy, which 
obliges the country to review investment priorities 
based on the carbon cost of each project (Sweden’s Cli-
mate Action..., 2024). “Environmental mainstreaming” 
approaches include regular assessment of policies of all 
ministries against climate criteria. In Finland, where the 
share of renewable energy sources in 2023 was 50.8%, 
a unique tool called Carbon Footprint Budgeting (Car-
bon Gap, n.d.) was introduced, which integrates climate 
parameters into the budget process. Each ministry is 
obliged to calculate the carbon footprint of proposed 
projects and correlate it with the approved national 
climate budget. This model avoids environmentally in-
efficient investments and ensures long-term synergies 
between financial and climate planning. 

Sweden and Finland are actively developing 
cross-sectoral coalitions for green transformation, 
which include government agencies, academia, busi-
ness and civil society. Sweden has a Sustainable 
Procurement Advisory Committee, which includes 
representatives of 12  key sectors. The Sustainable 
Procurement Advisory Committee developed annual 
recommendations that are binding for updating pub-
lic procedures. Finland has a Sustainable Investment 
Centre that develops standard contracts for energy-ef-
ficient housing retrofits, transport infrastructure, and 
digital environmental monitoring projects. The sys-
tematic integration of environmental requirements 
into all phases of management decisions, supported 
by political consensus and technical support, makes 
the experience of Sweden and Finland relevant to 
countries seeking to implement EGD principles. These 
models ensure not only compliance with the climate 
neutrality goals but also increase the transparency and 
efficiency of the budget process in the context of en-
vironmental modernisation. Therefore, the experience 
of these countries can serve as a basis for creating a 
system of “green budget monitoring” in Ukraine as part 
of the strategic recovery mechanisms.

All these practices are directly relevant for Ukraine 
in the context of post-war transformation and integra-
tion into EGD policies. The Northern European expe-
rience proves that effective environmental integration 
in public procurement is impossible without estab-
lishing mandatory minimum criteria at the legislative 
level that cannot be cancelled due to budgetary or 
administrative constraints. A key condition is the cre-
ation of mechanisms for horizontal coordination and  



Philosophy, Economics and Law Review. 2025. Vol. 5, No. 1

Leshchenko
91

continuous updating of standards, which involves not 
only government institutions but also think tanks, pub-
lic platforms and environmental businesses. The expe-
rience of Sweden and Finland shows that environmen-
tal criteria can become not only a tool for cost control, 
but also a basis for innovative development by encour-
aging local producers to meet environmental require-
ments. Thus, adapting such models to the Ukrainian 
context could become part of a green recovery strategy, 
while increasing the transparency, efficiency and envi-
ronmental sustainability of public policy.

In general, the asymmetry in environmental indi-
cators highlights the fragmentation of the green trans-
formation policy. Even with the formal implementation 
of certain directives or plans, the practical achievement 
of targets remains uneven. This necessitates strength-
ening institutional support and establishing sustaina-
ble mechanisms for monitoring progress, particularly 
in the areas of waste management and greenhouse gas 
emissions. At the same time, the existing differences 
between countries largely reflect the degree of regula-
tory convergence with the European legal framework. 
Croatia, as an EU member state, has a better starting 
point due to direct access to funding from the Europe-
an Commission, through the Just Transition fund, and 
integrated obligations under the EGD (Regulation of 
the..., 2021). As associate partners, Ukraine and Geor-
gia rely on more flexible regulatory approximation in-
struments, which, however, do not guarantee the same 
results. In the context of post-crisis recovery, the stra-
tegic integration of the environmental vector into re-
construction programmes is of particular importance. 
Ukraine’s progress in reducing CO2 and increasing re-
newable energy sources, despite the war, demonstrates 
the potential for modernising the energy system in line 
with environmental criteria. Therefore, not only the 
strengthening of climate but also overall economic 
resilience is notable. Further progress in green trans-
formation will directly depend on the effectiveness of 
a multi-level environmental policy. The progress not 
only aligned national strategies with European bench-
marks but also created capacities at the level of local 
institutions such as local governments, environmental 
protection agencies, and non-government organisa-
tions. Successful implementation of long-term climate 
commitments requires a holistic approach that com-
bines financial resources, regulatory adaptation and 
institutional sustainability.

Important in this context is the position of M.-
G. Ciot (2022) and K. Zimmermann et al. (2024), con-
sider the Green Deal as a mechanism for external trans-
formation of neighbourhood policies. Their statement 
about “Europeanisation through climate” is confirmed 
by the Ukrainian case, in updating the 2030 Climate 
Strategy. As the study shows, the incorporation of emis-
sion reduction indicators into the National Recovery 
Plan is not only the result of internal reforms but also a 

response to the external requirement to participate in 
financial instruments. However, this understanding of 
Europeanisation as a largely external process does not 
fully consider internal political dynamics, particularly 
the evolution of climate discourse in Ukrainian political 
elites after 2022. The reason for the different interpre-
tations may lie in the focus on regulatory mechanisms, 
while the context of post-crisis recovery requires con-
sideration of pragmatic adaptation practices. 

All three recipients of EU financial assistance had ac-
cess to pre-approved approximation programmes, such 
as the European Neighbourhood Programme for Agri-
culture and Rural Development (2013), before gaining 
official candidate status. However, unlike Croatia, which 
has been pursuing consistent institutional and financial 
integration since 2007, Ukraine gained candidate status 
in the context of a full-scale armed conflict, which led to 
a reorientation of resources towards short-term stabi-
lisation measures, complicating strategic planning in 
green transformation. From the perspective of the rel-
evance of adaptation models, the Croatian integration 
scenario demonstrates normative compatibility with 
Ukrainian challenges. Since the end of the military con-
flict, Croatia has implemented a comprehensive strat-
egy for gradual approximation to the EU acquis com-
munautaire, particularly in the areas of environmental 
protection, energy, and spatial planning. An important 
institutional prerequisite was the functioning of the 
Central Finance and Contracting Agency, a specialised 
body responsible for coordinating projects financed by 
EU funds. At the same time, municipal decentralisation 
has ensured effective policy implementation through 
local administrative units, contributing to the forma-
tion of sustainable environmental practices. The Geor-
gian model, on the other hand, represents a context of 
limited institutional capacity, in which environmental 
transformation was implemented mainly through do-
nor programming and technical assistance Technical 
Assistance and Information Exchange (n.d.), EaP Green. 
New financial instruments are opening for Ukraine, un-
der the Ukraine Facility Plan (2025) and future access 
to funds related to the EGD implementation. However, 
the effective attraction and utilisation of these resourc-
es requires the creation of a coordination mechanism 
for integrating environmental goals into medium- and 
long-term state planning, which involves not only reg-
ulatory alignment but also institutional consolidation.

In the Croatian case, the systematic implementation 
of Directive of the European Parliament and the Coun-
cil No. 2004/35/EC (2004), Directive of the European 
Parliament and the Council No.  2010/75/EU  (2010), 
as well as the national implementation of waste man-
agement policies, ensured a high degree of compliance 
with the acquis, which was reflected in the official as-
sessment of the European Commission  (2023): 96% 
of Croatian environmental legislation was harmonised 
with the EU acquis. 
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In the process of implementing Ukraine’s green 
transformation in the early recovery and post-war 
planning phases, several systemic barriers are being 
identified that significantly limit the effectiveness of 
climate-oriented strategies. One of the key challenges 
is insufficient institutional capacity, including weak 
coordination between central and local governments, 
the lack of an integrated environmental policy in the 
national planning system, and fragmented mandates 
between responsible institutions (Yukhymenko  et 
al.,  2024). Mechanisms for interagency cooperation 
remain underdeveloped, making it impossible to sys-
tematically integrate climate priorities into the recov-
ery process. An additional barrier is the complicated 
access to international climate finance, which is caused 
by both security threats and procedural uncertainty, in 
particular, the lack of accredited institutions capable 
of administering funds from the Global Environment 
Facility or the Green Climate Fund. Ukraine still does 
not have a consolidated financial architecture for im-
plementing climate projects that would align donor 
programmes with national priorities. In wartime, there 
is a lack of mechanisms for environmental assessment 
of reconstruction projects, which creates risks for re-
construction based on outdated, high-carbon models. 
In the post-war planning phase, an important chal-
lenge will be the need for regulatory redesign of many 
building standards, logistics schemes, and energy 
supply systems, which requires not only political will 
but also a high degree of technical and expert support 
(Brenner, 2022). A poor culture of environmental man-
agement and the absence of mandatory environmen-
tal criteria, such as energy efficiency, reduced carbon 
footprint, environmental certification of materials or 
product life cycle assessment, in public procurement 
procedures further complicate the transition to a sus-
tainable reconstruction model

According to the findings of C.E. Hoicka et al. (2021) 
and J.E.  Teixeira & A.T.  Tavares-Lehmann  (2022), the 
process of transposition of EU environmental legis-
lation in third countries that have Association Agree-
ments with the EU and are obliged to harmonise na-
tional legislation with the acquis communautaire in the 
field of the environment (Georgia, Moldova, Ukraine) 
faces difficulties in enforcement and administrative 
implementation. The Ukrainian case confirms this ob-
servation: the implementation of energy efficiency and 
circular economy directives remains limited due to the 
lack of regulations and effective control mechanisms. 
However, these studies focus mainly on general insti-
tutional barriers, while the analysis of the Ukrainian 
context reveals additional specifics of fragmented inter-
agency coordination and the priority of short-term re-
covery responses. The reason for the differences in in-
terpretation may lie in the different scope of the study: 
while comparative works focus on general patterns of 
EU-associated countries, the analysis of Ukrainian data 

shows that the key factor of ineffective implementation 
is not only the lack of resources but also weak proce-
dural coherence between the stages of adoption, inter-
pretation and implementation of norms.

The geopolitical risks of influencing recovery 
priorities were highlighted by S.  Wolf  et al.  (2021), 
A. Nygaard (2023) and E. Hatipoglu et al.  (2023), em-
phasising the competition between sectoral goals in the 
face of limited resources. A similar dynamic is evident 
in Ukraine, where the priority of security and defence 
often prevails over the environmental agenda. Howev-
er, the above analysis shows a different picture, as the 
emphasis on security in the Ukrainian context does not 
always contradict environmental transformation but 
rather is determined by the specifics of post-conflict re-
covery. The assertions are debatable, as they do not ad-
dress that the strategic postponement of environmental 
initiatives may be due to the need to ensure basic stabil-
ity. This is inconsistent with the analysis above, which 
indicates that the integration of security and environ-
mental priorities can in some cases enhance long-term 
resilience. The reason for the different interpretations 
may lie in the different methodologies for assessing pri-
orities and the time horizons of the studies. The conclu-
sions drawn by the researchers are quite appropriate 
for the general geopolitical context but require further 
refinement given the specifics of the Ukrainian case.

Compared to other countries that have experi-
enced armed conflict, such as Croatia and Georgia, 
Ukraine lacks a unified mechanism for environmental 
assessment as part of reconstruction programmes. The 
green transformation is being treated as an addition-
al rather than an integrated element of recovery. The 
need for a comprehensive revision of environmental 
legislation and procedures is particularly relevant in 
the context of Ukraine’s future integration into Euro-
pean environmental markets. However, this requires a 
stable institutional infrastructure capable of ensuring 
predictable and transparent implementation of climate 
policy. Thus, the barriers faced by Ukraine are complex 
and require concerted efforts at both the national and 
international levels. A successful green transformation 
in the post-crisis development environment requires 
not only resources but also the formation of a sustain-
able institutional architecture aligned with European 
standards, as well as the inclusive participation of local 
governments and civil society institutions. For Ukraine, 
the adaptation of elements of the Croatian model, in-
cluding the creation of a central environmental invest-
ment management body, regulatory harmonisation 
with the acquis communautaire, and institutionalisa-
tion of cross-sectoral coordination, seems to be a rel-
evant strategy in the process of post-war recovery and 
environmental modernisation. Compared to Croatia 
and Georgia, which implemented their transformation 
strategies in the context of post-crisis recovery from 
armed conflicts, Ukraine faces a fundamentally more 
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difficult challenge of structural modernisation in the 
active phase of the war. This limits the horizon of stra-
tegic planning, disintegrates the institutional vertical 
and increases the risk of fragmentation of public policy. 
At the same time, the presence of an active civil society, 
mobilised international support, and large-scale digi-
talisation creates favourable conditions for the devel-
opment of an innovative model of environmental res-
toration. Ukraine is similar to Croatia in key respects: it 
has significant military experience, needs a decentral-
ised model of reconstruction, and is focused on regula-
tory convergence with the EU. 

At the same time, in contrast to Georgia, Ukrainian 
climate change policy has clearer strategic guidelines 
and is supported by existing political declarations on 
integration into the EGD. However, the effective imple-
mentation of this policy is hindered by systemic prob-
lems, including the lack of a single coordinating body, 
legal uncertainty of environmental financing mech-
anisms, and a lack of professional staff at the regional 
level. In addition, the military context pushes climate 
issues to the back burner, which may lead to a recov-
ery based on the traditional, carbon-intensive model. 
One of Ukraine’s key advantages is its strong scientif-
ic and technical potential to ensure a science-based 
transformation of environmental policy. Ukrainian lo-
cal governments, which have gained autonomy through 
decentralisation, also have the potential to localise envi-
ronmental solutions, similar to the Croatian experience 
(Yukhymenko et al., 2024). However, without an effec-
tive mechanism for integrating environmental prior-
ities into the public administration and public finance 
system, this potential advantage may remain unrealised.

An effective green reconstruction policy for Ukraine 
requires systemic changes in approaches to planning, 
coordination, financing and regulatory support. A pos-
itive example in this area is shown by Croatia, which, 
in the process of post-conflict reconstruction, created 
an independent Environmental Protection Agency re-
sponsible for integrating environmental standards into 
reconstruction plans. It was the basis for the environ-
mental monitoring system, which was later adapted to 
EU standards (Climate Action, 2023). For Ukraine, this 
means ensuring that the newly created body is empow-
ered to approve reconstruction projects inter-agency 
based on sustainability assessment. Synergies between 
sectoral policies, in the areas of energy, transport, con-
struction, and waste management, can be achieved 
through the development of common environmental 
standards for reconstruction. An effective tool for this 
is an ex-ante environmental impact assessment of all 
investments financed from the state or international 
budget, as is practised in Georgia in support of projects 
with international technical assistance.

Additionally, the establishment of regional offic-
es or platforms for the decentralised implementation 
of environmental governance policies with a focus on 

community needs should be envisaged. This approach 
correlates with the Croatian model of green local gov-
ernment development, where municipalities were em-
powered to implement environmental mitigation meas-
ures, which ensured the adaptation of sustainability 
policies to regional contexts. In addition, it is important 
to include in the mandate of the newly created body 
the authority to develop green footprint indicators for 
restoration projects. This will help to build an evidence 
base for further performance analysis. A public regis-
ter of environmentally significant projects will promote 
transparency and public involvement in monitoring. At 
the same time, given Georgia’s experience in creating 
integrated geographic information systems, it is advis-
able to develop a digital platform integrating data from 
state cadastres, pollution and land use registers. In the 
area of financing, the key is to intensify efforts to in-
volve Ukraine in the Just Transition Mechanism, which 
will provide access to EU structural funds (Regulation 
of the..., 2021). Following the example of Croatia, which 
received funding for the restructuring of the energy 
sector under the Just Transition Mechanism, Ukraine 
should develop a domestic national plan for a just tran-
sition. An important element of this plan is the social 
adaptation of regions dependent on the carbon-inten-
sive economy, including the creation of retraining pro-
grammes, stimulating green employment, and support-
ing environmental entrepreneurship.

Another promising area is the development of 
green banking pilot projects. Georgia’s experience in 
cooperation with the European Bank for Reconstruc-
tion and Development demonstrates the success of 
models that introduce environmental scoring to fi-
nance small businesses focused on energy efficiency. 
Ukraine can scale up these approaches by creating 
guarantee mechanisms for environmentally oriented 
SMEs, using green bonds at the municipal level, and 
attracting private capital through blended finance 
models. At the same time, financial institutions should 
be adapted to the requirements of the InvestEU, which 
provides for the support of sustainable investments 
(Regulation of the..., 2021). This includes the creation 
of a national contact point, accreditation of banks as 
financial intermediaries, and the development of cri-
teria for “environmental added value”.

In the regulatory sphere, the priority remains the 
harmonisation of environmental legislation with the 
EU acquis, especially in terms of air protection, climate 
change adaptation, pollution prevention and natural re-
source management. Establishing a system of mandato-
ry monitoring of the green footprint of reconstruction, 
covering all stages of the project cycle from planning 
to operation, will avoid point-in-time inefficient solu-
tions. Given the need to address climate risks in long-
term planning, it is advisable to include a mandatory 
analysis of these risks in national and regional develop-
ment strategies. The Georgian example demonstrates 
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the effectiveness of the climate screening methodology,  
which is being integrated into municipal strategic plan-
ning with the support of international partners. The 
political prerequisites for green recovery should be 
consolidated through the institutionalisation of public 
participation. Updating the procedures for strategic en-
vironmental assessment should include not only formal 
information but also mandatory consideration of the 
results of public consultations. 

To sum up, modernising Ukraine’s green recovery 
policy requires institutional maturity, adapted finan-
cial mechanisms, an effective regulatory environment, 
and a sustainable political consensus. The experience 
of Croatia and Georgia confirms that even in the context 
of post-crisis recovery, it is possible to develop environ-
mentally friendly policies if they are based on transpar-
ency, decentralisation, public participation and flexible 
integration into European mechanisms.

Conclusions
The study provides a comprehensive analysis of the 
EGD implementation process in Ukraine in the context 
of a full-scale war, early recovery and post-war trans-
formation. EGD was seen as a tool for the structural 
modernisation of the Ukrainian economy, important for 
ensuring sustainable recovery and strategic rapproche-
ment with the EU. The study established that in the 
context of the armed conflict, EGD acquired a transfor-
mational content, combining environmental goals with 
the priorities of energy security, economic sustainabili-
ty and institutional restoration. The study revealed the 
fragmentation of the implementation process, which 
was largely due to the instability of regulatory integra-
tion, limited national institutional resources and diffi-
culties in cross-sectoral coordination. At the same time, 
there was a gradual increase in Ukraine’s participation 
in EU green initiatives, especially in the areas of energy  

efficiency, decarbonisation and renewable energy de-
velopment. The integration of EGD principles into na-
tional early recovery plans and post-war reconstruc-
tion strategies was analysed. 

A comparative analysis of the experience of Croatia 
and Georgia was conducted, which demonstrated the 
relevance of certain institutional and financial models 
for application in the Ukrainian context. Comparison 
with Croatia (increase in the share of renewable energy 
sources from 31% to 70%) and Georgia (from 19.5% to 
80.3%) showed the potential for adapting institutional 
models, provided that national capacity is built. Bar-
riers were identified: lack of environmental statistics, 
competition between donors, and the absence of a sin-
gle coordinating body. 

Based on the analysis, several recommendations for 
strengthening the green transformation policy are for-
mulated. It is proposed to adapt the regulatory frame-
work to the principles of EGD and develop a system for 
monitoring the green footprint of projects. Attention 
is drawn to the need to ensure political conditions for 
transparency, public participation, and alignment of 
environmental goals with strategic planning. Promis-
ing areas for further research include quantifying the 
impact of environmental investments on the structure 
of post-war recovery, studying sectoral efficiency in the 
context of the Green Deal, and analysing donor interac-
tion in climate finance.
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та повоєнної трансформації України
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Анотація. Актуальність дослідження полягала у необхідності екологічної інтеграції в національні 
політики відбудови України в умовах повномасштабної війни та євроінтеграції в межах Європейського 
зеленого курсу. Метою дослідження було проаналізувати інституційні та фінансові механізми 
реалізації принципів Європейського зеленого курсу у процесах раннього відновлення та післявоєнної 
трансформації України. Методологія дослідження ґрунтувалася на міждисциплінарному підході, що 
поєднував кількісний аналіз екологічного фінансування, кейс-стаді посткризових країн, порівняльну 
оцінку інституційної сумісності. У результаті було систематизовано інституційну архітектуру 
Європейського зеленого курсу з акцентом на ключових виконавчих і фінансових суб’єктах та визначено 
механізми їх взаємодії з українськими органами влади. Проаналізовано хронологію політичних рішень 
у 2020-2023   роках щодо декарбонізації, енергоефективності та розвитку відновлюваних джерел 
енергії. Зокрема, до 2023  року Україна збільшила частку відновлюваної енергії до 22  % у структурі 
генерації, зменшила викиди CO2 на душу населення з 4,6  т  (2020) до 3,6  т  (2023), але зберігала 
нерівномірну інтеграцію екологічних критеріїв у плани відновлення. Порівняльний аналіз досвіду 
Хорватії (відновлювані джерела енергії – 70 %, частка «зелених» проєктів у національних програмах – 
понад 35  %) та Грузії (відновлювані джерела енергії  – 80,3  %) дозволив виокремити ефективні 
моделі інституційної координації, зокрема створення єдиного органу для екологічного управління. 
Ідентифіковано ключові бар’єри: розпорошеність повноважень, слабка координація між міністерствами, 
нестабільна регуляторна база та обмежений доступ до кліматичного фінансування. У дослідженні було 
підкреслено, що ефективна зелена відбудова України потребує удосконалення механізмів фінансового 
залучення та адаптації регуляторної бази до стандартів ЄС. Практичне значення дослідження полягало 
у формулюванні чітких рекомендацій щодо модернізації інституцій. Отримані результати можуть 
бути використані при розробці національної стратегії зеленої відбудови та в процесі погодження з 
міжнародними донорами, з урахуванням критеріїв довгострокової екологічної стійкості

Ключові слова: інтеграція; моніторинг; стратегія; енергоефективність; декарбонізація; клімат
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Abstract. This study aimed to develop recommendations for enhancing the protection of user rights in the 
digital environment by implementing transparent mechanisms for monitoring compliance with human rights 
and optimising regulatory acts. The study included a comprehensive analysis of the legal regulation of the use of 
social media for marketing purposes, the specifics of user data processing and their impact on privacy, personal 
autonomy and freedom of choice. The analysis found that existing mechanisms for protecting personal data on social 
networks are insufficient, and current regulatory acts do not fully ensure transparency in information processing. 
In particular, users are often unaware of the scope of the data being collected and processed by social platforms, 
indicating a problem of insufficient awareness and the complexity of obtaining consent for data processing. It 
was found that social networks use personalised content algorithms, which not only aim to optimise advertising 
but can also shape users' digital behaviour by restricting their access to alternative information. The study also 
showed that Ukraine’s current legislation contains significant gaps in the area of digital privacy, particularly 
concerning the consent of users for personal data processing, the responsibility of platforms for confidentiality 
breaches, and the regulation of automated decision-making systems in marketing strategies. An analysis of 
international standards, notably the General Data Protection Regulation, revealed substantial differences between 
the European and Ukrainian models of personal data protection. Based on the identified shortcomings, the study 
formulated recommendations for improving personal data protection mechanisms, including strengthening the 
responsibility of technology companies for confidentiality breaches, including imposing significant fines for the 
unlawful collection and use of personal data

Keywords: confidential information; digitalisation; ethical standards; commercial strategies; information privacy; 
digital ethics

Introduction
In modern world, social media has become an integral 
part of everyday life, actively influencing various as-
pects of social, economic and political activities. How-
ever, along with the growing influence of social media, 
an important issue arises regarding the legal regulation 
of their use, in particular in the context of marketing 
activities. One of the main problems is the balance be-
tween the economic interests of businesses that use 
social media as an effective tool for promoting goods 
and services and human rights, in particular the right 
to privacy, protection of personal data and freedom of 

speech. The problems of legal regulation of the use of 
personal data in social media, as well as the issue of 
achieving constitutional guarantees of human rights in 
the context of digitalisation, are becoming more impor-
tant in the context of globalisation and rapid technolog-
ical development.

Social media has become an integral part of the 
modern digital environment, radically transforming 
communication methods, information consumption, 
and business operations. They have impacted not 
only social interactions but also economic processes,  
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opening new opportunities for brand development and 
customer engagement. M.  Shmatok  (2024) notes that 
these platforms play a key role in shaping consumer 
preferences by offering businesses effective mecha-
nisms for targeted advertising and personalised mar-
keting. Since  2014, the Ukrainian market has shown 
significant growth, reflected in the increasing number 
of companies using social media as a marketing tool to 
enhance brand recognition and boost sales volumes. 
According to a study conducted by the East-West Digital 
News (EWDN) portal in 2021, about 90% of Ukrainian 
businesses use social media for marketing purposes, 
with 35% considering these platforms the most effec-
tive way to engage customers (Gyzhko & Montrin, 2023; 
Farmkhaus, 2023). At the same time, the active use of 
digital platforms creates new challenges for legal reg-
ulation. The protection of personal data in the context 
of online sales and marketing is an extremely complex 
issue, as it combines both legal and technical aspects. 
For example, R.Yu. Kravets (2021) pointed out that the 
practice of targeted advertising, which is based on the 
collection of data without users’ explicit consent, has 
sparked debates among lawyers and public figures. 

Despite the existence of pan-European standards 
for personal data protection, the practice of compliance 
remains a challenge even for the largest technology 
corporations. In several cases, companies have violat-
ed established rules, causing significant public outcry 
and intensifying discussions about the effectiveness of 
current regulatory mechanisms. This is particularly ev-
ident in high-profile scandals involving data leaks and 
the unauthorised use of personal information. Among 
the most well-known of these are the Facebook and 
data leaks from major technology companies. One of the 
most resonant scandals in the field of digital marketing 
was the data leak from Facebook in 2018. The British 
analytics firm Cambridge Analytica  (2018) unlawfully 
gained access to the data of over 87 million users, using 
it to create targeted political campaigns, notably during 
the 2016 US elections and the Brexit referendum. This 
was made possible due to weak personal data protec-
tion mechanisms on Facebook: the company allowed 
app developers to collect data not only from their users 
but also from their friends on the social network. The 
scandal caused significant global outrage and led to the 
tightening of legislative requirements concerning per-
sonal data processing. Facebook founder Mark Zucker-
berg was forced to testify before the US Congress, and 
the company was fined USD  5  billion by the Federal 
Trade Commission (FTC). As a result, Facebook changed 
its privacy policy, restricted third-party app access 
to data, and implemented new control mechanisms.

In addition to Facebook, several other technology 
companies have also been involved in scandals related 
to data breaches. One of the largest incidents was the 
Yahoo data leak in 2013-2014, when hackers gained ac-
cess to 3 billion accounts, marking the largest breach in 

digital security. This not only led to significant financial 
losses for the company due to multi-billion-dollar fines 
but also severely undermined users’ trust in online ser-
vice confidentiality (Svitlyk, 2023). A similar incident oc-
curred with LinkedIn in 2021, when information about 
700  million users was made publicly available. This 
raised concerns about data security in professional so-
cial networks and demonstrated the vulnerability even 
of platforms aimed at business audiences (Tidy,  2021).

The aim of the study was to analyse the legal regula-
tion of the use of social media in marketing, considering 
human rights and constitutional guarantees. The task 
of the work was to develop proposals for enhancing the 
protection of user rights in the digital environment, for-
mulating recommendations for improving mechanisms 
for monitoring compliance with human rights in the 
online space, and exploring the possibilities of harmo-
nising Ukrainian legislation with international stand-
ards, such as the General Data Protection Regulation.

Materials and Methods
The study was based on an interdisciplinary approach 
that combines legal, social, and technical aspects of 
analysing the use of personal data in social media for 
marketing purposes. This approach allows for a com-
prehensive evaluation of the effectiveness of existing 
legal norms, the impact of personalised marketing on 
users’ rights, and potential threats associated with the 
use of large volumes of data. Special attention is giv-
en to analysing cases that illustrate violations of user 
rights in social media. Specifically, the Google scandal 
regarding illegal tracking of users’ locations without 
their consent is examined, as well as the TikTok case, 
where the company was accused of collecting personal 
data of children without parental consent (Mori, 2021; 
Google to pay…, 2022).

The analysis of regulatory documents involved 
studying international and national legislation regu-
lating the use of personal data. Specifically, documents 
such as the General Data Protection Regulation (GDPR), 
the European Convention on Human Rights  (1950), 
the Law of Ukraine No.  2297-VI  (2010), and the Law 
of Ukraine No. 675-VIII (2015) were examined. Special 
emphasis is placed on analysing provisions that define 
the rights and duties of social networks regarding the 
processing of personal data, as well as mechanisms for 
control by state regulators. A comparative analysis of 
legislative regulation of personal data in social media 
was carried out for the EU, the USA, and Ukraine. The 
EU is governed by Regulation of the European Par-
liament and of the Council No.  2016/679  (2016), the 
primary legislative act in the USA is the California Con-
sumer Privacy Act (2018), and in Ukraine, it is governed 
by the Law of Ukraine No. 2297-VI (2010). The analysis 
considered the specific approaches to user confidenti-
ality, legal control mechanisms, and corporate respon-
sibility for violations.
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A sociological approach was used to study the impact 
of personalised marketing strategies on user behaviour 
and rights. Statistical analysis was employed to illus-
trate the scale of personal data use in social media. No-
tably, the Pew Research Center (n.d.) study on excessive 
data collection by companies on customers, and research 
on the growth of the social media market and person-
alised advertising (Kubay  et al.,  2016) were examined.

Results
The foundation of personal data protection systems lies 
in the European Convention on Human Rights (1950), 
particularly Article  8, which stipulates those public 
authorities shall not interfere with citizens’ private 
life except when such interference is legally justified, 
necessary for a democratic society, and carried out for 
the purpose of ensuring national security, public order, 
or protecting the rights and freedoms of others. Regu-
latory control over personal data protection is based 
on international human rights treaties that view this 
as an integral part of the right to privacy. The Direc-
tive of the European Parliament and of the Council  
No. 95/46/EC (1995) became the cornerstone for na-
tional regulatory acts, including the Law of Ukraine 
No. 2297-VI (2010).

National legislation in Ukraine also provides for the 
regulatory protection of personal data. This is enshrined 
in Article 32 of the Constitution of Ukraine (1996), which 
prohibits the collection, storage, and use of confidential 
information without the person’s consent, except in 
cases provided by law. The Law of Ukraine No.  2297-
VI (2010) contains provisions regarding the protection 
of information, which are clarified by secondary legis-
lation, such as the Typical Procedure for the Processing 
of Personal Data and other regulatory documents that 
establish the rules and conditions for processing per-
sonal information. The growing popularity of social net-
works and personalised advertising creates new chal-
lenges regarding confidentiality. Targeted advertising, 
based on the analysis of user behaviour, allows compa-
nies to create detailed consumer profiles using param-
eters such as preferences, geolocation, financial status, 
and even emotional state (Baruh & Popescu,  2017).

On the one hand, personalised advertising im-
proves the user experience, but on the other, it may re-
strict freedom of choice and privacy. For example, social 
media algorithms can manipulate consumer preferenc-
es, creating imposed needs and stimulating the pur-
chase of goods or services that users did not plan to buy 
(Chirak, 2023). Moreover, data collection models often 
lack sufficient transparency. Many users do not read or 
understand privacy policies, depriving them of the op-
portunity to make an informed decision regarding the 
use of their personal data (Solove, 2007).

Personal data refers to any information that al-
lows identification among other individuals (Ty-
moshenko,  2023). According to the Law of Ukraine 

No.  2297-VI  (2010), personal data is understood as 
information or a set of information about a natural 
person who is identified or can be specifically identi-
fied. Personal data is classified into general and sen-
sitive categories. In Ukraine, sensitive data includes 
information about racial or ethnic origin, political, 
religious, or philosophical beliefs, membership in 
political parties or trade unions, criminal records, as 
well as data related to health, sexual life, biometric 
or genetic data. The practice of using personal data, 
especially sensitive data, for advertising purposes of-
ten leads to violations of legislation (How personal 
data…, 2021). The use of personal data for marketing 
purposes significantly impacts users’ personal auton-
omy and privacy. On the one hand, personalised ad-
vertising creates a more relevant experience for con-
sumers, but on the other, it breaches the boundaries 
of private life and limits freedom of choice.

The collection and analysis of user data allow com-
panies to create detailed profiles that include informa-
tion about preferences, habits, financial status, location, 
and sometimes even emotional state. These data are 
used to predict behaviour and influence consumer deci-
sion-making. For example, targeted advertising can cre-
ate a sense of urgency for users to purchase products or 
services they had not intended to buy, thus restricting 
their personal autonomy. Many platforms gain access to 
data through hidden mechanisms, such as background 
activity tracking or reading metadata, without users’ 
direct consent. The loss of privacy becomes one of the 
greatest concerns in this context. The collected data is 
often not only used for marketing purposes but may 
also be shared with third parties without users’ knowl-
edge. This creates a risk of misuse, such as data leaks or 
unauthorised use (Baruh & Popescu, 2017).

The “notice and choice” model, which dominates 
privacy regulation, requires individuals to be responsi-
ble for managing their private data. On the one hand, 
users can opt out of services that do not provide ade-
quate privacy protection. On the other hand, according 
to marketing experts, if consumers overcome their con-
cerns about potential data misuse and carefully assess 
available protection options, they can fully engage in 
the mutually beneficial exchange of personal informa-
tion. This model is widely supported by government 
policies and industry standards, such as the “privacy by 
design” approach implemented in the USA and EU. It is 
expected that after being informed, consumers will take 
responsibility for their decisions regarding privacy and 
the consequences of those decisions (Solove, 2007).

However, studies showed that people are very con-
cerned about the use of their data but often lack the 
knowledge or tools to effectively protect their privacy. 
Many users do not read or understand privacy policies 
and cannot predict how their data will be used in the fu-
ture. This problem arises not only from personal short-
comings but also from structural barriers created by 



Philosophy, Economics and Law Review. 2025. Vol. 5, No. 1

Law | Legal regulation of the use of social media for marketing purposes...
102102

the modern big data environment. The digital economy 
focuses on integrating people into its ecosystem rather 
than genuinely raising awareness about privacy risks 
(Solove,  2007). Moreover, the individually orientated 
“notice and choice” model may not only fail to protect 
privacy but also negatively affect overall public priva-
cy standards. When decisions about privacy are left 
entirely to individuals, collective privacy values may 
decline. The reliance either on opting out of the digital 
economy as a form of resistance or on market tools for 
managing privacy does not address systemic problems. 
A collective understanding of privacy, considering its 
broader social aspects and strengthening protection for 
everyone, is necessary (Westin, 2003).

Thus, the use of user data for marketing purposes 
presents significant challenges to personal autonomy 
and privacy protection. To minimise the negative im-
pact, stricter data processing regulation mechanisms 
need to be implemented, privacy policy transparency 
should be enhanced, and user awareness about their 
rights should be increased. An important international 
document in this field is the GDPR, adopted in the EU in 
2016. This regulation establishes high standards for data 
protection that apply not only to EU member states but 
also to individuals and legal entities from other coun-
tries in certain cases. The GDPR defines key principles 
of personal data processing, such as legality, transpar-
ency, relevance, security, and data retention limitations.

It also strengthens individuals’ rights, including the 
right to access their data, the right to delete information, 
and the right to informed consent. Although Ukraine 
is not an EU member, the provisions of the GDPR can 
affect entities under Ukrainian jurisdiction in cases of 
cross-border processing of personal data. This further 
highlights the importance of aligning national legisla-
tion with international standards for data protection 
(Ovcharenko,  2018). The EU, through the GDPR, has 
implemented one of the strictest and most comprehen-
sive personal data protection systems in the world. The 
GDPR not only sets high standards for the processing 
and storage of personal information but also applies to 
all organisations that handle the data of EU citizens, re-
gardless of their geographic location. This ensures the 
extraterritorial application of the regulation, forcing 
companies from other countries to adapt their process-
es to meet European requirements (Lehka, 2021).

Importantly, the GDPR introduces stringent re-
quirements for transparency, informed consent, and 
the protection of users’ rights, such as the right to ac-
cess, the right to correct data, and the right to “be for-
gotten”. This approach guarantees not only the security 
of personal data but also enhances companies’ account-
ability for any violations, imposing significant fines for 
non-compliance. A landmark case in this regard was that 
of Mario Costeja González, who demanded that Google 
remove information about his settled debts, which re-
mained accessible online and harmed his reputation.  

Costeja initially approached the newspaper “La Van-
guardia”, which refused to comply with his request. He 
then submitted a complaint to Google, which also did 
not comply. As a result, the Spanish Agency for the Pro-
tection of Data (AEPD) ordered Google to remove the 
links, but the company appealed to the Spanish court. 
The case was referred to the Court of the EU, which con-
firmed the right to remove outdated data from search 
results (Sukhorolsky, 2016). The GDPR came into effect 
the very next day, and the first complaints about its vi-
olations were filed the very next day. They concerned 
companies like Facebook, Instagram, WhatsApp, Goog-
le, and Android and related to the absence of users’ vol-
untary consent for the processing of their data.

One well-known example is the scandal involving 
Google tracking users’ locations. The company received 
numerous complaints in this case because its services 
collected geolocation data even after the tracking fea-
ture was turned off. This sparked public outrage and 
attracted the attention of regulators to issues of data 
collection transparency and users’ rights to control 
their data (Google to pay…,  2022). Another example 
is the issue of storing children’s data on TikTok. This 
platform was criticised for failing to comply with leg-
islation regarding the protection of children’s data. 
Regulators found that the company did not sufficient-
ly inform parents and children about the collection 
of their data, which led to fines and demands for the 
platform to change its approach to processing minors’  
information (Mori, 2021).

In September 2018, the Portuguese regulator CNPD 
imposed a fine of EUR 400,000 on a local clinic for allow-
ing employees to access patients’ personal data using 
improperly created accounts. In March 2019, a compa-
ny in Poland was fined EUR 220,000 for processing data 
on over 7  million people from public registers with-
out properly informing those citizens (Lehka,  2021). 
Ukraine also took action. In 2020, the National Coordi-
nation Centre for Cybersecurity (NCCS) under the Na-
tional Security and Defence Council (NSDC) of Ukraine 
recorded a personal data breach from one of the leading 
medical institutions in Dnipro. Personal data of employ-
ees and clients, including names, birthdates, addresses, 
phone numbers, emails, diagnoses, test results, and 
lists of people infected with COVID-19, were exposed. 
The incident was caused by errors in the configuration 
of information systems and databases that had inter-
net access. This not only allowed unauthorised access 
to the data but also created risks of data modification, 
including changes to medical prescriptions, test results, 
and examination records (A leak of…, 2020).

“Big data” is associated with vast amounts of infor-
mation generated by the informatisation of economic 
activities and everyday life. In the context of social me-
dia, it includes large volumes of structured data, which 
are often automatically filled through sensors, mobile 
devices, or platforms  (Khrupovych & Borysova,  2021). 
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Statistics show a rapid growth of the social media mar-
ket, accompanied by large-scale collection of personal 
information. Social networks like Facebook, Instagram, 

and TikTok generate enormous volumes of data about 
their users, including timestamps, geographical markers, 
interaction history, and personalised information (Fig. 1).

1 exabyte = 1,000,000,000,000,000,000 bytes 
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Figure 1. Dynamics of data volume growth by categories from 2010 to 2020
Source: K. Kubay et al. (2016)

The rapid increase in data volumes, especially in 
social networks, shows their key role not only in every-
day life but also in business activity. Structured infor-
mation generated in social media platforms becomes 
the basis for effectively using these platforms for mar-
keting purposes (Marynin, 2024). In modern competi-
tive environment, using social media has become an es-
sential part of successful business operations. Through 
these channels, businesses can not only maintain their 
market positions but also actively grow. Having social 
media accounts allows businesses to increase the num-
ber of potential customers, improve sales, and simplify 
customer interactions. This enables providing person-
alised services, meeting the needs of each customer, 
and responding more quickly to their requests (Maksy-
mova et al., 2023).

A key element of a successful marketing strategy is 
a clear understanding of one’s target audience. The por-
trait of the target audience helps identify the key char-
acteristics of potential clients, allowing for optimised 
marketing campaigns, reducing unsuccessful contacts, 
and enhancing advertising effectiveness. A detailed por-
trait of the target client helps to understand the needs, 
motivations, and problems of buyers that the business 
can solve with its products or services. This allows 
businesses to create unique offers that precisely meet 
customers’ expectations, thereby increasing sales and 
profits. Understanding the target audience also helps 
determine through which channels clients learn about 
the product and which devices they use. This informa-
tion can be used to strengthen existing promotion chan-
nels or launch new ones (Khadzhiradieva et al., 2024).

To create a portrait of the target audience, busi-
nesses analyse various characteristics, including ge-
ographic, demographic, social, and behavioural fea-
tures (Jansen et al., 2024). Particular attention is paid 
to clients’ interests and their current needs, helping to 
demonstrate an understanding of consumer problems 
and offer solutions. Various methods are used to gather 

such data, including personal communication, online 
surveys, social media data analysis, and the use of an-
alytics tools such as Google Analytics. These tools help 
track client behaviour, their location, the devices they 
use, and other details (Levinson, 2010).

Using social media for marketing purposes often 
raises questions about consumer freedom of choice 
and may shape imposed preferences. Due to content 
personalisation algorithms, users are shown products 
and services that match their previous search queries 
or online behaviour. This can limit access to alternative 
information, narrowing the choice to only those goods 
or services that the system deems relevant (Arrigo et 
al., 2021). As a result, consumers are influenced by ad-
vertising strategies that can manipulate their needs and 
decisions, reducing them to pre-determined business 
goals. This approach not only affects consumer behav-
iour but also creates dependency on the algorithms that 
dictate what to buy or be interested in (Chirak, 2023).

The informational influence of social networks 
can reach significant scales and even impact society 
through information wars. In this context, influence is 
defined as the process aimed at changing the behaviour, 
thoughts, or decisions of an individual or group under 
the influence of another. It can be directed when the 
goal is to achieve a specific outcome or indirect, occur-
ring unintentionally through external circumstances. 
Directed influence aims to change beliefs or behav-
iour; for example, convincing someone to take certain 
actions or make specific decisions. Indirect influence 
occurs without a clear goal as a result of random cir-
cumstances or actions. Social networks, due to their 
communication capabilities, have become a powerful 
tool of influence, connecting people and helping them 
achieve common goals. They provide links between in-
dividuals and groups exchanging information, influenc-
ing decisions, and coordinating actions (Chirak, 2023).

Protecting personal data on social networks at the 
individual level is a critical aspect of online security,  
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as evidenced by numerous empirical studies. For in-
stance, the results of the national survey “Online Se-
curity” show that fraudulent activities related to per-
sonal data are widespread in Ukraine. According to 
the study, 30% of respondents have fallen victim to 
various forms of online fraud. This indicates that many 
social media users in Ukraine are insufficiently aware 
of proper security measures, leaving them vulnerable 
to various types of fraudulent activities, such as phish-
ing, malware distribution, identity theft, and financial 
fraud (Kravchuk, 2024a).

One of the main elements of individual protec-
tion is privacy settings on social media (Kroll & Stieg-
litz, 2021). Popular platforms like Facebook, Instagram, 
and Twitter allow users to control access to their per-
sonal data and adjust relevant settings. For example, 
users can limit the number of people who have access 
to their personal data, photos, and posts. It is also im-
portant to be cautious when sharing personal data on 
social media. Users should avoid publishing excessive 
information such as credit card numbers, passport 
details, or home addresses that could be exploited by 
malicious actors. Instead, it is recommended to provide 
only the minimum personal data necessary for normal 
social media use (Kravchuk, 2024b; Humenyuk, 2024).

It is also important to consider how Ukrainian 
legislation aligns with the EU  GDPR, the California 
Consumer Privacy Act  (2018), and the regulations of 
EU countries. The GDPR, adopted in the EU, sets high 
standards for personal data protection. Key principles 
include legality, transparency, and fairness in process-
ing, data minimisation, and ensuring the rights of data 
subjects. For example, the GDPR guarantees users’ 
rights to access, correct, delete (“right to be forgot-
ten”), and transfer their data. The regulation also has 
extraterritorial application: it applies to all companies 
processing data of EU citizens, regardless of their ge-
ographic location. The California Consumer Priva-
cy Act (2018), effective in California (USA), is focused 
on protecting consumer rights in the digital environ-
ment. Its key provisions include the right for consum-
ers to know what data is being collected about them, 
request its deletion, or prohibit its sale. Although the 
California Consumer Privacy Act does not have extra-
territorial application like the GDPR, its provisions still 
influence the business practices of many companies 
operating in the US (Dyakovsky, 2023).

At the same time, Ukraine’s legislation in the field of 
personal data protection is based on the Law of Ukraine 
No. 2297-VI (2010). While this law incorporates some 
GDPR provisions, it has certain limitations. For in-
stance, data subjects’ rights, such as the “right to be for-
gotten” or the right to data portability, are underdevel-
oped. Additionally, fines for violations are much lower 
than those in the GDPR, which does not always moti-
vate companies to comply with confidentiality stand-
ards. Ukrainian legislation also lacks extraterritorial  

application, making it difficult to protect citizens’ data 
in the international context (Dyakovsky, 2023).

With the development of the digital economy, per-
sonal data has become an important resource for busi-
ness, particularly in marketing. Through the analysis of 
behavioural patterns, preferences, and personal char-
acteristics, companies can form personalised adver-
tising offers, optimise customer acquisition strategies, 
and enhance sales efficiency. However, this approach 
raises significant ethical questions, particularly re-
garding data collection transparency, informed consent 
from consumers, the line between legal targeting and 
manipulation, and companies’ responsibility for data 
security. One of the key ethical dilemmas is the issue 
of obtaining user consent for processing their personal 
data (Nicholls et al., 2016). Many companies use com-
plex and unclear privacy policies that make it difficult 
for consumers to understand the extent of data being 
collected and how it will be used. This creates a situ-
ation where users formally agree to data processing 
without fully understanding all the consequences.

Moreover, consent is often obtained through mech-
anisms of “covert data collection”, where information is 
gathered in the background without active interaction 
with the user (Zhang & Rodgers,  2023). For instance, 
mobile apps may track geolocation or access contacts 
without explicit notification (Ylitalo, 2024). Such prac-
tices contradict the principle of “transparency and con-
trol”, which requires that users have a real opportuni-
ty to manage their personal information (Krat, 2020). 
Marketing strategies based on personalised advertising 
allow companies to significantly improve the quality 
of the user experience. For example, instead of ran-
dom ads, users receive offers that match their interests 
(Tucker, 2014). However, this approach can have a re-
verse effect – the formation of a so-called filter bubble, 
where the user is limited to only the content the system 
deems relevant. This narrows access to alternative in-
formation, reducing the possibilities for independent 
choice (Dahlgren, 2021).

Another important ethical issue is the use of per-
sonal data to influence consumer decisions. A vivid 
example is “emotional artificial intelligence” technolo-
gies, which analyse users’ mood through facial expres-
sions, voice tone, or behaviour patterns. Protecting 
collected personal data is another significant ethical 
challenge. Many companies store vast amounts of sen-
sitive information but do not always ensure its proper 
security. Frequent data leaks, hacker attacks, and un-
authorised sales of information to third parties indi-
cate flaws in the protection of user privacy. Adhering 
to ethical principles not only helps companies avoid 
reputational risks but also becomes an important stra-
tegic factor for long-term success. Investments in ethi-
cal marketing should be considered not as a cost but as 
an investment in brand sustainability and competitive-
ness in the future. Only those companies that ensure 



Philosophy, Economics and Law Review. 2025. Vol. 5, No. 1

Krytskyi
105

a high ethical culture in their activities can maintain 
consumer trust, uphold their reputation, and remain 
market leaders (Rayko et al., 2024).

To minimise ethical risks in digital marketing, it 
is essential to adhere to the principles of responsible 
use of personal information. Companies should ensure 
transparency by clearly informing users about the col-
lection and use of their data. An important aspect is vol-
untary and informed consent, which implies that users 
have the right to decide what data they are willing to 
provide and receive clear conditions for its processing. 
To protect privacy, the amount of collected informa-
tion should be limited to the minimum necessary level, 
and proper security measures should be guaranteed to 
prevent unauthorised access and data leaks (Rayko et 
al., 2024). When comparing the approaches of different 
EU countries, one can see how national laws adapt to 
the requirements of the GDPR. For example, Germany 
has introduced strict rules for processing medical data, 
France has strengthened child protection in the digital 
environment, and Italy has created detailed regulations 
for processing financial information. Ukrainian legisla-
tion currently lacks such detail, making it less effective 
in specific areas (Bryntsev, 2021).

Under the GDPR provisions, significant administra-
tive fines are imposed for violations of personal data 
processing rules. For less serious violations, the fine 
can be up to EUR  10  million or 2% of the company’s 
total annual turnover from the previous financial year, 
whichever is higher. In cases of more serious violations, 
fines can reach EUR 20 million or 4% of the company’s 
total annual turnover from the previous year, depend-
ing on which sum is higher. Meanwhile, Ukrainian leg-
islation provides for significantly lower fines for simi-
lar violations. For example, late reporting or providing 
false data to the Ombudsman of the Verkhovna Rada of 
Ukraine results in administrative liability. The fine typi-
cally amounts to around UAH 5,100, which is much low-
er than the European sanctions. Similar liability is also 
imposed for non-compliance with the Ombudsman’s 
lawful requests (Dyakovsky, 2023).

It is also important to note the structural differ-
ences between the GDPR and the California Consumer 
Privacy Act  (2018). While the GDPR has a global na-
ture and focuses on protecting the rights of data sub-
jects, the California Consumer Privacy Act is more fo-
cused on regulating relationships between consumers 
and companies, particularly on the ability to prohibit 
the sale of data. To ensure Ukrainian legislation meets 
modern challenges, several changes need to be made. 
First, align the norms with the GDPR by expanding 
the rights of data subjects and introducing extrater-
ritorial applicability. Second, strengthen companies’ 
liability for violations, including increasing the size of 
fines. Third, develop specific rules for sectors such as 
healthcare and finance, similar to the practices of EU 
countries (Bryntsev, 2021).

Research results showed that the issue of protect-
ing personal data in social networks remains one of the 
most pressing problems in the digital environment. The 
use of personal information for marketing purposes 
creates significant legal and ethical challenges, particu-
larly regarding confidentiality, user consent, and data 
processing transparency. Analysing international and 
national legal norms highlights the need for stronger 
control over the use of personal data in commercial 
practices. Thus, harmonising Ukrainian legislation with 
international standards such as the GDPR and Califor-
nia Consumer Privacy Act (2018) is an essential step to 
ensure effective protection of citizens’ personal data. 
This will not only strengthen legal protection but also 
align Ukraine with modern international standards in 
the field of privacy.

Discussion
The results of the study confirmed that the issue of 
protecting personal data in social networks is highly 
relevant in the modern digital environment. Signifi-
cant legal and ethical challenges have been identified 
regarding the use of personal information for market-
ing purposes. The main aspects are confidentiality, user 
consent, and data processing transparency. These prob-
lems are confirmed by numerous international studies, 
which emphasise the need to strengthen control over 
commercial practices that involve the use of personal 
data (Havur et al., 2020).

Research into international legal norms indicates 
that the issue of privacy is not unique to Ukraine. The 
GDPR, adopted by the EU in 2016, sets high data pro-
tection standards that apply to all organisations han-
dling information about EU citizens. D.J. Solove (2007) 
notes that the “notice and choice” system is inadequate 
to ensure transparency in the use of personal data, as 
users often do not fully realise the extent of the infor-
mation being collected. This aligns with the results of 
this study, which showed that most users do not read 
or understand the privacy policies of social networks. 
Studies by L. Baruh & M. Popescu (2017) demonstrated 
that personalised advertising can not only improve us-
ers’ experiences but also limit their personal autonomy 
by creating an artificial need for products or services 
they initially did not plan to purchase. These findings 
correlate with the research of P.M.  Dahlgren  (2021), 
who revealed the concept of the “digital cocoon”, which 
forms users’ preferences, limiting their access to alter-
native information.

A significant contribution to the discussion of pri-
vacy issues was made by A.F. Westin (2003), who em-
phasised the need for a collective approach to ensuring 
the security of personal data. He argued that shifting re-
sponsibility solely to users does not resolve the issue of 
effectively protecting information. J.  Levinson  (2010) 
also supported this position, emphasising that busi-
nesses that implement ethical standards in using  



Philosophy, Economics and Law Review. 2025. Vol. 5, No. 1

Law | Legal regulation of the use of social media for marketing purposes...
106106

personal data have competitive advantages and higher 
levels of trust from clients. The findings of this research 
indicated that the use of personal data for marketing 
purposes creates numerous risks. A low level of user 
awareness is a significant issue, as the Pew Research 
Centre (n.d.) showed that 72% of respondents believe 
companies collect excessive information about them, 
and 65% are concerned about potential data leaks. The 
lack of transparency in data collection is confirmed by 
a case with Google, where the company continued to 
collect location data from users even after the track-
ing feature was disabled, demonstrating the need for 
stronger regulatory oversight (Google to pay…, 2022). 
The manipulative impact of personalised advertising is 
another serious challenge, as research by D.V. Rayko et 
al. (2024) showed that using artificial intelligence (AI) 
to analyse users’ emotional states can lead to “emotion-
al marketing”, which significantly influences consumer 
decision-making and may limit users’ autonomy.

Furthermore, the results confirmed the critical role 
of social networks in shaping the digital public space. 
J.M.  Balkin  (2021) argued that social network regula-
tion should focus on creating reliable intermediary in-
stitutions that ensure the sustainable development of 
the digital environment and uphold the principles of 
free speech, political democracy, and cultural diversity. 
Regulation approaches to social networks differ sig-
nificantly depending on the national context. K.A.  An-
dresen  (2011) emphasised the need to implement 
policies to reduce business and legal risks, such as the 
loss of trade secrets, violations of intellectual property 
rights, and failure to meet confidentiality obligations. 
R.E.  Ennan  (2024) examined the issue in the context 
of digital law, emphasising the need for its digitalisa-
tion and adaptation of traditional legal mechanisms to 
the digital economy. This aligns with the results of this 
study, which showed the importance of harmonising 
the legal regulation of digital rights and digital infor-
mation circulation. D.V. Rayko et al. (2024) highlighted 
the risks of personalised advertising and its potential 
impact on users’ autonomy through AI usage.

When comparing Ukrainian legislation with inter-
national standards, it is worth noting several key as-
pects: the GDPR imposes significantly stricter sanctions 
for violations of personal data processing than the Law 
of Ukraine No. 2297-VI (2010). In Ukraine, fines for pri-
vacy violations are much lower than in the EU, which 
reduces the responsibility of companies for failing to 
meet data security standards (Dyakovsky, 2023). To im-
prove personal data protection in Ukraine, it is neces-
sary to improve the legal framework according to inter-
national standards, strengthen companies’ liability for 
personal data processing, and implement educational 
initiatives to raise users’ digital literacy. Thus, harmo-
nising Ukrainian legislation with GDPR norms will help 
enhance personal data protection and ensure great-
er transparency in the digital environment. Research 

findings from H.  Felzmann  et al.  (2019), C.  Santos  et 
al. (2021), and D. Almeida et al. (2022) confirmed that 
privacy and transparency in social networks are highly 
relevant. The use of personal data for marketing pur-
poses creates significant challenges, as users often do 
not understand how their data is used.

One possible solution is the implementation of data 
usage control architectures, which include semantic 
information management, automated compliance with 
pivacy policies, and digital signatures for data authen-
ticity verification (Felzmann et al., 2019). These tech-
nologies can enhance the transparency of information 
processing on social networks and minimise the risks of 
data breaches or unauthorised use. Research by C. San-
tos et al. (2021) emphasised that consent management 
platforms (CMPs) used in social networks may violate 
the principles of transparency and user control over 
their data. They often act not as neutral intermediaries 
but as full-fledged personal data controllers, respon-
sible for additional processing, sorting trackers, and 
automatically embedding third-party advertisers. This 
means that Ukrainian legislation needs to strengthen 
regulatory mechanisms to control such platforms to 
ensure user rights protection.

Another critical challenge is the development of 
facial recognition technology (FRT) in social networks. 
D. Almeida et al. (2022) noted that uncontrolled imple-
mentation of FRT could lead to privacy violations, biom-
etric data collection without consent, and even human 
rights abuses. The introduction of regulatory standards 
should include not only the GDPR but also an impact 
assessment on human rights (HRIA), which will help 
avoid the opaque use of biometric technologies. Addi-
tionally, it is necessary to reconsider automated adver-
tising algorithms that could manipulate users’ choices. 
H. Felzmann et al. (2019) highlighted that transparen-
cy in the use of AI should not only comply with legal 
norms but also consider users’ real perceptions of how 
their data is collected and analysed. Implementing such 
measures will minimise the risks of data breaches, en-
sure transparency in information processing, and in-
crease user trust in the digital environment.

Conclusions
Data protection is an essential aspect of safeguard-
ing human rights in the digital age. A comparison 
of Ukrainian national legislation with international 
standards, such as the GDPR and the California Con-
sumer Privacy Act, reveals significant gaps that need to 
be addressed. Aligning these norms will allow Ukrain-
ian legislation to adapt to contemporary international 
challenges in the field of privacy. In summary, it can be 
said that Ukraine is in the process of forming national 
awareness, which requires improving the legal regula-
tion of information relations according to modern chal-
lenges. One of the key tasks of the state in this regard 
is to determine strategic priorities for legal regulation 
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and create proper guarantees to ensure citizens’ rights 
in the information sphere.

To achieve this goal, it is necessary to bring na-
tional legislation in line with European norms and 
international standards, as well as develop a unified 
legislative act regulating the processes of collecting, 
processing, protecting, and transferring personal data 
similar to the GDPR. An important aspect is also the 
harmonisation of the terminology with international 
normative documents, the implementation of manda-
tory certification to ensure information security, the 
development of modern cryptographic and encryption 
technologies, as well as strengthening liability for vio-
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significant role in enhancing personal data protection 
is played by citizens’ awareness of their rights and how 
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expand educational initiatives that promote increased 
digital literacy among the population, as well as intro-
duce mandatory training programmes for companies 
working with personal data.

It is also worth considering the creation of an in-
dependent state authority or agency to oversee the 
processing of personal data, which would monitor 

companies’ activities in this field, provide recommen-
dations for improving legislation, and respond to cit-
izens’ complaints in cases of rights violations. Such a 
practice is already effectively implemented in many 
European countries, ensuring better protection of us-
ers’ personal information. Further scientific research 
should be directed towards a deeper study of interna-
tional experience to improve the Ukrainian personal 
data protection system and enhance its alignment with 
contemporary challenges. In the future, it is worth re-
searching the effectiveness of different approaches to 
regulating privacy and personalised advertising in var-
ious countries, as well as evaluating the impact of new 
technologies such as artificial intelligence and block-
chain on personal data protection.
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Правове регулювання використання соціальних медіа  
в маркетингових цілях: аспекти прав людини  
та конституційні гарантії
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Анотація. Метою роботи було вироблення рекомендацій для підвищення захисту прав користувачів 
у цифровому середовищі шляхом впровадження прозорих механізмів контролю за дотриманням 
прав людини та оптимізації нормативних актів. Дослідження охопило комплексний аналіз правового 
регулювання використання соціальних медіа в маркетингових цілях, особливості обробки персональних 
даних користувачів та їхній вплив на приватність, особисту автономію і свободу вибору. За результатами 
аналізу встановлено, що існуючі механізми захисту персональних даних у соціальних мережах є 
недостатніми, а чинні нормативні акти не повною мірою забезпечують прозорість обробки інформації. 
Зокрема, користувачі часто не усвідомлюють обсягу даних, які збираються та обробляються соціальними 
платформами, що свідчить про проблему недостатньої інформованості та складність процесу отримання 
згоди на обробку даних. Виявлено, що соціальні мережі використовують алгоритми персоналізованого 
контенту, які не лише спрямовані на оптимізацію реклами, а й можуть формувати цифрову поведінку 
користувачів, обмежуючи їхній доступ до альтернативної інформації. Дослідження також показало, 
що поточне законодавство України містить значні прогалини у сфері цифрової приватності, зокрема в 
аспектах отримання згоди користувачів на обробку персональних даних, відповідальності платформ за 
порушення конфіденційності та регулювання використання автоматизованих систем ухвалення рішень 
у маркетингових стратегіях. Аналіз міжнародних стандартів, зокрема Загальний регламент про захист 
даних, показав суттєві відмінності між європейською та українською моделями захисту персональних 
даних. З огляду на виявлені недоліки, у роботі сформульовано рекомендації щодо удосконалення 
механізмів захисту персональних даних, зокрема посилення відповідальності технологічних компаній 
за порушення конфіденційності, включно з введенням суттєвих штрафів за незаконне збирання та 
використання персональних даних

Ключові слова: конфіденційна інформація; цифровізація; етичні стандарти; комерційні стратегії; 
інформаційна приватність; цифрова етика
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Abstract. In modern conditions of geopolitical challenges and internal transformations, the role of public 
associations in ensuring the national security of Ukraine is of particular relevance. The purpose of this 
study was to analyse the effects of public associations on the political component of national security and to 
identify factors that facilitate or impede this activity. For this, the study employed the methods of analysis, 
synthesis, comparison, and systematisation of data. The findings of the study showed that public associations 
are significant subjects of public life, which actively influence decision-making processes and contribute 
to the democratic development of the state. It was found that the activities of these organisations ensure 
transparency, accountability of the authorities, and promote pluralism, which are necessary conditions for 
effective governance and social stability. It was found that public associations perform a series of functions, 
including representative, mobilisation, controlling and communicative ones, which enables them to effectively 
interact with both the authorities and citizens. The analysis of Ukrainian and international practices revealed 
that the successful functioning of public associations depends on the level of civic activity, regulatory support 
for their activities, and support from the state. At the same time, the study identified the risks associated 
with politicisation of public associations, fragmentation of society, and possible external influence which may 
adversely affect national security. The study suggested ways to minimise these risks, specifically by improving 
legislation, raising the level of civic education and strengthening the mechanisms of interaction between 
civil society and state institutions. Such an approach will contribute to the development of a sustainable and 
inclusive civil society capable of responding effectively to the challenges of the modern time. The practical 
significance of this study is to use its findings to improve the interaction between the state and civil society, as 
well as to strengthen the effects of public associations on national security and minimise risks 
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Introduction
In the context of modern geopolitical challenges and 
internal transformations of Ukrainian society, the issue 
of the effects of public associations on the political com-
ponent of national security is of particular relevance 
and requires a thorough scientific and philosophical 
understanding. Considering the current geopolitical 
challenges and internal transformations of Ukrainian 
society, national security is of paramount significance. 

Copyright © The Author(s). This is an open access article distributed under the terms of the 
Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)

The role of civil society in ensuring political stability 
and democratic development of the state is of particu-
lar interest. Public associations are not only active par-
ticipants in socio-political life, but also indispensable 
tools for shaping security policy. Their influence on 
political processes is becoming increasingly significant, 
especially in the context of hybrid threats, European 
integration reforms and the need to strengthen state 
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security of Ukraine, as well as to develop recommenda-
tions for improving their interaction with state institu-
tions to strengthen the state’s resilience.

Materials and Methods
The study of the effects of public associations on the 
political component of Ukraine’s national security was 
conducted based on an integrated approach that in-
cluded qualitative and quantitative methods of analysis. 
The study employed general scientific methods, such as 
analysis and synthesis, which were used to identify the 
key factors of influence of public associations on the 
political component of national security; systematisa-
tion and generalisation, which were used to classify the 
principal trends in the development of civil society and 
mechanisms of its interaction with the state. Empirical 
methods in the form of content analysis of regulations 
and official documents helped to assess the current leg-
islative framework for the activities of public associa-
tions in the field of national security.

Comparative analysis was employed to investi-
gate the experience of the European Union, the Unit-
ed States and Canada in the context of involving civil 
society organisations in decision-making processes 
in the security sector. This study analysed a series of 
official documents, academic publications, and an-
alytical reports covering the issues of civil society 
and national security. Specifically, the Law of Ukraine 
No.  2469-VIII  (2024) and Decree of the President of 
Ukraine No.  392/2020  (2020), which play a key role 
in shaping the state security policy, were considered. 
Furthermore, the study used scientific monographs 
and articles in professional journals that analyse the re-
lationship between civil society and national security. 
Official documents and analytical reports of Ukrainian 
and international organisations, including the Verkhov-
na Rada of Ukraine, the Cabinet of Ministers of Ukraine, 
the UN, NATO, and the EU, were also considered. So-
ciological surveys on the level of trust in civil society 
organisations and their influence on political processes 
also formed a significant part of this analysis. The com-
parative analysis was conducted on the examples of 
Ukraine, Poland, Germany, the USA, and Canada. These 
countries were selected based on the following criteria:

 Elevated level of civil society development (USA, 
Canada, Germany).

 Similarity in transformation processes and ex-
perience of reforming the security sector (Ukraine, 
Poland).

 Existence of institutional mechanisms for inter-
action between civil society organisations and the au-
thorities in the field of national security.

The applied methods and stages of the study al-
lowed for a comprehensive assessment of the role of 
public associations in national security and formula-
tion of practical recommendations for improving the 
state policy in this area.

resilience. Therefore, a comprehensive study of the ef-
fects of civil society organisations on the political com-
ponent of national security is crucial.

The issue of interaction between civil society 
and the state in the context of national security has 
been studied by many researchers. V.P.  Horbulin & 
A.B.  Kachynskyi  (2021) analysed the participation of 
NGOs in overcoming crises and ensuring national secu-
rity. The study showed that civil society plays a signifi-
cant role in strengthening state institutions, especially 
during political and social transformations. Analysing 
the legal regulation of NGOs, H.M.  Markovych  (2023) 
emphasised the need to improve the legislative frame-
work to create an effective mechanism of interaction 
between the state and civil society in the security sec-
tor. S.A.  Sencha  (2020) emphasised that civil society 
organisations act as a catalyst for democratic develop-
ment, which is an essential factor in ensuring political 
stability and the state’s resilience to internal and ex-
ternal threats. It should be emphasised that the same 
act also defines the term “state security”. Having con-
ducted an extensive study of the correlation between 
the terms “state security” and “national security”, 
O. Turchenko & Yu. Hrutsenko (2024) concluded as fol-
lows: “The terms “national security”, “state security”, 
and “security of the state” are semantically related but 
not identical, the term “national security” is broader 
than the term “state security” and they are correlated 
as a whole and a component”. G.P. Sytnyk (2022) con-
cluded that “civil society is not an end in itself: it is a 
means of achieving a decent quality of life in a society 
where all conditions for self-realisation of the individ-
ual are created; it is a form of human community that is 
at a certain stage of development and meets the needs 
of individuals through work; it is a voluntarily formed 
association of individuals; it is a space of free individ-
ual communication protected by the necessary laws, 
where the values of citizens are respected”. B. Hrushet-
skyi (2024) noted that “civil society is a set of non-gov-
ernmental organisations that represent the will and 
interests of citizens”. It includes the family and the 
private sphere, i.e., the "third sector" of society, along 
with the state and business. One of the key conditions 
for ensuring social and political stability is the proper 
development of civil society. That is why, according to 
the Law of Ukraine “On the Fundamentals of National 
Security of Ukraine”, the creation of civil society is clas-
sified as a priority national interest.

Thus, the analysis of scientific sources showed 
the multidimensional effects of public associations on 
the political component of national security. However, 
questions persist regarding the effectiveness of inter-
action between the state and civil society, as well as 
the need to adapt international practices to Ukrainian 
context. The purpose of this study was to analyse the 
content, role, and mechanisms of influence of public 
associations on the political component of the national 
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Results and Discussion
As of 2024, according to Article 1 of the Law of Ukraine 
No.  3257-IX  (2023), the legislator defined public as-
sociations as follows: “A public association is a type of 
public self-organisation (of citizens and/or legal enti-
ties) that is created to implement public interests in 
the area defined by the charter, the direction of its ac-
tivities, as well as to satisfy and protect the legitimate 
common interests of its members” (Law of Ukraine 
No. 3257-IX, 2023). Furthermore, it is determined that 
the forms of implementation of public associations can 
be public organisations  – associations of individuals 
and public unions – associations of individuals and/or 
legal entities. Such organisations can exist both with 
and without the status of a legal entity. They may have 
diverse specifics in terms of scope of activity, geogra-
phy of operation, and other factors. Article 2 of the Law 
of Ukraine No.  3257-IX  (2023) makes provision that 
the scope of this Law does not apply to the activities 
of: “political parties; religious organisations; non-en-
trepreneurial companies established by acts of public 
authorities, other state bodies, authorities of the Au-
tonomous Republic of Crimea, local self-government 
bodies; associations of local self-government bodies 
and their voluntary associations; self-regulatory organ-
isations, professional self-government organisations; 
non-entrepreneurial companies (not being public asso-
ciations) established based on other laws”. At the same 
time, the relevant laws define, specifically, political par-
ties and religious organisations as other forms of vol-
untary public associations, but they are regulated by 
separate legislative acts, and accordingly, by their form 
they cannot be directly perceived as public associations 
(Law of Ukraine No.  3894-IX,  2024; Law of Ukraine 
No. 4017-IX, 2024; Law of Ukraine No. 2365-III, 2024). 
This is mainly due to aspects related to the specifics of 
the activities of such associations.

But no less significant is not only the formal at-
tempt to understand the content of the activities of 
public associations, but also their content. All the above 
types of organisations are aimed at satisfying the rights 
and interests of their members according to their statu-
tory objectives. From the formal legal standpoint, such 
organisations will be distinguished by the area related 
to satisfaction of their members’ interests. Special at-
tention should be paid to the activities of public associ-
ations that, considering the specifics of their activities, 
have acquired a special status and even have specialised 
legislation regulating their activities. These include the 
Ukrainian National Bar Association and Law of Ukraine 
No. 5076-VI (2024).

At the same time, the areas of activity and involve-
ment where public associations can influence the pro-
cesses related to the activities of already state institu-
tions are extremely extensive. Specifically, by taking 
part in public control councils, supervisory boards, 
advisory bodies, anti-corruption councils, and other 

collective bodies at various state-owned enterprises, 
institutions, organisations, and bodies, goals that are 
essential for the whole society, and not only for the cat-
egories of persons united within such a public associ-
ation, can be achieved. What is equally relevant is that 
by taking part in other forms of civic associations, such 
as trade unions, individuals involved in the activities of 
such organisations acquire a wide range of powers and 
opportunities related to the exercise of the rights of the 
group they represent (Confidence in the state,  2022). 
Such opportunities are presented both in the ability to 
influence the activities of individual enterprises, insti-
tutions, and organisations, as well as to influence the 
adoption or non-adoption of decisions within them, 
and at the national level through participation in the 
lawmaking process.

Hence, an interim conclusion can be drawn that 
despite the narrow legislative wording regarding the 
types of organisations that are considered public asso-
ciations, in fact, such associations are a broad category 
that will be primarily determined by the ability to carry 
out activities related to the protection of the rights and 
interests of members of such a community. According-
ly, it can be further assumed that a public association 
is a conditionally voluntary association whose main 
purpose is to perform actions aimed at protecting the 
rights and interests of such an association. It is vital to 
highlight the conditional voluntariness of such associa-
tions, since in the context of closed social groups, where 
not everyone can join them, there may be social, polit-
ical, and economic factors that will be associated with 
the possibility of obtaining more preferences with the 
maximum involvement of all possible persons in such 
an association. It follows that, despite the absence of 
direct coercion to join such an association, there will 
still be factors of indirect coercion, which may take the 
form of restriction of access to additional preferences, 
various forms of mobilisation, etc. This requires a more 
in-depth study but will be most representative in forms 
related to the activities of political parties, religious or-
ganisations, and trade unions. If an individual is not a 
representative of any of the majority communities, but 
represents a minority community, it is more likely that 
the rest of the community will disassociate itself from 
such a person (Law of Ukraine No. 1045-XIV, 2023).

In terms of national security, the legislator de-
fines it in Item 9, Part 1, Article 1 of the Law of Ukraine 
No. 3858-IX (2024) as “protection of state sovereignty, 
territorial integrity, democratic constitutional order, 
and other national interests of Ukraine from real and 
potential threats”. Item 10 of Part 1 of Article 1 of the 
same Law defines the national interests of Ukraine as 
follows: “the vital interests of a person, society, and the 
state, the fulfilment of which ensures the state sover-
eignty of Ukraine, its progressive democratic develop-
ment, as well as safe living conditions and the well-be-
ing of its citizens” (Law of Ukraine No. 3494-IX, 2023).
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It follows that the term “national security” itself 
is broader and covers areas and issues that are not 
covered by state security, because, as described ear-
lier, national security concerns not only institutional 
capacity, but also more general and significant cate-
gories and areas for the general public than the activi-
ties of institutions alone. The issue of national security 
was addressed in greater detail in terms of regulatory 
framework in the Decree of the President of Ukraine 
No.  392/2020  (2020). The Strategy, on the one hand, 
tries to provide answers to the most diverse sets of 
questions that may arise, considering the set of com-
ponents of national security defined by the legislator, 
namely: state sovereignty, territorial integrity, demo-
cratic constitutional order, and other national interests. 
It is in the context of national security that the issue of 
protection of the above categories from real and poten-
tial threats is considered. In turn, threats, on the one 
hand, are factors, phenomena, trends that may make it 
impossible and/or challenging to implement national 
values and interests, as follows from the provisions of 
the Law on National Security.

On the other hand, the threats identified in Decree 
of the President of Ukraine No. 392/2020 (2020), the 
Law of Ukraine No.  3858-IX  (2024), there is a wide 
range, including climate change and the effects on the 
natural environment; inequality and imbalance of de-
velopment; rapid technological change; the spread of 
international terrorism and organised criminal groups, 
religious and ideological fundamentalism, and related 
phenomena; problems in a series of essential areas of 
state activity (information, healthcare, social protec-
tion); global uncertainty and unpredictability; new 
forms of global “polarity”; escalation by the Russian 
Federation (the aggressor state); hybrid forms of ag-
gression against Ukraine; violations of human rights 
and freedoms; inefficiency of state bodies, as well as 
many other factors defined in Decree of the President of 
Ukraine No. 392/2020 (2020). Notably, both the Law of 
Ukraine No. 3858-IX (2024) and the Decree of the Pres-
ident of Ukraine No. 392/2020 (2020) allocate a crucial 
place in the national security system to an individual, 
their well-being and interests. Together with other 
things, it is assumed that it is the context of a person’s 
perception of the state and society as an indisputable 
factor in ensuring their existence in the context of the 
ability to exercise rights and interests that can be con-
sidered a sign aimed at strengthening national security.

V.M. Shamrayeva (2018) summarised the common 
approaches and understanding of the security category 
as follows: “If we systematise the existing definitions 
of security, one can distinguish three key approach-
es to understanding the essence of this phenomenon. 
The first approach implies understanding security as a 
multidimensional state. This understanding of securi-
ty is typical for most modern researchers and implies 
a refusal to consider it only as the absence of external 

threats to the state from other states. The second area 
involves considering security as an idea of what such 
a state should be and what it actually is. For example, 
security is a state of stable functioning and reproduc-
tion of a social object/subject, which is supported by 
a special institutional environment. Therewith, “repro-
duction” means the repetition in time and space, in the 
sequence of generations, of the structural, functional, 
and semantic characteristics of a social object/subject, 
taken in their dynamic relations with the environment.  
The third area lies in defining the essence of the phe-
nomenon of security involves the allocation of mecha-
nisms to ensure it” (Law of Ukraine No. 3858-IX, 2024).

The current state of influence of public associa-
tions on the political component of Ukraine’s national 
security is characterised by a dialectical unity of op-
portunities and challenges. On the one hand, there is 
a strengthening of democratic control over the secu-
rity sector, promotion of Ukraine’s Euro-Atlantic inte-
gration, and increase of society’s resilience to hybrid 
threats. On the other hand, there are risks of politici-
sation and radicalisation of certain public associations, 
the possibility of using public structures to promote 
external interests, and the potential fragmentation of 
society along ideological lines (Yevdokymenko, 2021). 
When considering development prospects, several key 
trends should be considered. Deepening digitalisation 
of civic activity expands opportunities for influence 
but also creates new challenges for cybersecurity. The 
strengthening of transnational ties of Ukrainian NGOs 
contributes to Ukraine’s integration into the global 
democratic space. The growing role of think tanks in 
shaping national security policy improves the quality of 
decision-making. The development of mechanisms of 
state-public partnership in the field of national securi-
ty optimises the use of public resources. The effects of 
NGOs on the political component of Ukraine’s nation-
al security is a complex phenomenon characterised by 
multidimensionality and dynamism. Effective use of the 
positive potential of this influence while minimising 
risks requires the development of adaptive public ad-
ministration strategies based on the principles of open-
ness, inclusiveness, and strategic partnership between 
the state and civil society.

Furthermore, the Law of Ukraine No.  2469-
VIII  (2024) regulating the foundations of national 
security prescribes a significant role of civil society 
in strengthening the security of the state. Within the 
framework of this law, civil society organisations can 
become not only active participants in formulation of 
security policy, but also valuable tools for monitoring 
and public control over its implementation. The law 
stipulates that the security of the state depends on the 
active participation of society in discussing strategic 
issues such as defence, state security, and protection 
of citizens’ rights and freedoms. The Law of Ukraine 
No.  4572-VI  (2024) addresses the mechanisms of  
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legitimisation and functioning of public associations 
in Ukraine. The law guarantees the right of citizens 
to establish organisations that can influence various 
spheres of life, including the political component of 
national security. The legislative definition of the func-
tions of CSOs enables them to act as partners of the 
state, but in practice it is vital to strike a balance be-
tween the rights of CSOs and the need to control them 
in the face of threats to national security. The Law of 
Ukraine No.  987-XII  (2024) is significant in the con-
text of the influence of religious and other public as-
sociations on political processes. The components of 
this law, specifically, relate to the rights of citizens to 
freedom of conscience, which underlies the activities 
of religious and non-governmental organisations. At 
the same time, the law introduces restrictions on the 
political activities of religious organisations to prevent 
them from undermining national security through 
their overly active participation in political processes. 
In the case of the involvement of religious associations 
in political activities, the law defines clear boundaries 
to ensure the stability and integrity of national secu-
rity policy. The Resolution of the Cabinet of Ministers 
of Ukraine No. 996 (2023) is an important instrument 
for ensuring the participation of public associations in 
the formulation of policies related to national security. 
According to this resolution, the executive authorities 
are obliged to conduct a dialogue with the public, spe-
cifically through consultations with organisations rep-
resenting the interests of the general public. This al-
lows considering the opinions and proposals of public 
associations when making decisions on major national 
security issues and contributes to the development of 
policies that meet the interests of all citizens.

Thus, the legal framework governing the activities 
of public associations in Ukraine defines their role in 
shaping the political component of national security. 
However, the exercise of these rights in the context of 
security requires not only legal support, but also clear 
monitoring and control by the state to avoid potential 
threats that may arise from underestimating the influ-
ence of CSOs on political processes in the country. After 
analysing the legislative acts of Ukraine that regulate 
the activities of civil society organisations in the field of 
national security, it is advisable to consider concrete ex-
amples of such organisations, their role in the political 
process and the current state of functioning.

One of the most influential civic associations that 
has a significant political effect on the national security 
of Ukraine is the CHESNO Movement. Its activities are 
aimed at monitoring political integrity, fighting cor-
ruption, and increasing transparency in public admin-
istration. CHESNO actively influences the political dis-
course, contributing to the formation of public demand 
for fair elections and good governance. Another exam-
ple is the Anti-Corruption Action Centre (AntAC), which 
plays a key role in exposing corruption schemes in the 

highest echelons of power. Through its active advocacy, 
the AntAC manages to influence the legislative process, 
specifically, the adoption of anti-corruption laws and 
mechanisms for monitoring their implementation. The 
Centre for Defence Reforms is particularly significant 
in security policy. The organisation develops strategic 
approaches to strengthening Ukraine’s defence capabil-
ities, promotes the implementation of NATO standards, 
and generates public demand for security sector reform.

Civil society in Ukraine demonstrates a prominent 
level of activity, especially in the context of a full-scale 
war. Not only do civil society organisations take part in 
political control and the development of legislative ini-
tiatives, but they also act as a mobilising factor in crisis 
situations. The war has led to increased self-organisa-
tion of the population, which has manifested itself in 
the creation of volunteer movements, such as Come 
Back Alive and the Serhiy Prytula Foundation, which 
not only support the Armed Forces of Ukraine but also 
influence political decisions on military aid. At the same 
time, there are challenges, including the risk of politici-
sation of NGOs and their use in internal political strug-
gles, as well as the threat of external influence through 
funding of certain organisations by pro-Russian enti-
ties. In the long term, further strengthening of the role 
of civil society can be expected in the national security 
sector. The key trends include:

 Strengthening the digital interaction between civ-
il society and the state, which will facilitate the rapid ex-
change of information and control over the authorities.

 Increased international support for Ukrainian 
civil society organisations, which opens opportunities 
for training, exchange of practices, and resource mobi-
lisation for the development of democratic institutions.

 Deepening public-private partnerships in de-
fence and security, which will enable better coordina-
tion between the government and an active civil society.

 Prior to the outbreak of full-scale war, civil soci-
ety organisations mainly focused on public administra-
tion reform, fighting corruption, and promoting demo-
cratic standards. During the period of martial law, their 
focus shifted considerably towards the security and 
defence sector. There has been an active involvement 
of civic initiatives in supporting the army, information 
warfare, countering propaganda, and helping internally 
displaced persons.

Thus, modern public associations play a significant 
role in ensuring the political component of Ukraine’s 
national security. Their activities form an integral part 
of democratic processes, contribute to the strength-
ening of state institutions, and increase the resilience 
of society to internal and external threats. To summa-
rise, the concept of national security is multifaceted 
and, specifically, considering the context of Ukraine, 
it involves a response to security threats. In other 
words, national security can be viewed as the absence 
of threats to state sovereignty, territorial integrity,  
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democratic constitutional order, vital interests of a 
person, society, and the state, which, specifically, will 
be expressed through welfare and sufficient condi-
tions for a comfortable existence.

The above suggests that the perception of a certain 
factor as one that can affect a certain group of people 
and, accordingly, society can already be considered a 
factor of national security. Equally significant is what 
can be considered the political component of national 
security. The authors were unable to find any studies 
that would define the political component of national 
security among others. At the same time, the available 
sources allowed formulating the following. Consider-
ing the circles of actors available in the Law of Ukraine 
No.  3858-IX  (2024) and Decree of the President of 
Ukraine No.  392/2020  (2020), as well as the already 
studied understanding of national security itself, it can 
be assumed that the political component of national se-
curity is a set of actions, processes, and mechanisms re-
lated to decision-making necessary to achieve the goals 
of national security, i.e., to meet the security needs of a 
person, society, and the state. In the context of the sub-
ject under study, let the focus be on the contexts of in-
teraction between public associations and government 
institutions to formulate and implement such actions, 
decisions, and policies aimed at achieving the stated 
goals. At the same time, it is equally significant to con-
sider how the activities of various forms of civic associa-
tions can affect aspects of both the political component 
of national security and the national security overall.

A separate aspect of the issue under study is the 
role of civil society in the context of influencing the 
state, and hence another question is whether civil so-
ciety includes public associations. Based on the above, 
it can be concluded that civil society is more a form of 
achieving the goals and interests of representatives of 
this society, citizens, specifically, through the formation 
of ties and which can be represented through various 
organisations whose activities may be related to the in-
terests and rights of their members. Other approaches 
to understanding civil society may also involve present-
ing it in the context of a social network of active society 
actors, an environment of people interested in change, 
etc. Accordingly, public associations are, arguably, a more 
institutionalised form of achieving the interests and ex-
ercising the rights of persons who are representatives of 
such associations, but it cannot be argued that the terms 
"civil society" and "public associations" are identical. 
However, public associations are a component of civil 
society. That is, the one where citizens can and should 
influence decisions, policies, and processes in the state.

This suggests that the mere existence of public as-
sociations will not mean the existence of civil society. 
At the same time, independent civic associations can 
be called an institutionalised form of civil society. Civil 
societies themselves may well be distinguished from a 
set of other entities that are interested in certain results 

of the activities of certain authorities, enterprises, insti-
tutions, and organisations. The basic advantage of civic 
associations over such entities may be more extensive 
rights and powers; greater efficiency is possible due to 
the synergy of activities of a larger number of entities 
within one organisation that are interested in the same 
result. First of all, in essence, civil society will consist 
of the same actors that already influence the formation 
of policies, strategies, and laws within the state in oth-
er ways. As such, almost every citizen who, in theory, 
can invest their time and efforts to promote and fulfil 
their interests can be considered a civil society actor. 
The only way to influence other branches of power is 
through periodic involvement, namely through the 
electoral process, and, accordingly, delegation of their 
rights to govern the state to representatives.

The problematic point of this issue is that during 
the inter-election period, direct participation of citizens 
in decision-making processes is severely minimised, 
and, accordingly, another question arises, namely, the 
quality of actions or decision-making by elected rep-
resentatives. The role of civil society in the period not 
related to the expression of citizens’ will may consist in 
prompt intervention in decision-making processes and 
certain actions, providing their personal assessments. 
In other words, it can perform an auxiliary, monitoring 
function, which, first of all, enables a more transparent 
decision-making processes related to mechanisms and 
processes at the state level. Previously, the study typol-
ogised civic associations by type, but their specificity 
is extremely multifaceted and requires an even broad-
er typology than presented previously. The following 
studies will try to understand more specifically the ty-
pology and categorisation of such associations.

Currently, according to the State Statistics Service 
of Ukraine as of 1  January  2023 and Detector Media, 
there are 99,556 public organisations; 28,757 trade un-
ions; 27,091 religious organisations; 26,846 charitable 
organisations; 2,212 associations of public associations 
(public unions); 1,762 bodies of self-organisation of the 
population, 318  creative unions (2022  Sustainability 
index...,  2023). According to the Ministry of Justice of 
Ukraine,  365 political parties are currently registered 
(The Ministry of Justice of Ukraine, 2021).

To summarise all the above, public associations, by 
their very nature, act as mediators between the state 
and society, and individual components of this socie-
ty – social groups and people. Notably, there are many 
forms of influence on political security. Both through 
the direct activities of public associations according to 
their statutory objectives and by joining bodies that can 
develop policies and strategies, rules, and provide their 
assessment of the events taking place. These bodies 
include those already mentioned above: advisory and 
consultative bodies, public control councils, anti-cor-
ruption councils, supervisory boards, etc. In turn, the 
influence of civil society organisations on the political 
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component of national security can be extremely mul-
tifaceted and expressed through positive, neutral, and 
negative factors. Positive factors include:

Strengthening democracy and civil society. This fea-
ture can be expressed in more active participation of civ-
il society organisations and, accordingly, their involve-
ment in decision-making processes, development of 
policies and strategies. Taken together, the involvement 
of representatives of civil society organisations in more 
complex processes can contribute to the formation of 
relevant values of a democratic society, which largely 
depends on the perception of the rest of society, as well 
as to a deeper understanding (awareness) of the pro-
cesses taking place in the state, as well as to the acqui-
sition of new knowledge and skills by representatives 
of such organisations. If the processes associated with 
such participation are sufficiently publicised, the forma-
tion of political culture and consciousness among citi-
zens both associated with such associations and those 
operating outside such associations may take place.

Accountability and publicity, control over govern-
ment activities. The involvement of public associations 
directly or indirectly in the processes related to the 
development or implementation of political initiatives 
will primarily mean systematic monitoring of such ac-
tivities, and, accordingly, control over the correctness 
and impartiality of such processes. In some cases, this 
applies to both monitoring and follow-up actions relat-
ed to compliance with the established rules, countering 
fraud with taxpayer funds, preventing the emergence or 
disclosure of conflicts of interest and corruption. Sys-
tematic monitoring and, as a result, publicity of political 
processes leads to an increase in the level of transpar-
ency and accountability of government authorities, en-
terprises, institutions, and organisations, regardless of 
the will of their management.

Inclusion and articulation of interests of different so-
cial groups. Through the participation of civic associa-
tions in such processes, various social groups that may 
not otherwise be represented are represented. Another 
side of the issue is the possibility of an easier form of 
communication on issues that may concern individuals 
directly with representatives of such public associa-
tions, and as a result, the ability to take actions aimed 
at realising the interests of formally unrepresented 
categories of people. Furthermore, in this way, a more 
objective form of pluralism can be achieved in discus-
sions, decision-making, and implementation.

Expert engagement. Considering a series of restric-
tions related to the civil service, specifically, those de-
termined by the anti-corruption legislation, there is a 
question of motivation to take part in political process-
es. Involvement of public associations and civil society 
can create conditions under which experts from differ-
ent fields can join such processes without being sub-
ject to the duties and restrictions imposed by the civil 
service and representative mandate. Furthermore, it is 

the expertise in such processes that allows considering 
other, alternative ways to resolve complex or ambigu-
ous situations that may affect various categories of the 
population in some way.

Political mobilisation of citizens. The active role of 
civil society and public associations in the processes 
under study can draw citizens’ attention to possible 
problems or extraordinary situations more quickly in 
times of crisis. Furthermore, the speed of bringing peo-
ple together and creating a public outcry on problem-
atic issues is a crucial factor in the context of society’s 
resilience to possible external threats.

Neutral factors include the following:
Issues of motivation of public associations. It is im-

possible to predict the purpose and goals, motivation, 
and possible consequences of engaging in processes 
and institutions that have the authority to make deci-
sions, develop policies, and control them. There can be 
both extremely idealised ideas about the purpose and 
role of a particular civic association in a certain process, 
and extremely pragmatic ones, specifically, in terms of 
gaining political points or promoting the interests of 
certain groups with major restrictions on the interests 
of other groups.

Financing the activities of public associations. In 
most cases, civic associations carry out their activities 
on their personal initiative and without sufficient or no 
funding for their activities. Accordingly, the issue of re-
muneration and reimbursement of expenses of repre-
sentatives of such organisations may not be raised at all, 
and the necessary needs may be covered by their own 
income. Although this is not a problem in individual cas-
es, the presence of such a factor may serve as a corrup-
tion risk associated with the possibility of influencing 
the ability to take part in certain processes objectively 
and impartially, which will primarily depend on the do-
nors of such an organisation and such representatives.

Cyclical activity of public associations. Considering, 
specifically, the above factor, it is essential to focus on 
the cyclical nature of the activity of civic associations. 
Some issues may arouse more interest, while at the 
same time, if there is an excessive saturation of same-
type issues, a certain tolerance to them will be formed, 
and, accordingly, the desire to resolve such issues. 
Moreover, it is noticeable that activity is usually asso-
ciated with electoral or crisis processes. Specifically, 
the increase in the activity of public associations in the 
period after 2014, as well as on 24  February  2022 in 
Ukraine, is associated with crisis moments.

The negative factors include the following:
1. Manipulation and abuse. In some cases, public as-

sociations can use their status and involvement in certain 
mechanisms of public control to create a more positive 
image for themselves and destroy the reputation of oth-
er individuals and institutions. A separate risk may be 
the ability to influence the adoption of certain decisions, 
which ultimately creates the basis for corruption risks.
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2. External influence. It is often impossible to trace 
the influence on the activities of individual public as-
sociations. However, financing of the activities of such 
associations or other possible forms of dependence on 
a beneficiary who is not a resident of Ukraine or certain 
groups of influence within the territory of Ukraine will 
considerably affect both the values and goals of such an 
association and possible actions or inaction.

3. Conflicts and paralysis of government institu-
tions. Currently, national legislation provides for a 
series of possibilities that can be used to paralyse the 
activities of individual enterprises, institutions, and 
organisations. Specifically, by organising strikes, sub-
mitting multiple appeals and inquiries, forcing them to 
focus on certain issues, etc.

4. Radicalisation and fragmentation of society. Di-
viding society into right and wrong groups, calling for 
something to be done in a more or less correct man-
ner, and trying to distinguish between friends and foes. 
This example can also be viewed through the lens of 
the activities of already banned political parties and 
religious organisations.

Notably, the presence of certain factors of influence 
of civic associations on political security cannot be de-
cisive in the shaping of policies aimed at restricting the 
activities or, on the contrary, expanding the powers of 
such associations. For instance, most of the surveyed 
associations may have the status of non-profit organ-
isations. In the context of national legislation, there is 
no specific reporting or control over the activities of 
most types of associations. On the one hand, one can 
see unambiguous advantages: the absence of factors 
that would determine the ability of the state or its indi-
vidual representatives to influence the activities of such 
associations through regulatory or monitoring actions. 
A conditional trade union or religious organisation will 
not be legally liable for the fact that it has committed an 
act related to its statutory purpose. At the same time, 
there are also disadvantages, as the lack of control as 
such leads to the possibility of certain fraud.

But here, most importantly, it is essential to em-
phasise that public associations are only a tool that can 
be used more or less successfully to achieve the goals 
set by the community of such an association. In some 
cases, a community, in some parishes, in some labour 
collectives, or a hundred other variations. In recent 
years, there have been a series of successful examples 
where public associations have significantly positively 
influenced the development of civil society in Ukraine, 
and, accordingly, the involvement of the population in 
state-building processes. It is worth highlighting the 
experience of the Civil Oversight Council at the Na-
tional Anti-Corruption Bureau of Ukraine (COC NABU), 
which demonstrates an effective model of interaction 
between civil society and the state in the field of com-
bating corruption. This practice contributes to increas-
ing the transparency, accountability, and efficiency of 

the anti-corruption agency, as well as strengthening 
public trust in state institutions. The COC model can be 
adapted and applied to other state bodies, which will 
contribute to the development of democracy and civil 
society in Ukraine.

Other equally successful examples are the activi-
ties of the Chesno movement in the context of ensuring 
transparency in political processes or the Committee 
of Voters of Ukraine, which has been conducting mon-
itoring and analytical activities to assess the political 
process for decades. In the context of historical retro-
spective, it can be noted that at the beginning of their 
formation, civic associations could face criticism and 
threatening perception from the current government. 
In the context of further historical development, it was 
the high-quality advocacy of the interests of representa-
tives of such groups that enabled considerable changes 
in political processes, but later this was also expressed 
in a broader unification around new social norms. For 
example, let us consider the path to eliminating racial 
segregation in American society.

Public associations as institutional agents of so-
cial transformations represent a complex system of 
collective action characterised by the ability to re-
configure the socio-political space through a targeted 
communication strategy and mobilisation of collective 
resources (Lipkan,  2006). Their evolutionary trajec-
tory is determined by a set of internal and external 
factors, among which the socio-cultural context, the 
level of institutional capacity and the nature of the po-
litical regime are dominant. Empirical cases of social 
movements demonstrate the multivariate nature of 
the mechanisms of influence of public associations on 
social transformations. Specifically, the historical ex-
amples of the anti-colonial movement in India, the civil 
rights movement in the United States, and the trade 
union movement in Poland illustrate the potential of 
collective action in dismantling discriminatory insti-
tutional practices and legitimising new social norms. 
The defining attributes of such movements are strate-
gic communication, the ability to mobilise horizontally 
and produce an alternative social narrative.

The study of this issue requires the integration of 
different methodological approaches, including sys-
temic analysis to understand the relationship between 
civil society and state institutions, institutional ap-
proach to study formal and informal rules of interac-
tion, and social constructivist approach to study the for-
mation of identities and narratives in the public sector 
(Korniyevskyi, 2008). At the same time, it is critical to 
understand the international context of interaction be-
tween civil society organisations and the authorities, as 
well as the effects of such associations on the formation 
of national security in different countries. Perhaps the 
first thing to be noted is the traditions of functioning 
of various political parties and movements in ‘old’ de-
mocracies. Specifically, the most frequently mentioned  
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examples are those of the United States of America (the 
USA), the United Kingdom of Great Britain and North-
ern Ireland (the UK), France, Germany, and Poland as 
representatives of integrated liberal democracies. At 
the same time, one should not forget about other coun-
tries where pluralism of political opinion is widespread.

In the USA, civil society exerts a significant influ-
ence on security policy through an extensive network 
of think tanks, human rights organisations, and social 
movements (Political Parties in America, n.d.). Her-
itage Foundation, Brookings Institution, RAND Cor-
poration  – think tanks that develop national security 
strategies, analyse military threats and assess geopo-
litical challenges. National Endowment for Democracy 
(NED)  – supports democratic movements around the 
world, which contributes to strengthening US securi-
ty through the spread of democratic values. Electronic 
Frontier Foundation (EFF) – protects cybersecurity, civ-
il liberties on the Internet, and fights against state and 
corporate control over the digital space.

In the UK, civil society organisations actively engage 
with government institutions in the areas of defence, 
information security, and counter-extremism. Chatham 
House (Royal Institute of International Affairs) is an 
influential think tank that studies global challenges, 
including hybrid threats and foreign policy. Institute 
for Strategic Dialogue (ISD) – specialises in combating 
disinformation and radicalisation and works on coun-
ter-terrorism programmes. Privacy International  – an 
organisation that protects citizens from excessive gov-
ernment and corporate surveillance, promotes human 
rights in the field of cybersecurity.

French NGOs have traditionally worked on human 
rights issues, fighting corruption, and increasing soci-
ety’s resilience to security threats. Institut Montaigne 
is a think tank that develops strategies for national se-
curity, counter-terrorism and defence policy. Reporters 
Without Borders (RSF) is an international organisation 
that ensures freedom of speech, fights censorship, and 
disinformation, which is significant for the country’s 
information security. SOS Racisme is an internation-
al organisation that fights against the radicalisation 
of young people, preventing social conflicts that could 
destabilise the internal situation in France.

German civil society has a strong influence on pub-
lic policy through think tanks, anti-corruption initia-
tives, and social movements. The Stiftung Wissenschaft 
und Politik (SWP) is one of the leading think tanks 
dealing with defence, international security and geo-
political challenges. Transparency International (TI) is 
a global anti-corruption organisation based in Berlin 
that influences the development of transparency and 
anti-corruption policies in government. Friedrich Ebert 
Stiftung (FES) and Konrad Adenauer Stiftung (KAS) are 
political foundations that support democratic process-
es and political system stability through expert activi-
ties and international cooperation.

Poland, having a comparable transformation expe-
rience to Ukraine, is actively developing civil society, 
which greatly influences the country’s security policy. 
National Freedom Institute is a research centre that 
analyses threats to national security and develops strat-
egies to strengthen Poland’s defence capabilities. Fun-
dacja Panoptykon – an organisation dealing with cyber-
security, human rights in the digital space and personal 
data protection. Centrum Analiz Strategicznych (CAS) is 
a think tank specialising in defence policy, energy secu-
rity and countering hybrid threats.

Civil society plays a key role in ensuring the national 
security of democratic states, performing the functions 
of public control, fighting corruption, protecting human 
rights, and countering hybrid threats. Overall, civil so-
ciety in liberal democracies is an essential element of 
the political component of national security, ensuring 
its stability by controlling the government, promoting 
transparency of political processes, and countering in-
ternal and external threats (Kopan & Melnyk,  2024). 
There is a widespread perception that only two political 
forces – the Republican and Democratic parties – are in-
volved in the political process and, accordingly, in deci-
sion-making in the United States. At the same time, there 
are a series of conventional ‘third’ parties, including the 
Green Party, Libertarians, the Constitution Party, and the 
Natural Rights Party. The US political system is largely 
based on aspects related to compromise and the ability 
to negotiate and cooperate. Specifically, decision-mak-
ing processes involve the involvement of supporters of 
different ideas, but with the purpose of achieving more 
meaningful outcomes in each situation. As such, in a 
particular component of socio-political issues, both op-
portunities and threats, Republicans and libertarians 
may have a shared vision of how to resolve situations.

A series of civic and charitable organisations 
should be singled out, which, despite fulfilling the di-
rect statutory objectives of the organisations, such as 
Feeding America (n.d.) or Human Rights Watch (HRW), 
are associated with the immediate context of humani-
tarian and human rights missions, there is also a con-
text of political inclusion of such organisations. Specif-
ically, the processes aimed at communication between 
the population and such organisations allow for a more 
qualitative study of the level of satisfaction with the sit-
uation depending on the specifics of the organisation’s 
activities. The research of HRW allows further identi-
fying trends inherent in different territories where hu-
man rights violations are committed. It is in the con-
text of this organisation’s activities that the ability of 
non-governmental organisations to influence not only 
the decision-making process in a particular country, 
but also the formation of international security policies 
can be emphasised.  Thanks to HRW’s activities, many 
cases of violence and impunity become known to the 
world, which allows for policy changes and justice to be 
achieved. HRW protects human rights in 100 countries 
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by investigating human rights violations, publicising 
them, and putting pressure on governments and inter-
national organisations to hold perpetrators accounta-
ble (Human Rights Watch..., 2024). The principal areas 
of HRW’s activities are as follows:

1. Monitoring and investigation. Documentation of 
war crimes, torture, censorship, political persecution. 
Use of satellite imagery, interviews with eyewitnesses, 
and forensic examinations to collect evidence.

2. Publicity and international pressure. Publication 
of reports and analyses on human rights violations. In-
teracting with the UN, EU, International Criminal Court 
and governments to implement sanctions or reforms.

3. Legal accountability of the perpetrators. Preparing 
the evidence base for trials of war criminals and dicta-
tors. Promoting the adoption of resolutions and legisla-
tive initiatives to strengthen legal protection of people.

Feeding America is one of the largest charitable or-
ganisations operating in the United States. Its primary 
mission is to fight hunger. In its turn, the organisation’s 
activities are not limited to providing food to the pop-
ulation but also manifest themselves in the form of ad-
vocacy for legislative changes and research to identify 
trends. Taken together, this enables the US government 
to develop more effective programmes to support the 
population. At the same time, the specifics of the ac-
tivities of such organisations will also largely depend 
on who creates the organisation’s resource base. More 
grassroots organisations can use the financial and hu-
man resources that are generated by the will of a wider 
mass of supporters of the organisation. In turn, the ac-
tivities of organisations with a more expert orientation 
will largely depend either on the will of the experts in-
volved in the activities of such organisations or on the 
resources provided by individual donors. As such, in 
both contexts, there are both advantages and risks asso-
ciated with the functioning of such organisations and the 
influence they can exert on policy and decision-making.

In the UK, civil society organisations and initiatives 
play an equally significant role in ensuring aspects of 
national security. Organisations such as Amnesty Inter-
national UK, specifically, are actively engaged in human 
rights activities and campaigns aimed at violations of 
human and civil rights, both domestically and inter-
nationally, which to some extent defines a common 
range of interests with HRW. Other human rights or-
ganisations, such as Liberty, are no less significant in 
the context of the specifics of the lawmaking process in 
the UK. Specifically, this organisation focuses its activ-
ities on the protection of individual human rights and 
freedoms. Since 1934, its campaigns have often been of 
an advocacy nature, aimed at preventing the adoption 
or demand for amendments to legislation that, in the 
opinion of the organisation’s functionaries, is associat-
ed with threats to the enjoyment of human rights and 
freedoms (Liberty, n.d.). Another type of organisations 
that significantly influence not only aspects related to 

the decision-making process or policies, but also direct-
ly interact with employers are independent trade un-
ions. In the UK, for instance, this is the Unison trade un-
ion, which protects the rights of employees in the public 
sector and provides advocacy for the interests of union 
members (Kikinchuk, 2017).

In Canada, civil society exercises major influence on 
security policy through an extensive network of think 
tanks, human rights organisations and social move-
ments. The Canadian Global Affairs Institute (CGAI) 
is one of the leading think tanks dealing with defence 
policy, international security, and geopolitical challeng-
es. Macdonald-Laurier Institute is a research organisa-
tion that analyses national security strategies, hybrid 
threats, and international relations. CIGI (Centre for 
International Governance Innovation) is a think tank 
that develops policy in the areas of global governance, 
cybersecurity, and international law. Canadian human 
rights organisations also actively contribute to national 
security through advocacy for human rights, cyberse-
curity, and transparency in government processes. Ca-
nadian Civil Liberties Association (CCLA) defends civil 
liberties, including freedom of speech, personal data 
protection and digital rights. OpenMedia is a civil soci-
ety organisation that fights for internet freedom, data 
privacy, and protection from excessive government sur-
veillance. Amnesty International Canada works to pro-
tect human rights, counteract censorship, and author-
itarian tendencies in the field of information security.

Canadian civil society organisations also play a role 
in combating disinformation and the influence of exter-
nal threats. DisinfoWatch is an initiative that analyses 
information manipulation, identifies fake news, and 
promotes media literacy. The Munk School of Global 
Affairs & Public Policy is a research centre that studies 
information security, global conflicts, and strategies for 
responding to hybrid threats. Canada is also known for 
its charitable organisations that influence social securi-
ty and stability of society. Canadian Red Cross provides 
humanitarian assistance, responds to crisis situations 
and promotes social resilience. The Canadian Food-
grains Bank is a charity that fights hunger and devel-
ops food security strategies. Canadian labour unions 
also play a vital role in protecting workers’ rights and 
maintaining the stability of society. The Canadian La-
bour Congress (CLC) is the country’s largest trade un-
ion organisation, working on social issues, labour rights 
and economic security. Unifor is an independent trade 
union representing workers in various sectors of the 
economy, including defence and energy.

Canada’s civil society plays a key role in ensuring 
national security by performing the functions of public 
oversight, fighting corruption, protecting human rights, 
and countering hybrid threats. An essential aspect is 
its ability to influence political processes, promote 
transparency, and strengthen democratic institutions. 
The findings of the study confirmed the considerable 
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influence of civil society organisations on the politi-
cal component of Ukraine’s national security, which is 
consistent with the findings of other researchers who 
examined analogous aspects. Specifically, it was found 
that civil society plays a catalytic role in democratic 
processes, promotes transparency in decision-making, 
and strengthens the state’s resilience to hybrid threats. 
After the Revolution of Dignity in 2014, Ukrainian civil 
society organisations greatly intensified their activities 
in the field of political control, influencing legislative 
initiatives and anti-corruption policy mechanisms. This 
study also confirmed this trend, specifically, through 
the example of organisations such as the Anti-Corrup-
tion Action Centre and the CHESNO Movement. Civil 
society organisations in Central and Eastern European 
countries, including Poland, play a key role in shaping 
anti-corruption policy and promoting European inte-
gration processes. The present findings confirmed this 
trend, as the activities of CSOs in Ukraine are also aimed 
at increasing government transparency and fighting 
corruption, which is an essential aspect of Euro-Atlan-
tic integration. The analysis in this study has revealed 
similar risks, especially in the context of martial law, 
when civic initiatives can be used for external influence 
through disinformation campaigns or funding of indi-
vidual organisations. Thus, the findings of the study are 
consistent with the general trends in the development 
of civil society organisations in democratic countries 
but point to specific challenges for Ukraine.

To summarise the above, it is worth noting that 
in their totality, public associations are a rather broad 
concept that essentially covers the interests of citizens 
in all sectors of the economy. It is also undeniable that 
the organised activities of public associations have 
quite considerable prospects for the ability to influence 
decision-making processes, as well as in cases related 
to changes in policies in force in a concrete country or 
region. There are still risks associated with possible 
politicisation of certain types of CSOs, fragmentation 
of society, or external influence. At the same time, the 
trends related to the promotion of democratic values, 
transparency and accountability, influence on poli-
cy-making and representation of different social groups 
are extremely positive, allowing for closer to pluralism 
and inclusiveness in the decision-making process.

Conclusions
The study analysed mainly how and on what grounds 
different types of public associations function in 

Ukraine, although the topic is extremely broad in 
scope, it can be noted that the topic has prospects for 
further research in the context of a clearer definition 
of the risks associated with interaction or lack of in-
teraction between public associations and the author-
ities, as well as ways to prevent the fragmentation 
of society or the spread of influence through the so-
called "agents of influence".

The study identified key aspects of the effects 
of public associations on the political component of 
Ukraine’s national security. The study analysed the leg-
islative regulation of their activities, the mechanisms of 
interaction with the authorities, and the key challeng-
es that arise during this interaction. It was found that 
public associations play a vital role in shaping public 
policy, democratic control over the activities of the au-
thorities, and increasing the level of transparency of 
management processes. Particular attention was paid 
to the analysis of specific NGOs, such as the CHESNO 
Movement, the Anti-Corruption Action Centre, the Cen-
tre for Defence Reforms, and the Reanimation Package 
of Reforms, which influence political processes through 
monitoring, advocacy, and the development of analyt-
ical recommendations. The study also emphasised the 
role of volunteer initiatives (Come Back Alive, Serhiy 
Prytula Foundation), which, under martial law, have 
substantially increased the influence of civil society on 
decision-making in the security and defence sector.

It was found that the current state of public associ-
ations in Ukraine is characterised by a prominent lev-
el of activity, especially during martial law. However, 
there are risks of politicisation, external influence, and 
fragmentation of society, which requires the develop-
ment of effective mechanisms of state regulation and 
partnership between the government and civil society.  
Promising areas of research are also the development 
of mechanisms to prevent social polarisation, strength-
en protection against external influence, and improve 
the regulatory framework for the activities of public as-
sociations in the field of national security.
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Аналіз факторів впливу діяльності громадських об’єднань  
на політичну складову національної безпеки України:  
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Анотація. У сучасних умовах геополітичних викликів та внутрішніх трансформацій роль громадських 
об’єднань у забезпеченні національної безпеки України набуває особливої актуальності. Метою 
дослідження був аналіз впливу громадських об’єднань на політичну складову національної безпеки та 
виявлення чинників, що сприяють або перешкоджають цій діяльності. Для досягнення мети використано 
методи аналізу, синтезу, порівняння та систематизації даних. Результати дослідження свідчать, що 
громадські об’єднання є важливими суб’єктами суспільного життя, які активно впливають на процеси 
прийняття рішень та сприяють демократичному розвитку держави. З’ясовано, що діяльність цих 
організацій забезпечує прозорість, підзвітність влади та сприяє плюралізму, що є необхідними умовами 
для ефективного управління та соціальної стабільності. Встановлено, що громадські об’єднання 
виконують низку функцій, зокрема представницьку, мобілізаційну, контролюючу та комунікативну, 
що дозволяє їм ефективно взаємодіяти як із владою, так і з громадянами. Аналіз українського та 
міжнародного досвіду засвідчив, що успішне функціонування громадських об’єднань залежить від рівня 
громадянської активності, нормативно-правового забезпечення їхньої діяльності та підтримки з боку 
держави. Водночас, виявлено ризики, пов’язані з політизацією громадських об’єднань, фрагментацією 
суспільства та можливим зовнішнім впливом, що може негативно впливати на національну безпеку. 
Запропоновано шляхи мінімізації зазначених ризиків, зокрема через удосконалення законодавства, 
підвищення рівня громадянської освіти та зміцнення механізмів взаємодії між громадянським 
суспільством і державними інституціями. Такий підхід сприятиме формуванню стійкого та 
інклюзивного громадянського суспільства, здатного ефективно реагувати на виклики сучасності. 
Практичне значення роботи полягає у використанні її результатів для вдосконалення взаємодії між 
державою та громадянським суспільством, а також посилення впливу громадських об’єднань на 
національну безпеку та мінімізації ризиків

Ключові слова: агенти впливу; профспілки; благодійні організації; громадянське суспільство; державна 
безпека
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Abstract. Given the growing significance of unmanned aerial vehicles in modern conflicts, the issue of legal 
regulation of their use under martial law is becoming increasingly relevant. The aim of this article was to identify 
the specific features of the administrative and legal approach to managing the radio frequency resource for 
unmanned aerial vehicles (UAVs) in the context of armed conflict and heightened threats of electronic warfare. 
To achieve this aim, methods of legal framework analysis, comparative legal approach, and systemic analysis of 
security challenges in frequency regulation were employed. The article provided a comprehensive study of the 
administrative and legal aspects of regulating the use of the radio frequency resource for UAVs under the legal 
regime of martial law in Ukraine. The author highlighted the strategic importance of unmanned platforms for 
ensuring national security and defence, and draws attention to the specific features of the legal status of UAVs in 
both military and civilian sectors. The study analysed the existing regulatory acts of Ukraine governing access to the 
radio frequency spectrum and identifies gaps that limit the effective deployment of drones in combat conditions. 
Particular attention was paid to the issue of protecting communication channels from enemy electronic warfare, 
the necessity of implementing cryptographic protection, and the creation of specialised military frequencies for 
UAVs. Based on an analysis of the practices of NATO, the European Union, and Israel, proposals were formulated 
to improve the Ukrainian model of administrative control over radio frequency use. The author emphasised the 
advisability of introducing licensing for civilian UAV operators in combat zones, strengthening coordination 
between military and civilian authorities in the field of frequency planning, and adapting international standards 
to the national legal framework. The article proposed a comprehensive approach to forming a frequency security 
strategy, taking into account the requirements of the digital transformation of the defence sector. The results of the 
study may be used for the further development of draft regulatory acts and in shaping national policy on UAV usage 
in the context of cyber and radio frequency threat environments 
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Introduction
The Russian-Ukrainian war has become one of the most 
prominent examples of the combat use of drones, which 
has influenced the tactics of warfare and the security 
of the state. The Armed Forces of Ukraine actively use 
various types of unmanned aerial vehicles (UAVs) to 
perform combat missions, including 1) reconnaissance 
drones, which provide surveillance of enemy positions, 

intelligence gathering and adjustment of artillery fire; 
2)  strike drones, which deliver high-precision strikes 
on enemy military targets, significantly increasing the 
effectiveness of operations; 3) kamikaze drones, which 
are cheap and effective means of destruction capable of 
inflicting significant losses on enemy forces; 4)  logis-
tics drones, which are used to deliver ammunition and  
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other resources to the front line. The issue of using the 
radio frequency resource for UAVs in wartime is ex-
tremely relevant. The absence of a clear strategy can 
lead to significant losses of equipment, intelligence 
information and combat effectiveness of the Armed 
Forces of Ukraine. Therefore, it is necessary to develop 
a comprehensive administrative and legal regulatory 
system that takes into account both domestic challeng-
es and international experience.

Existing studies and publications showed that the 
use of radio frequencies for UAVs is currently relevant 
due to the high level of risks associated with electron-
ic warfare (EW). Thus, according to S.M. Sholokhov et 
al. (2021), the proportion of electronic warfare forces 
and means used in wars and armed conflicts is con-
stantly increasing due to the growing role of electronic 
means in enhancing the combat capabilities of troops. 
The prospects for the development of unmanned sys-
tems and the main challenges in the context of increas-
ing the effectiveness of combat operations and the 
priority of preserving the lives of the military are dis-
cussed by O.O. Sapelnykov et al. (2024).

The problems of ensuring the security of radio com-
munications and protection against electronic interfer-
ence were considered in the works of Ukrainian and 
foreign authors, among which it is worth mentioning 
the work of V.P. Zaslavets et al. (2020), who emphasised  
the need to develop regulations to ensure stable com-
munications during wartime. A number of authors, in-
cluding L. Hlivinska et al. (2024) and V. Matniak (2024), 
pointed out critical issues related to the lack of clearly 
defined legal regulations for the allocation of frequency 
bands during martial law.

International practice in regulating the use of fre-
quencies for UAVs, especially in martial law, demon-
strates some success in ensuring reliable and secure 
communications. The experience of NATO countries 
and the United States, in particular, shows the use 
of encrypted communication channels for military 
drones and frequency allocation, which avoids the 
use of civilian frequencies that can be intercepted 
or jammed by the enemy (Pysarenko et al., 2021). In 
the work of A. Onofriychuk (2024), the experience of 
NATO countries in the use of secure frequencies and 
data encryption in military missions was considered. 
According to the analysis, NATO countries are active-
ly working to improve the frequency spectrum and 
develop new military frequencies for UAVs, which is 
a guarantee of safety and efficiency of their use. Spe-
cial studies on reforming the administrative and legal 
regulation of UAV frequencies in Ukraine show that 
existing regulations need to be adapted to modern 
conditions. As noted by S.I. Bohdan et al. (2024), it is 
necessary to develop clear mechanisms for controlling 
the use of frequency bands, taking into account the 
specifics of martial law and the need to create special-
ised military frequencies for drones.

Particular attention should be paid to the prac-
tical aspects of integrating international experience 
into Ukrainian legislation, as well as the develop-
ment of licensing procedures for UAV operators op-
erating in combat zones, as emphasised by A.A.  Sak-
ovskyi  (2022). Proposals in this regard include the 
creation of separate frequency bands for military 
UAVs, as well as the introduction of mandatory com-
munication encryption for all unmanned systems op-
erating in Ukraine under martial law.

Also, according to H.A. Zmiivskyi et al. (2024), the 
armed forces of the world’s leading countries pay great 
attention to the development of mobile radio networks 
using airborne repeaters placed on telecommunica-
tions unmanned aerial platforms and the creation of 
wireless self-organised networks Flying Ad-hoc net-
works (FANET) Their use provides interconnection 
between remote units, increases network performance, 
communication reliability, quality of user service and 
enables operational redeployment. These networks can 
be restored and ensure rapid deployment of the com-
munication system within the coverage area.

A review of the available literature confirmed the 
importance of developing and improving the adminis-
trative and legal regulation of the use of radio frequen-
cy resources for UAVs in Ukraine under martial law. 
It is necessary to take into account international ex-
perience and technological innovations in the field of 
electronic warfare, cryptography and frequency regu-
lation to achieve the maximum effect of using drones 
in military operations.

The purpose of the article was to analyse the ad-
ministrative and legal regulation of the use of radio 
frequency resources for UAVs under martial law. Atten-
tion was paid to both military and civilian aspects of 
the use of drones, in particular, legal support for their 
operation, countering electronic warfare and ensuring 
effective management of the frequency spectrum in the 
interests of national security. To achieve this goal, the 
following key tasks have been identified:

1) to study the administrative and legal aspects of 
regulating the radio frequency spectrum for UAVs in 
wartime;

2)  to identify problems of the current legislation 
and prospects for its improvement;

3) to analyse international experience and the pos-
sibilities of its implementation in Ukraine.

Materials and Methods
The study was carried out in several successive stag-
es: collection and analysis of current Ukrainian regu-
lations and international documents governing the use 
of the radio frequency spectrum; study of current in-
ternational experience (NATO, EU, USA, Israel) in the 
field of frequency policy for UAVs; identification of the 
main problems related to regulatory support during 
the Russian-Ukrainian war; analysis of the potential 
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of current legislation to adapt to new wartime condi-
tions; systematisation of the results obtained and iden-
tification of key trends and gaps in legal regulation; 
identification of areas for further research and current 
challenges for legal support of the use of radio frequen-
cy spectrum in times of war.

The study focused on the issues of delineating the 
frequency resource between military and civilian drones, 
protecting signals from enemy electronic warfare, ana-
lysing the restrictions imposed by NATO countries, and 
assessing the ability of national legislation to respond 
to cyber and radio frequency threats. The information 
was collected by analysing open state registers, official 
websites of government agencies of Ukraine and other 
countries, databases of regulatory acts, as well as spe-
cialised analytical reports published by research centres, 
defence companies and non-governmental organisa-
tions. It was also analysed the technical characteristics 
of anti-drone systems used in Ukraine and instructions 
for their use published on the manufacturers’ official 
web resources. The study used an interdisciplinary ap-
proach that combined elements of law, information se-
curity, telecommunications and military affairs, which 
allowed us to assess the problem in its entirety. The 
choice of research methodology was based on the need 
for a comprehensive analysis of the legal regulation of 
the use of the radio frequency spectrum for UAVs un-
der martial law. Given the complexity and multifaceted 
nature of this issue, the following methods were used:

1. Analysis of Ukrainian regulations and interna-
tional standards, which is key to the study of adminis-
trative and legal regulation of the radio frequency re-
source for UAVs. This method made it possible to assess 
the current legal framework for the use of the frequency 
spectrum, identify its shortcomings and outline possi-
ble areas for improvement. The basis for the legal regu-
lation of the use of radio frequency resources in Ukraine 
is a number of legal acts, which, in particular, helped 
in conducting the study. Among them are Order of the 
Ministry of Defence of Ukraine No. 661 (2016) and Law 
of Ukraine No. 1089-IX (2020). Also, the Resolution of 
the Cabinet of Ministers of Ukraine No.  1340  (2023), 
which was recently adopted, is of particular importance 
for the purpose of this study.

2. Comparative legal method (experience of NATO, 
the USA, the EU,  Israel) used to analyse internation-
al experience in frequency spectrum regulation, as 
Ukraine can use proven practices of its Western part-
ners in times of war. 

3. The method of systematic analysis of problems 
and challenges in the regulation of the frequency spec-
trum for UAVs allowed for a comprehensive assessment 
of all aspects of administrative and legal regulation of 
the use of the radio frequency spectrum under martial 
law. The application of this method made it possible 
to obtain a holistic picture of the problem and develop 
comprehensive solutions to overcome it.

Results and Discussion
In addition to military drones, civilian drones are ac-
tively used in warfare, performing important auxiliary 
functions. Volunteer and non-governmental organisa-
tions use them to take aerial photographs, search for 
victims, deliver humanitarian aid, etc. The role of UAVs 
in the current conflict is constantly growing, and their 
effective use is becoming a strategic advantage for 
Ukraine. However, with the development of technology, 
a number of problems arise, in particular in the field 
of radio frequency regulation, which is critical for UAV 
management, as the radio frequency spectrum is a lim-
ited resource used for communication and navigation. 
Military and civilian drones operate in different fre-
quency bands, which creates additional challenges for 
their coordination and protection.

The importance of effective radio frequency re-
source management is explained by the following fac-
tors: the need to ensure uninterrupted communication 
between the operator and the UAV, as the drone must be 
in stable communication with the operator to perform 
combat and reconnaissance missions, and the use of en-
crypted communication channels is critical to prevent-
ing enemy interception of signals (Zyhrii et al., 2023). 
Steady-state navigation and positioning means that 
UAVs use GNSS (Global Navigation Satellite System) for 
spatial orientation, but satellite navigation signals are 
jammed by EW on the front line. The use of alternative 
navigation methods, such as inertial systems or radar 
technologies, requires appropriate frequency cover-
age. Enemy forces are actively using jammers to sup-
press drone control signals. Ukraine needs to develop 
strategies for frequency distribution and create backup 
communication channels to ensure the sustainability of 
UAVs. The use of drones in wartime requires a clear de-
lineation of the frequency spectrum between military 
and civilian users, and the uncontrolled use of civilian 
drones can pose risks to the operations of the Armed 
Forces, which requires appropriate regulation.

Electronic warfare has become an integral part of 
modern military conflicts, especially in the fight against 
UAVs. Russia is actively using electronic warfare to sup-
press Ukrainian drones, which poses serious challeng-
es to the Ukrainian Armed Forces. The main threats 
posed by electronic warfare equipment are primarily 
related to jamming communications between the op-
erator and the UAV. The enemy uses powerful jammers 
to block control signals, forcing the drone to either re-
turn to its starting point or crash. This is particularly 
dangerous for reconnaissance drones, which lose the 
ability to transmit intelligence. Another danger is the 
suppression of GNSS signals. Electronic warfare devic-
es can distort or completely block the satellite signal, 
making it impossible for drones to navigate. The loss 
of navigation forces operators to look for alternative 
methods of orientation, which often makes it difficult 
to complete tasks. That is why, in the war of 2025, 
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GPS navigation near the front line is almost not used 
for UAVs (Balan et al., 2025).

Another problem is the interception and hacking of 
control channels. The enemy can not only suppress the 
signal but also hack into the control channels of drones. 
This allows them to change the UAV’s route or even use 
it against their own forces. Finally, physical destruc-
tion of UAVs through electronic warfare can occur, as 
in addition to electronic effects, cyberattacks are used 
to infect drone software or change their control algo-
rithms. Some electronic warfare systems use directed 
microwave pulses to ‘disable’ UAV electronics. In view 
of these threats, administrative and legal regulation of 
the use of radio frequency resources should include: 
1) identification of strategically important frequencies 
that must be protected from enemy attacks; 2) intro-
duction of a system of backup frequencies and mul-
ti-level encryption of UAV control signals; 3) creation of 
a regulatory framework for state control over the allo-
cation of frequencies for military purposes.

Regulatory and legal framework for the use  
of radio frequency spectrum for UAVs in Ukraine
1.1 Main regulatory acts governing the use of radio fre-
quency resource

Ensuring efficient use of the radio frequency re-
source under martial law is critical for military and ci-
vilian UAVs. In Ukraine, this area is regulated by a num-
ber of legislative and subordinate acts that define the 
procedure for the allocation, management and control 
of the radio frequency spectrum.

The Law of Ukraine No. 1089-IX (2020) is the main 
regulatory act governing the use of radio frequency 
spectrum. Its key provisions are: 1) creation of the basis 
for efficient and harmonised use of the radio frequency 
spectrum to ensure economic, social, information and 
cultural development, state security, defence capabili-
ty, fulfilment of international obligations, as well as to 
ensure and protect the interests of the state and users 
of the radio frequency spectrum (Article 4); 2) distri-
bution of powers of state bodies in the areas of elec-
tronic communications and radio frequency spectrum 
(Articles  5-7); 3)  introduction of an electronic regu-
latory platform, which is an automated information 
and analytical system of the regulatory authority used 
to perform its powers under this Law and to provide 
administrative services in electronic form, electronic 
exchange of information, documents and interaction 
with providers of electronic communication networks  
and/or services, suppliers of radio equipment, users 
of radio frequency spectrum and numbering resourc-
es, and users of services (Article  8); 4)  provides for 
state supervision (control) over compliance with the 
legislation on electronic communications and the ra-
dio frequency spectrum (Article  10); 5)  establishes 
the procedure for licensing and issuing permits for the 
use of frequencies, the procedure for obtaining and  

conditions for licensing the use of the radio frequency 
spectrum (Articles 48-51).

The Law of Ukraine No. 1089-IX (2020) defines the 
legal framework for the operation of electronic com-
munication networks, including those used to control 
UAVs. Its key aspects are: 1) the legal regime of the ra-
dio frequency spectrum as a limited resource; 2)  en-
suring national security through the regulation of elec-
tronic communications; 3) the possibility of temporary 
restriction or redistribution of frequencies in a state of 
emergency or martial law; 4) setting standards for the 
protection of radio frequencies from external interfer-
ence and cyberattacks. It is worth noting that the radio 
frequency resource is managed in accordance with in-
ternational standards, and its use should be consistent 
with the needs of the defence sector, which is especially 
important in the context of war. However, it does not ful-
ly take into account the current challenges of electronic 
warfare and the need to quickly reallocate frequencies 
for military purposes, which necessitates its revision.

It is advisable to propose a number of changes that 
would allow for more flexible and efficient manage-
ment of the radio frequency resource to meet the needs 
of the security and defence sector. First, it is necessary 
to enshrine in the law a separate special regime for the 
use of the radio frequency spectrum under martial law 
or in times of threat of armed aggression. Such a regime 
would provide for priority allocation of frequencies to 
military formations, automated temporary disconnec-
tion/restriction of commercial access to frequencies in 
designated combat zones, and a mechanism for emer-
gency reallocation of spectrum without the need to go 
through a full administrative procedure.

Secondly, it is necessary to introduce a provision on 
the establishment of a Single Coordination Centre for 
Frequency Management in the Defence Sector, which 
would function on the basis of the General Staff of the 
Armed Forces of Ukraine in cooperation with the Na-
tional Commission for the State Regulation of Electron-
ic Communications, Radio Frequency Spectrum and 
Postal Services (NCEC). This centre would be empow-
ered to coordinate strategic frequency planning, con-
duct frequency testing for new weapon systems, and 
implement operational reconfiguration of spectrum to 
meet the needs of electronic warfare and cyber threats.

Thirdly, it is advisable to provide for the creation 
of a register of crypto-secure UAV control channels, 
within which entities using drones in the interests of 
defence would be able to access licensed frequencies 
with an increased level of protection. At the same time, 
a mechanism for simplified licensing and registration of 
military drones should be defined, which would allow 
them to be quickly included in the general contingent of 
military equipment without delays from civilian spec-
trum management authorities.

Special attention should be paid to expanding the 
powers of the NCEC to block or restrict the operation 



Philosophy, Economics and Law Review. 2025. Vol. 5, No. 1

Law | Administrative and legal regulation...
128128

of drones in prohibited frequency bands, in particular 
through the creation of technological solutions in the 
field of electronic scanning and detection of third-party 
control signals of UAVs used by the enemy. The intro-
duction of these changes will allow for a more rapid 
response to the dynamics of hostilities, reduce the risk 
of losing control of UAVs in conditions of active elec-
tronic interference, and increase the overall efficiency 
of drone use in the Armed Forces of Ukraine.

The Government of Ukraine also plays an impor-
tant role in regulating the allocation of spectrum. Rele-
vant resolutions of the Cabinet of Ministers of Ukraine 
(CMU) regulate: 1)  the allocation of radio frequency 
spectrum between public and private users; 2) the pro-
cedure for granting permits for the use of frequencies; 
3) the definition of frequency bands for special use, in-
cluding military purposes; 4) restrictions or adaptation 
of frequency use during martial law.

One of the key ones is the Resolution of the Cab-
inet of Ministers of Ukraine No.  1340  (2023), which 
contains a list of frequency bands and their purpose. 
In times of war, this plan must be adapted to ensure 
the effective operation of military UAVs and minimise 
threats from electronic warfare. In addition, the Cabi-
net of Ministers may decide to restrict the use of certain 
frequencies to prevent their use by the enemy, which is 
an important element of protecting the country’s infor-
mation space. These issues are regulated by Resolution 
of the Cabinet of Ministers of Ukraine No. 1459 (2022). 
As well as Resolution of the Cabinet of Ministers of 
Ukraine No. 1118 (2022).

The NCEC carries out state regulation in the speci-
fied area and is a key body in the field of radio frequen-
cy resource management. According to Law of Ukraine 
No. 1971-IX (2021), its powers include: 1) allocation 
of the frequency spectrum and issuance of licences for 
its use; 2) control over compliance with radio frequen-
cy legislation; 3) development of regulations and tech-
nical requirements for the use of frequencies; 4) en-
suring harmonisation of the national frequency policy 
with international standards; 5) cooperation with the 
Ministry of Defence on the allocation of frequencies 
for military purposes.

Given the conditions of martial law, the NCEC plays a 
critically important role in the rapid reallocation of fre-
quencies for the needs of military drones. It also over-
sees the blocking of frequencies that may be used by 
the adversary and enforces control over bands vulnera-
ble to interception or jamming. In cooperation with the 
Ministry of Digital Transformation and the Ministry of 
Defence, the NCEC is developing mechanisms to protect 
critical frequencies from electronic warfare attacks.

The radio frequency resource in Ukraine is regulat-
ed by a set of laws and regulations. However, in times 
of war, new challenges arise that the current legislation 
does not always take into account, including: 1) the need 
for prompt reallocation of the frequency spectrum for 

military purposes; 2) protection of military frequencies 
from enemy electronic attacks; 3) regulation of the use 
of frequencies for drones in the combat zone. Further 
improvements to the legislation should include more 
flexible mechanisms for adapting frequency regulation 
to wartime conditions, which will allow for more effi-
cient use of UAVs in military operations and minimise 
the threat of jamming or interception by the enemy. 
In this context, it is advisable to introduce a simplified 
procedure for temporary military access to the radio 
frequency spectrum, which would provide for the is-
suance of permits for the use of frequencies on a ‘fast 
track’ basis through an electronic system without the 
need to go through a full licensing cycle. Such a mech-
anism could be based on pre-approved bands reserved 
for the Armed Forces and other law enforcement agen-
cies, with the right to use them promptly upon request 
from an authorised unit.

In addition, it is proposed to develop and legislate 
an adaptive frequency map of the combat zone, which 
will be updated in real time and will allow direct UAV 
operators to avoid frequency conflicts and reduce the 
risk of interference. This map should be integrated into 
the digital management system of military operations. 
It is also advisable to introduce an experimental legal 
regime for innovative UAV control technologies (regu-
latory sandbox), within which the military and drone 
manufacturers will be able to test new ways of trans-
mitting commands and signals within certain ranges 
with minimal administrative barriers. This will acceler-
ate the introduction of modern solutions in the field of 
frequency management and increase the effectiveness 
of combat use of drones.

1.2 Frequency allocation for civil and military UAVs
The radio frequency resource is a strategic re-

source of the state, especially in times of war. The use 
of the frequency spectrum for UAVs depends on their 
purpose - civilian or military. In Ukraine, frequencies 
are allocated in accordance with national legislation 
and international standards. However, war requires 
adaptation of the frequency policy to ensure the effec-
tive operation of military drones and protection against 
electronic warfare. According to the recommendations 
of the Centre for Operational Standards...  (2019), it is 
important to ensure that communications are protect-
ed from interference caused by jamming systems. Fre-
quency regulation in combat requires clear guidelines 
for the use of specialised frequencies for civilian and 
military UAVs, as well as the creation of new frequency 
bands that could provide reliable communication even 
in the face of active EW.

Civil UAVs in Ukraine use standard frequency bands 
permitted for wireless communication and control of 
electronic devices. These bands are permitted for use 
in accordance with the provisions of the International 
Telecommunication Union (ITU-R)  (2020), in particu-
lar Articles  5.138, 5.150, 5.280 and Annex  1, which 
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establish global frequency allocations for short-range 
radio services, including UAVs.

Ukraine has adapted these standards through a 
number of regulatory acts, including the Technical Reg-
ulations for Radio Equipment (approved by Resolution 
of the Cabinet of Ministers of Ukraine No. 355 (2017) 
and the National Table of Radio Frequency Allocation of 
Ukraine, approved by Resolution of the Cabinet of Min-
isters of Ukraine No.  1340  (2023). These documents 
specify the permitted bands for wireless communica-
tion and determine that UAV equipment can use the 
relevant bands without licensing, subject to compliance 
with the technical characteristics and standards of elec-
tromagnetic compatibility. Main permitted frequency 
bands for civil UAVs:

 2.4 GHz – widely used for Wi-Fi, Bluetooth, wire-
less controllers and drone communications;

 5.8 GHz – used for video broadcasting and short-
range communication with UAVs;

 433 MHz – used for radio control of model air-
craft;

 868-915 MHz  – used for telemetry and long-
term communication between UAVs and ground sta-
tions.

Civil UAVs are subject to certain restrictions. In par-
ticular, the power of transmitters is limited by law (for 
example, for 2.4 GHz, usually no more than 100 mW). In 
case of interference or frequency band congestion, the 
state may impose temporary restrictions on the use of 
civilian frequencies. Some frequencies may be blocked 
in a war zone to prevent unauthorised use. Also, due to 
the widespread use of civilian frequencies by adversar-
ies, including reconnaissance and commercial drones, 
these bands are often targeted by electronic warfare 
equipment, making them difficult to use in combat. Mil-
itary drones use closed or specially reserved frequency 
bands to ensure communication security and counter 
electronic attacks. Taking into account the Resolution 
of the Cabinet of Ministers of Ukraine No. 1340 (2023), 
the main military frequency bands (may vary depend-
ing on operational needs) are as follows:

 L-band (1-2 GHz) – used for drone control and 
secure satellite communications;

 S-band (2-4 GHz) – used for communication be-
tween UAVs and command centres;

 C-band (4-8  GHz)  – used for military aviation 
and satellite communications;

 X-band (8-12  GHz)  – provides high-speed se-
cure communication between military UAVs;

 Ku-band (12-18  GHz)  – used to transmit data 
from drones over long distances via satellite channels;

 VHF/UHF (30 MHz-3  GHz)  – used for military 
communications and special missions.

The peculiarities of military use of frequencies 
are that cryptographic protection of communications 
is widely used. Thus, military UAVs use encrypted 
channels to prevent signal interception. To counter  

electronic warfare, some drones can automatically 
change frequencies or use adaptive technologies (fre-
quency hopping) to avoid jamming. Reserving frequen-
cies for uninterrupted communication is critical during 
combat operations, as it is necessary to maintain UAV 
control even in the face of electronic attacks. In 2025, 
more and more UAVs will be used for short distances 
on fibre optics, which are not afraid of electronic war-
fare, but this technology also has its drawbacks, name-
ly, limited range due to the length of the cable (the coil 
is placed inside the UAV), difficulty in deploying in the 
field, and vulnerability of the fibre optic line to phys-
ical damage. The prolonged use of fibre-optic UAVs in 
a certain area of the territory leads to the creation of a 
"spider web" that prevents further flights of both ene-
my and friendly UAVs. Therefore, frequency spectrum 
regulation remains relevant.

War creates new challenges for frequency spec-
trum management, as civilian and military frequencies 
may overlap. In such circumstances, the state must ef-
fectively manage the frequency resource to ensure reli-
able communication for its own forces and prevent the 
enemy from using the frequencies. That is why there 
is a group of so-called licensed frequencies. These are 
frequencies that have been officially allocated by gov-
ernment agencies and require special permission to 
use. Military UAVs, government agencies, and some tel-
ecoms operators use licensed frequencies, which are 
protected from outside interference. In times of war, 
licensed frequencies may be reallocated for defence 
purposes and military UAVs may receive priority access 
to certain bands (Resolution of the Cabinet of Ministers 
of Ukraine No. 1459, 2022). The state can also restrict 
or block the use of licensed frequencies by civilians, es-
pecially in combat zones (Resolution of the Cabinet of 
Ministers of Ukraine No. 1118, 2022).

In peacetime, unlicensed frequencies can be used 
without special permission, such as 2.4  GHz and 
5.8  GHz, which are used for commercial drones. In 
times of war, the military may use civilian frequencies 
for covert operations to make it more difficult for the 
enemy to detect drones. The enemy may use the same 
frequencies, which creates a risk of control override or 
jamming of signals. Therefore, to protect critical fre-
quencies, jamming systems can be used to block the op-
eration of vulnerable frequencies in certain areas.

Thus, frequency spectrum allocation for UAVs in 
wartime is a complex and dynamic process. The main 
challenges are jamming of civilian frequencies by elec-
tronic warfare, which complicates the use of drones, the 
need to adapt the frequency plan for military operations, 
and the protection of critical military frequencies from 
interception and attacks. Therefore, further improve-
ments to the legislation should take into account flexible 
mechanisms for reallocating frequencies in emergen-
cy situations, the use of dynamic frequency spectrum 
management to avoid jamming, and the introduction 
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of secure communication and cryptographic protection 
technologies for military UAVs. Implementation of these 
measures will make it possible to use unmanned sys-
tems more effectively in combat situations and increase 
Ukraine’s resilience to electronic threats.

1.3. Legal restrictions and liability for violation of 
frequency regulation

Regulation of the radio frequency spectrum is an 
important component of national security, especially in 
times of war. States impose strict restrictions on the use 
of frequencies and introduce liability for their violation 
to avoid chaos in communications and prevent poten-
tial threats. For example, in the United States, the use of 
radio frequencies is regulated by the Federal Commu-
nications Commission (FCC) under Title 47 of the Code 
of Federal Regulations (CFR) (1997), and in the Euro-
pean Union – on the basis of Directive of the European 
Parliament and of the Council No. 2018/1972 (2018), 
which provides for a permissive procedure for access 
to spectrum and criminal liability for violation of the 
terms of use. In the context of martial law, control over 
the use of frequencies is significantly enhanced, which 
requires clear legislative regulation and an effective en-
forcement mechanism. Unauthorised use of the radio 
frequency spectrum can pose a threat to military oper-
ations, lead to information leakage or facilitate enemy 
activities. Therefore, the legislation provides for admin-
istrative and criminal liability for violation of the rules 
for the use of radio frequencies.

For example, under the Code of Ukraine on Adminis-
trative Offences (1984), Article 145 provides for fines for 
operating radio electronic equipment without a permit, 
while Article 188-7 establishes penalties for violating the 
procedure for using radio frequency resources, specifi-
cally for failure to comply with the lawful requirements 
of the National Commission for the State Regulation of 
Communications and Informatization. The amount of 
such fines depends on the severity of the violation and 
may reach tens of thousands of hryvnias. During war-
time, actions that may undermine the state’s defence 
capabilities pose a particular threat – including the un-
authorised use of frequencies that interfere with mili-
tary communications, the malicious jamming of military 
or critical infrastructure signals, and the transmission 
of information about military frequencies to the enemy.

According to the Criminal Code of Ukraine (2001), 
Article 361 provides for liability for unauthorised inter-
ference with electronic computer systems (may include 
radio frequency attacks); Article 361-1 for the creation 
of software or hardware to interfere with communica-
tion networks; and Article 114-2 for the unauthorised 
dissemination of information on the movement of mili-
tary formations. Such actions are punishable by impris-
onment for a term of several years to life imprisonment 
(depending on the consequences of the offence).

In times of war, a state may restrict or prohibit the 
use of certain frequencies by civilians to prevent them 

from being used by the enemy or to avoid interfering 
with military communications. The main legal restric-
tions may include: temporary disconnection or block-
ing of certain frequency bands in combat areas, a ban 
on the use of civilian drones without permission from 
military administrations, and the transition to cen-
tralised state management of the frequency spectrum. 
These restrictions are set by the General Staff, the Na-
tional Commission in cooperation with the Ministry of 
Defence and other security agencies. Examples of pro-
hibitions during the war in Ukraine include restric-
tions on the use of drones in combat zones without the 
approval of the military; blocking dangerous frequen-
cy bands that could be used to target enemy missiles 
or drones; and criminalising the illegal use of drones 
in wartime, especially in frontline regions. Such meas-
ures, according to S. Truxal & B. Scott (2024), as well 
as F. Borsari & G.B., Jr. Davis (2023), are being intro-
duced not only in Ukraine, but also in NATO, the Unit-
ed States and EU countries, which also restrict the use 
of civilian radio frequency spectrum during wartime 
or emergency situations.

The state control over the use of radio frequencies 
is carried out to prevent unlawful interference, inter-
ference and threats to the security of communications. 
The main controlling bodies are the NCEC, which regu-
lates frequency allocation, issues licences and imposes 
sanctions, the Ukrainian State Centre of Radio Frequen-
cies (USCRF), which monitors the frequency spectrum, 
records violations and coordinates with other services 
(Ukrainian State Centre of Radio Frequencies, n.d.), the 
Security Service of Ukraine  (SSU), which investigates 
cases of unauthorised use of frequencies, especially in 
the context of espionage or sabotage, and the Ministry 
of Defence of Ukraine, which ensures military control 
over frequencies required for defence purposes.

They use automated monitoring of the radio fre-
quency spectrum to detect unauthorised activity. They 
may also use specialised equipment to identify radio 
signal sources and implement technologies to jam and 
neutralise unauthorised signals. Countermeasures may 
include detecting and blocking enemy drones using 
civilian frequencies, as well as tightening control over 
licensing and registration of unmanned aerial vehicles. 
In some cases, operational measures are taken to iden-
tify individuals using illegal frequencies.

Thus, the regulation of the radio frequency resource 
is an important element of Ukraine’s cybersecurity and 
defence in time of war. The main aspects that require 
attention are: increased liability for unauthorised use 
of frequencies, especially in times of war; stricter re-
strictions on civilian frequencies to avoid threats to mil-
itary operations; and strengthening state control over 
the frequency spectrum, in particular through modern 
systems for monitoring and blocking unwanted signals. 
Further improvement of administrative legislation in 
this area should help to increase the effectiveness of 
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military communications and minimise the risks of en-
emy electronic interference.

Challenges of regulating the frequency resource  
for UAVs in wartime
2.1. Electronic warfare threats and their impact on UAVs

Electronic warfare plays a crucial role in modern 
conflicts, including the Russian-Ukrainian war, where 
drones have become key reconnaissance, artillery and 
strike assets. The enemy’s electronic warfare capabil-
ities can significantly reduce the effectiveness of UAVs 
or disable them completely. The main electronic war-
fare threats to UAVs include jamming of communication 
and navigation signals (GPS/GNSS), radio frequency in-
terception and spoofing of control commands, and the 
use of enemy drones controlled via open frequencies. 
In particular, the suppression of navigation signals and 
communication channels renders the drone uncon-
trollable or forces it into emergency mode. The enemy 
uses powerful transmitters that generate interference 
in the GPS/GNSS band, which causes the drone to lose 
its orientation in space because it has no coordinates 
for flight, cannot adjust the route or complete the task, 
and therefore automatically returns to the take-off area 
or crashes due to loss of communication. Examples of 
hostile systems are: Zhitel, a Russian satellite jamming 
system; Pole-21, a GPS/GNSS jamming system with a 
radius of up to 50 km; Tirada-2S, a strategic-level satel-
lite jamming system (3GIMBALS, 2023).

If an adversary jams the frequencies used by the 
operator to control the drone, this may result in a loss 
of communication between the operator and the UAV. 
Consequently, the drone may automatically switch to 
return-to-home (RTH) mode or initiate a forced land-
ing. A complete loss of control renders the UAV vulner-
able to hijacking or destruction. To achieve this, station-
ary and mobile electronic warfare (EW) systems are 
employed to jam the command frequencies of drones 
(2.4 GHz, 5.8 GHz).

In addition to jamming, the enemy may intercept 
UAV control signals, which allows access to drone com-
mands, enables route manipulation, or interception 
of the video feed, with the aim of capturing the drone 

and using it for their own purposes. Such actions are 
called spoofing. This is an attack in which the enemy 
replaces the GPS signal with false coordinates, causing 
the drone to fly in the wrong direction or, for example, 
land in enemy-controlled territory. The drone can also 
lose its orientation, which leads to a crash. Such attacks 
are carried out using special transmitters that mimic 
satellite signals.

If a drone transmits unencrypted data, the adver-
sary may also intercept the video feed and target co-
ordinates, or even hack the control system to force the 
UAV to alter its course. The intercepted information can 
be used for counterattacks (for example, to determine 
the position of Ukrainian forces). The aggressor state 
actively employs counter-drone systems, including the 
Krasukha-4 and Leer-3 complexes, which are capable of 
simulating communication signals and distorting UAV 
data (3GIMBALS, 2023). The enemy also makes exten-
sive use of loitering munitions (kamikaze drones) that 
are operated via open or poorly protected communica-
tion channels. This poses new challenges for Ukraini-
an defence. According to a joint Ukrainian-Romanian 
study by M. Samus (2024), the main types of enemy loi-
tering munitions include the Shahed-136 (Geran-2)  – 
Iranian-manufactured loitering munitions that strike 
targets using GPS coordinates; the Lancet – a Russian 
kamikaze drone guided by an operator in real time; and 
the Kub-UAV  – a small strike drone that operates on 
open frequencies.

If unmanned aerial vehicles (UAVs) are controlled 
via unencrypted communication channels, this creates 
risks of interception and course deviation due to jam-
ming or command distortion. There is also the possibil-
ity of using enemy drones against themselves (through 
reverse engineering). Ukrainian specialists are devel-
oping anti-drone systems capable of intercepting and 
blocking control signals of hostile UAVs, allowing for 
more effective countermeasures against such threats. 
One example is the Ukrainian system KVS ANTIDRON 
G-6  (Fig.  1), which, according to the manufactur-
er QUADRO.UA (n.d.), effectively suppresses drone con-
trol and navigation channels, causing them to lose con-
nection with the operator and land.

Figure 1. Portable anti-drone system KVS ANTIDRON G-6
Source: QUADRO.UA (n.d.)
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The Ukrainian system  Bukovel-AD  (Fig. 2) is ca-
pable of detecting UAVs at a distance of up to 100 km 

and jamming their control and navigation signals at a 
range of up to 20 km.

Figure 2. Electronic warfare system Bukovel-AD
Source: Spetstechnoexport (n.d.)

These systems demonstrate a high level of effec-
tiveness and adaptability in the context of modern 
warfare, providing reliable protection against threats 
associated with the use of enemy UAVs. Electronic war-
fare tools are actively deployed on the battlefield, and 
to mitigate their impact, it is essential to employ en-
crypted communication channels for military drones, 
develop domestic technologies for intercepting hostile 
signals, and enhance counter-drone systems that op-
erate across unsecured frequencies. Therefore, further 
research should focus on developing UAV platforms re-
sistant to EW, as well as improving the legal framework 
for protecting the radio frequency spectrum in Ukraine.

2.2. Restrictions on the use of civilian frequencies for 
UAVs during wartime

Civilian drones are actively used in combat zones 
for reconnaissance, fire correction, and cargo deliv-
ery. However, the open frequencies used by civilian 
UAVs are easily jammed by EW systems. The enemy 
may also detect the operator’s location, putting them 
at risk. Uncontrolled use of drones can additionally 
interfere with military operations. In light of these 
threats, restrictions or even complete bans on the use 
of civilian drones may be enforced in military zones. In 
the United States and other NATO countries, according 
to S. Truxal & B. Scott (2024), strict regulations govern 
civilian UAV flights near military facilities. In Israel, as 
noted by P.  Schwennesen  (2024), civilian drones are 
prohibited in combat areas unless coordinated with 
the military. Therefore, the deployment of civilian 
UAVs in military zones must be strictly regulated to 
avoid security threats.

The use of unsecured civilian frequencies during 
wartime can be dangerous, as the adversary may jam 
the signals of civilian drones. EW systems can easi-
ly block the 2.4 GHz and 5.8 GHz frequencies used by 
commercial UAVs. If a drone does not use signal encryp-
tion, the adversary may intercept control and redirect 

it elsewhere. In addition, the enemy may capture civil-
ian drones and use them for reconnaissance. Hackers 
aligned with the adversary may remotely access drone 
video feeds by exploiting software vulnerabilities. 
These risks demonstrate the necessity of restricting 
open frequencies during wartime and strengthening 
flight security requirements.

Since February 2022, several significant legislative 
initiatives concerning the use of the radio frequency 
spectrum for UAVs have been introduced in Ukraine. 
During 2022-2023, flight bans for civilian UAVs without 
special permits were imposed in certain regions. Under 
decisions made by military administrations, the oper-
ation of drones must be coordinated with military au-
thorities. Discussions are also underway regarding the 
transfer of military UAVs to secure frequency bands. A 
proposal has been made to establish a separate registry 
for civilian drone operators operating in military zones. 
As part of efforts to strengthen frequency control, gov-
ernment authorities have been granted expanded pow-
ers to monitor and regulate spectrum usage, while the 
NCEC coordinates frequency regulation measures for 
drones during wartime. It has also been proposed to im-
plement encryption standards for military and critical-
ly important civilian drones, and to introduce licensing 
requirements for drone operations under martial law.

Civilian drones may be used in military zones, but 
their use must be regulated by state authorities. Open 
frequencies pose security risks, as they may be exploit-
ed by the enemy to intercept or jam signals. It is nec-
essary to implement legislative mechanisms to restrict 
the use of civilian frequencies during wartime and to 
ensure their proper allocation is controlled. Further 
research should focus on developing regulatory acts 
to protect the frequency resource, establishing a sys-
tem for the identification and monitoring of civilian 
UAVs, and enhancing protection against electronic war-
fare threats through the implementation of encrypted  
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communication channels. Thus, the effective regulation 
of radio frequency spectrum usage is a critically impor-
tant element in ensuring the security and effectiveness 
of military operations involving UAVs.

2.3. Challenges of secure communication for military 
unmanned aerial vehicles

In the context of modern combat operations, en-
suring reliable and secure communication is critically 
important for the effective use of UAVs. The lack of ade-
quate communication protection poses significant risks, 
including signal jamming, control interception, and 
the compromise of intelligence data. For this reason, 
states actively employing UAVs in military operations 
are implementing advanced cryptographic protection 
technologies, secure data transmission standards, and 
specialised military communication frequencies. One of 
the main challenges for military UAVs is the need to ef-
fectively protect communication channels from enemy 
electronic warfare systems.

The following technological solutions are used for 
this purpose, such as real-time data encryption. Control 
commands and telemetry data are transmitted via se-
cure communication channels. Robust cryptographic al-
gorithms are employed, including AES-256 (symmetric 
encryption), RSA-4096, and ECC (asymmetric encryp-
tion). Encryption ensures the confidentiality of the data, 
even if it is intercepted by the enemy (Navrotskyi, 2014).

Another technological solution is frequency hop-
ping spread spectrum (FHSS). The use of dynamic 
frequency hopping technology makes it possible to 
minimise the risk of signal jamming. The UAV and the 
ground control station switch operating frequencies 
thousands of times per second according to a pre-
agreed algorithm. Satellite communication can also be 
used as a backup communication channel. The use of 
encrypted satellite communication (SATCOM) ensures 
stable control over UAVs even in the event of radio fre-
quency jamming. The Armed Forces of Ukraine actively 
use Starlink terminals as a means of communication. In 
the future, it is necessary to develop domestic military 
satellite communication systems to minimise depend-
ence on foreign operators. 

The reliable protection of communication chan-
nels for military unmanned aerial vehicles must com-
ply with international security standards and take into 
account emerging threats. The main requirements for 
cryptographic protection include the use of certified 
cryptographic algorithms that meet the requirements 
of international standards (Committee on National Se-
curity…,  2016, which regulates encryption policy in 
the United States, and the National Institute of Stand-
ards…,  2020). For instance, NIST recommendations 
define requirements for key lifecycle management, 
cryptographic algorithms, and their administration in 
high-security systems. Meanwhile, CNSSP-15 policy 
regulates the use of open standards for information ex-
change between U.S. national security systems, including 

encryption, authentication, and data integrity protection. 
AES-256 encryption algorithms are used to protect con-
trol commands, while RSA-4096 or ECC are used for au-
thentication. The integrity of transmitted data is ensured 
using the SHA-3 algorithm. In view of future threats, the 
implementation of post-quantum cryptographic solu-
tions must be considered (Rohde & Schwarz,  2024).

To protect against Man-in-the-Middle attacks, all 
control commands must have a cryptographic signature 
that makes their forgery impossible. Each UAV must 
contain a unique encrypted identifier that confirms 
the authenticity of received commands. The regular 
rotation of cryptographic keys increases the system’s 
resilience. Quantum-resistant key exchange protocols 
are used to mitigate future threats posed by quantum 
computing. In the event of unauthorised interference 
or loss of communication, the UAV must automatically 
destroy critical data and either switch to autonomous 
mode or return to a controlled area.

The use of publicly accessible civilian frequencies 
for military UAVs poses a threat of signal jamming and 
interception. In this regard, a priority direction for 
the development of radio frequency policy in Ukraine 
should be the establishment of specialised military fre-
quencies for unmanned aerial vehicles. The advantages 
of introducing military frequencies in Ukraine include 
increased resilience to EW systems through the use of 
protected bands; integration of UAVs with existing mil-
itary communication systems (such as tactical radios 
and satellite systems); and the elimination of conflicts 
between civilian and military UAV usage. Potential 
frequency bands for military UAVs include: 1)  L-band 
(1-2 GHz) – used for satellite communication and mili-
tary aviation systems; 2) S-band (2-4 GHz) – potentially 
adaptable for medium-range military drones; 3) X-band 
(8-12 GHz) – promising for long-range tactical UAVs.

It is also necessary to study international experi-
ence in regulating military frequencies for UAVs. In the 
United States, military drones operate on specialised 
frequency bands that are protected against unauthor-
ised access. More broadly, NATO countries adhere to 
unified standards for secure communication in UAV 
military operations. For implementation in Ukraine, it 
is essential to develop new regulatory acts to allocate 
military frequencies. Further modernisation of EW 
systems is also required to effectively counter hostile 
UAVs, along with the development of new, more effi-
cient types of UAVs, the creation of a unified register of 
Ukrainian military drones, and their integration with 
NATO-protected communication systems.

Thus, the development of secure communication 
channels for military UAVs is a strategic objective for 
Ukraine. The implementation of modern cryptograph-
ic mechanisms, the use of dynamic frequency manage-
ment, and the allocation of specialised military bands 
will significantly increase the resilience of UAVs to ene-
my EW systems. At the same time, further development 



Philosophy, Economics and Law Review. 2025. Vol. 5, No. 1

Law | Administrative and legal regulation...
134134

of national communication security standards and the 
reduction of dependence on foreign technologies in this 
field are necessary.

International experience in UAV spectrum  
regulation and its potential adaptation in Ukraine
3.1. Radio frequency regulation of UAVs in NATO and EU 
countries

Ensuring the effective use of the radio frequency re-
source for UAVs is an important task for NATO and Eu-
ropean Union countries. The operation of both military 
and civilian drones requires a clear allocation of the fre-
quency spectrum, particularly taking into account secu-
rity needs, protection against EW, and the integration 
of UAVs into the overall air traffic management system.

The United States, the United Kingdom, and Ger-
many apply different approaches to UAV frequency 
regulation; however, the general principles are sim-
ilar – they involve the allocation of specialised bands, 
the integration of UAVs into the military aviation net-
work, and protection against electronic attacks. In the 
United States, spectrum regulation is carried out by 
the Federal Communications Commission (FCC) and 
the National Telecommunications and Information Ad-
ministration (NTIA). Military UAVs operate within spe-
cialised frequency bands in the L- and Ku-bands, which 
provide stable and secure communication. According to 
M.A. Jasim et al. (2022), the U.S. Army actively uses sat-
ellite communication to control drones, which reduces 
the risk of enemy interference.

In the United Kingdom, responsibility for frequen-
cy allocation lies with Ofcom (the Office of Communi-
cations) and the UK Ministry of Defence. Military UAVs 
operate within designated frequency bands that are 
compatible with NATO communication systems. Con-
siderable attention is given to frequency hopping tech-
nologies and encrypted communication to reduce the 
risk of signal jamming by the adversary (GOV.UK, 2023).

In Germany, regulation is carried out by the Federal 
Network Agency (Bundesnetzagentur). Military UAVs 
operate on protected frequencies that do not overlap 
with civilian usage. Additionally, the country is active-
ly implementing the concept of integrating military 
drones into the overall air traffic management system, 
which requires the harmonisation of the frequency 
spectrum in line with EU and NATO standards (Bun-
desnetzagentur,  2024). The European Union Aviation 
Safety Agency (EASA) is the key body responsible for 
developing recommendations for the integration of 
UAVs into European airspace. One of the agency’s main 
areas of activity is the unification of frequency regula-
tion for both civilian and military drones.

Within the European Union, the use of frequen-
cies for UAVs is regulated in accordance with Direc-
tive of the European Parliament and of the Council No. 
2018/1972 (2018), which sets out the general rules for 
radio spectrum allocation. The main focus is on: 1) the 

harmonisation of frequencies for drones in the 2.4 GHz 
and 5.8 GHz bands for civilian use; 2) the introduction 
of a unified standard for communication between UAVs 
and control stations; and 3) the implementation of safe 
frequency usage principles under the SESAR (Single 
European Sky ATM Research) programme (European 
Commission,  n.d.). It is important to note that at the 
European Union level, in line with Decision of the Eu-
ropean Parliament and of the Council No.  676/2002/
EC (2002), the creation of a dedicated frequency band 
for military UAVs is being considered – one that would 
be protected from unauthorised use and jamming.

NATO and EU experience in UAV frequency regu-
lation highlights the importance of clear coordination 
between military and civilian authorities to ensure the 
safe and efficient use of drones across various sectors. 
Ukraine should take these approaches into account to 
improve its own frequency management system and 
enhance the country’s defence capabilities.

3.2. Frequency regulation and UAV communication 
security in combat conditions (the case of Israel)

Israel’s experience in the use of UAVs is among the 
most advanced in the world. Faced with constant mil-
itary threats and a high probability of enemy EW ac-
tivity, the Israel Defense Forces (IDF) have developed 
a comprehensive communication protection system for 
their military drones. The core elements of this system 
include strict spectrum control, the use of cryptograph-
ic protection, and the deployment of advanced commu-
nication technologies.

One of the key challenges in combat operations 
involving UAVs is the threat of electronic jamming. To 
counter this, the Israeli military applies an integrated 
approach to frequency protection. This includes the 
use of narrow-beam antennas and directional signals, 
which significantly reduce the likelihood of detection 
and jamming of communication channels. Another 
method involves dynamic frequency switching (FHSS), 
as previously mentioned. A distributed UAV control 
architecture also helps to minimise the risk of vulner-
abilities associated with centralised communication 
channels.

Moreover, Israel’s military drones are equipped 
with autonomous control systems, enabling them to 
continue carrying out missions even if communication 
with the operator is lost. This significantly enhances 
their resilience to enemy EW measures. One of the key 
innovations in the field of military communications be-
ing implemented by Israel is the use of decentralised 
networks (Mesh Network) for unmanned aerial vehi-
cles. According to G. Kedar (2024), this technology en-
ables the creation of a robust communication system 
even under conditions of intense electronic warfare.

The main advantages of Mesh Network for UAVs lie 
in the absence of a single point of failure. Drones can 
transmit information through multiple nodes, mak-
ing the network highly resilient to attacks. UAVs can  
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dynamically change data transmission routes, bypass-
ing areas where the enemy is conducting jamming. The 
drones are capable of relaying signals through one an-
other, creating an extended communication network 
without the need for centralised towers or satellites. Ac-
cording to the analysis by L. Oleksiuk (n.d.), in combat 
operations, Israeli forces actively employ Mesh Network 
to facilitate interaction between reconnaissance UAVs, 
strike drones, and ground command posts. This system 
enables rapid acquisition of information about battle-
field changes and swift adaptation of combat tactics.

Israel’s experience in frequency regulation and com-
munication protection for military UAVs demonstrates 
the importance of a comprehensive approach to securi-
ty. The combination of protected frequencies, cryptog-
raphy, frequency hopping spread spectrum (FHSS), and 
decentralised Mesh Networks significantly enhances 
the effectiveness of unmanned operations even under 
challenging combat conditions. Ukraine would ben-
efit from taking these developments into account to 
improve its own system for the military use of UAVs.

3.3. Recommendations for improving the administra-
tive and legal regulation of UAV frequencies in Ukraine?

Taking into account the current challenges relat-
ed to the use of unmanned aerial vehicles (UAVs) un-
der martial law, it is particularly important to develop 
an effective system for regulating the radio frequency 
spectrum. Insufficient legal clarity and the absence of 
clear control mechanisms pose risks both to the mili-
tary use of UAVs and to the safety of civil aviation and 
state communication systems.

One of the most important areas for improving 
regulation is the strengthening of state control over 
the use of the radio frequency spectrum. This would 
reduce the risks of unauthorised frequency usage and 
enhance the effectiveness of EW measures. To achieve 
this, it is necessary to implement automated spectrum 
monitoring systems capable of detecting and locating 
unauthorised transmissions in real time. Furthermore, 
it is important to strengthen the powers of the NCEC 
regarding frequency allocation oversight and coordina-
tion with military authorities, as well as to expand legal 
liability for the unauthorised use of military or strategi-
cally significant frequencies during wartime. One of the 
key current issues is that military UAVs often operate 
on frequencies that may also be used by civilian oper-
ators or even by the adversary, which poses a threat to 
the effective deployment of unmanned systems in com-
bat environments. The recommended measures can be 
summarised as follows:

1) the allocation of dedicated frequency bands ex-
clusively for military UAVs, which will enhance the pro-
tection of communication channels from unauthorised 
interference;

2) the implementation of Dynamic Spectrum Ac-
cess (DSA) technologies, enabling adaptive frequency 
changes based on threat levels;

3) the use of encrypted and frequency hopping 
communication channels, which complicate signal in-
terception and jamming.

The introduction of dedicated military frequencies 
would significantly reduce the likelihood of success-
ful EW deployment by the adversary and ensure sta-
ble communication between operators and UAVs even 
under challenging combat conditions. In the current 
context, civilian drones are actively used for reconnais-
sance, fire adjustment, search operations, and human-
itarian tasks. However, the lack of proper regulation of 
their use during wartime may lead to information leaks, 
accidental interference with military systems, or even 
the enemy’s exploitation of such drones.

It is therefore advisable to introduce a special li-
censing system for civilian UAV operators working in 
combat zones. The main requirements for this pro-
cess may include: 1) preliminary checks on opera-
tors regarding their qualifications and compliance 
with information security measures; 2) defining clear 
zones where the use of civilian drones is permitted to 
avoid conflicts with military operations; 3) creating 
a unified register of authorised UAV operators, which 
would prevent chaotic use of the frequency spectrum. 
Introducing licensing would not only improve the safe-
ty of drone operations in combat areas but also con-
tribute to more effective coordination between military 
and civilian entities.

Thus, in the context of modern warfare, the admin-
istrative and legal regulation of the frequency spec-
trum for UAVs must become one of the key priorities 
of state policy. Strengthening control over frequency 
usage, establishing dedicated military bands, and intro-
ducing licensing for civilian operators will enhance the 
effectiveness of unmanned operations, ensure reliable 
protection of communication channels, and minimise 
threats from the enemy. The development of a com-
prehensive frequency regulation strategy in Ukraine 
should be based on the best international practices, 
particularly the experiences of NATO, the EU, and Isra-
el, which have successfully implemented similar mech-
anisms under combat conditions.

Conclusions
The use of UAVs for military and civilian purposes re-
quires clearly defined regulation of the radio frequency 
spectrum. In the context of the Russian-Ukrainian war, 
the effective management of frequency resources di-
rectly affects the success of combat operations and the 
state’s information security. Based on the conducted 
research, a number of issues were identified that com-
plicate the efficient use of the frequency spectrum in 
Ukraine: insufficient legal clarity regarding the alloca-
tion of frequencies between civilian and military UAVs; 
EW threats, particularly GPS/GNSS jamming and radio 
frequency interception; the absence of dedicated mil-
itary frequencies for UAVs; the lack of mechanisms to 
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Анотація. З огляду на зростаюче значення безпілотних літальних апаратів у сучасних конфліктах,  
питання правового регулювання їх використання в умовах воєнного стану набуває особливої актуальності. 
Метою статті було визначення особливостей адміністративно-правового підходу до управління 
радіочастотним ресурсом для безпілотних літальних апаратів (БПЛА) в умовах збройного конфлікту 
та посиленої загрози радіоелектронного впливу. Для досягнення поставленої мети використано 
методи аналізу нормативно-правової бази, порівняльно-правовий підхід і системний аналіз безпекових 
викликів у сфері частотного регулювання. У статті здійснено комплексне дослідження адміністративно-
правових аспектів регулювання використання радіочастотного ресурсу для БПЛА в умовах дії правового 
режиму воєнного стану в Україні. Автор підкреслив стратегічне значення безпілотних платформ 
для забезпечення національної безпеки та оборони, а також звернув увагу на особливості правового 
статусу БПЛА у військовому та цивільному сегментах. У роботі проаналізовано існуючі нормативно-
правові акти України, які регулюють доступ до радіочастотного спектра, виявлено прогалини, що 
обмежують ефективність застосування дронів у бойових умовах. Окрему увагу приділено проблематиці 
захисту каналів зв’язку від радіоелектронного впливу противника, необхідності впровадження 
криптографічного захисту та створення спеціалізованих військових частот для БПЛА. На основі аналізу 
практик країн НАТО, Європейського Союзу та Ізраїлю сформульовано пропозиції щодо удосконалення 
української моделі адміністративного контролю за використанням радіочастот. Автор наголосив на 
доцільності запровадження ліцензування операторів цивільних БПЛА для роботи у зонах бойових 
дій, посиленні координації між військовими та цивільними органами управління у сфері частотного 
планування, а також адаптації міжнародних стандартів до національного правового поля. У статті 
запропоновано комплексний підхід до формування стратегії частотної безпеки з урахуванням вимог 
цифрової трансформації оборонного сектору. Результати дослідження можуть бути використані для 
подальшої розробки проєктів нормативно-правових актів, а також у процесі формування національної 
політики у сфері використання БПЛА в умовах загроз кібер- та радіочастотного втручання

Ключові слова: безпілотні літальні апарати; радіоелектронна боротьба; радіочастотний ресурс; 
криптографічний захист; частотне регулювання; національна безпека
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Introduction
Cultural monuments are an integral part of the na-
tional identity and historical heritage of each country. 
In Ukraine, with its multifaceted history and diverse 
ancient traditions, all this not only reflects aesthetic 
values, but also carries deep philosophical meanings. 
However, in the context of the Russian-Ukrainian war, 
which has been going on since 2014, the heritage has 
been under constant threat, which poses a number of 
philosophical and legal challenges to society. The pro-
tection of cultural monuments in times of war is one of 
the most pressing problems of our time, which arouses 
considerable interest both in the scientific community 

and among the general public. Armed conflicts cause 
enormous damage not only to the physical objects of 
such heritage, but also violate the identity of peoples, 
destroying their architectural heritage, various types of 
historical artifacts. The relevance of this problem is due 
not only to current events in Ukraine, but also to global 
trends in the protection of cultural monuments in times 
of war around the world.

Culture as a system of moral values was considered 
by Ukrainian philosophers V.V. Hotynian-Zhuravlova & 
I.V. Sumchenko (2024), who noted that this definition 
is explained as a measure of the embodiment of the  
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human in the framework of nature and at the same time 
is a measure of the development of people as individu-
als. They concluded that culture not only remains a cre-
ative activity, but is a carrier of universal human values, 
which are aimed at transforming human history into 
the inner wealth of individuals, into the world of their 
values, such as goodness, mercy, friendship, love, truth, 
justice, and diligence. L.M. Taranhul et al. (2024) traced 
the logic of the relationship between cultural and per-
sonal values, investigated the aspect of preserving the 
historical and cultural heritage of Ukraine as a factor 
of national identity, and concluded that the values of an 
individual accumulate the main content of the spiritual 
world inherent in him and at the same time ensure in-
volvement in social interaction. A.A.  Koliienko  (2023) 
analysed the concept of historical local history as a 
means of forming the historical memory and spiritual-
ity of the Ukrainian people. The philosophical and ethi-
cal challenges of the mass destruction of cultural mon-
uments have been considered by a few researchers, in 
particular M.H. Novosad et al. (2022) (preservation of 
cultural identity, ethical consequences for future gener-
ations, impact on collective memory, moral obligation 
to restore destroyed monuments).

The problem of protecting cultural heritage during 
wars has become the subject of numerous studies by 
both foreign and Ukrainian scientists. Scientists em
phasised the importance of international law and the 
experience of protecting monuments during armed 
conflicts, in particular O. Rishniak (2022) and N. Kus-
hakova-Kostytska & A. Ohanov (2024). They noted that 
the uniqueness and originality of cultures prompts ad-
ditional philosophical and legal understanding of ap-
proaches to choosing ways to preserve and protect it. 
Recently, publications have also appeared that analyse 
some examples and legislative aspects of heritage pro-
tection in Ukraine (Kalishchuk, 2025). The researcher 
drew attention to the problems of this field, namely the 
need to improve the regulatory and legal support for the 
protection of cultural heritage sites. Recommendations 
for the restoration of cultural monuments damaged by 
wars were provided by T.V. Mazur (2020) (documenta-
tion of damage and destruction; assessment of the scale 
of destruction; development of restoration plans; coop-
eration with international organisations,  etc.). M.  Ro-
hozha (2023) drew attention to the practice of interna-
tional cooperation on this issue.

In general, the results of the scientists’ research 
indicated that the protection of cultural heritage in 
Ukraine in times of war requires a comprehensive ap-
proach. This includes improving legal mechanisms, 
developing philosophical concepts of cultural sustain-
ability, and active cooperation with international or-
ganisations. The challenges facing Ukraine in this area 
require not only theoretical understanding, but also 
practical actions to ensure the preservation of cultur-
al heritage. The purpose of the article was to study the  

philosophical and legal challenges that arose in our 
country in the process of protecting cultural monu-
ments during the Russian-Ukrainian war, and ways to 
solve them. The author sought to implement the follow-
ing research objectives: to consider the philosophical 
aspects of the preservation of material heritage, such 
as cultural identity, spiritual stability of society in con-
ditions of armed conflict; to assess the effectiveness of 
current Ukrainian legislation on this problem, and to 
propose strategies for international cooperation.

Materials and Methods
The article used methods of historical and cultural anal-
ysis to study the impact of the Russian-Ukrainian war 
on the preservation of cultural monuments, as well as 
legal analysis to assess the effectiveness of current leg-
islation in protecting these objects. Additionally, a phil-
osophical approach was used to consider the ethical 
aspects of heritage preservation in conflict conditions.

The research methods were structured into sever-
al stages, which allowed for a comprehensive coverage 
of the problem. The first stage was to identify the main 
philosophical and legal aspects related to the protec-
tion of cultural monuments during armed conflicts. 
For this purpose, an analysis of the literature on the 
philosophy of culture and law was conducted, which 
concerns international humanitarian law, in particular 
UNESCO regulatory documents on the protection of cul-
tural heritage (Pilkevych, 2016; Kashaba et al., 2024). 
The second stage involved an analysis of regulatory acts 
that regulate the protection of cultural monuments in 
Ukraine. The laws of Ukraine were analysed, such as the 
Law of Ukraine No. 1805-III (2000), as well as interna-
tional documents related to the protection of cultural 
heritage, in particular the Convention for the Protection 
of Cultural Property… (1954) on the protection of cul-
tural property during armed conflicts. The third stage 
included studying the experience of other countries 
that have experienced military conflicts, in particular, 
examples from Bosnia and Herzegovina and Iraq were 
analysed, where the destruction of cultural monuments 
has become a serious problem. Studying their example 
allowed to identify effective methods of responding to 
such challenges. Several specific cases of destruction or 
damage to cultural monuments of Ukraine were select-
ed, in particular the Chernihovo-Sivershchynа region 
(Sumy, Chernihiv), such as historical buildings, muse-
ums and archaeological sites. The last stage was the 
formulation of conclusions and recommendations on 
improving the legal protection of cultural monuments 
in Ukraine in war conditions. This included proposals 
for strengthening international cooperation, improving 
national legislation and involving the public in the pro-
cess of protecting cultural heritage.

Such methods allowed for a comprehensive ap-
proach to the study of the problem of the protection 
of cultural monuments in Ukraine, taking into account 
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both the legal and philosophical aspects of this impor-
tant topic. The importance of the scientific work lied in 
the fact that it emphasises the need to integrate cultur-
al policy into the strategy of national security and the 
country’s recovery after the conflict.

Results and Discussion
Culture is a complex system of moral values that forms 
a specific form of human existence in society. It encom-
passes not only traditions, customs and art, but also 
deep beliefs, norms of behavior and ethical principles 
that determine the interaction of individuals with each 
other and with the world around them. Culture influ-
ences the ways of thinking, perception of reality and for-
mation of the identity of individuals. The relationship 
of this term with the concept of “mentality” is key to 
understanding how social and historical contexts affect 
people’s worldviews. Mentality, in turn, reflects a set 
of mental attitudes, stereotypes and values that are in-
herent in certain groups of individuals. It turns out that 
culture shapes mentality, and mentality, in turn, influ-
ences the development of culture. This interrelationship 
demonstrates how moral values embedded in culture 
itself become the basis for the formation of ideas about 
good and evil, justice and injustice, which influence the 
behavior of individuals and social groups. Understand-
ing this system allows for a deeper understanding of the 
dynamics of social change and the evolution of human 
relations in the context of globalisation and cultural ex-
change (Andrushchenko, 2014; Sysliuk et al., 2016; Ho-
tynian-Zhuravlova & Sumchenko, 2024).

Cultural heritage and cultural values are two inter-
related concepts that play an important role in shaping 
the identity of peoples and societies. The first definition 
encompasses all tangible and intangible elements that 
are passed down from generation to generation, includ-
ing traditions, customs, art, language, architecture, ritu-
als and other aspects of life. It is evidence of the histor-
ical development of society, reflects its uniqueness and 
diversity, and also serves as the basis for the nation’s 
self-awareness. Cultural heritage not only preserves 
the memory of the past, but also shapes the prospects 
for the future, as it influences the present. In turn, cul-
tural values are the basic principles and beliefs that 
determine the behavior of people in society, and may 
include ethical norms, aesthetic preferences, social tra-
ditions, and ideals that shape perceptions of goodness, 
justice, and harmony.Values are the result of long-term 
historical development and interaction of various cul-
tural influences, provide the basis for social cohesion 
and identity, and contribute to the formation of com-
mon goals and aspirations within certain groups (Tepli-
uk & Khudolei, 2018; Chorna, 2021).

There is actually a close connection between the 
concepts under consideration, namely, cultural her-
itage forms cultural values, and the latter, in turn, en-
sure the preservation and development of the previous 

ones. For example, traditional rituals can be part of the 
cultural heritage of a certain people, which not only 
demonstrates its history, but also transmits important 
values, such as respect for family and nature. Therefore, 
it turns out that cultural heritage is a carrier of cultur-
al values, and cultural values give meaning and signif-
icance to cultural heritage. This interdependent rela-
tionship emphasises the importance of preserving both 
material and non-material aspects of culture to main-
tain social stability and the development of society as a 
whole (Zaredinova, 2017; Horbul, 2023).

The formation of norms of the international legal 
system for the protection of cultural monuments is an 
important aspect of the development of international 
law, which reflects the growing awareness of the im-
portance of such heritage for humanity. Historically, the 
issue of the protection of cultural objects began to gain 
relevance after two world wars, when the destruction 
of such values became an obvious consequence of mil-
itary conflicts. The first steps in this area were taken at 
the level of international agreements aimed at ensuring 
the protection of cultural monuments during war. One 
of the first important initiatives was the Convention for 
the Protection of Cultural Property… (1954), which es-
tablished the basic principles of the protection of cul-
tural heritage and called on states to take all appropri-
ate measures to prevent its destruction.

Subsequently, the development of internation-
al norms continued through various agreements and 
declarations that emphasised the importance of the 
protection of monuments. Convention Concerning 
the… (1972) became a landmark document that estab-
lished the principles of preserving not only tangible but 
also intangible types of such objects. This convention 
defined the mechanisms of international cooperation in 
the field of monument protection, and also created the 
first list of world heritage in need of special protection.

It should be noted that increasing globalisation and 
technological development have also influenced the 
formation of international law in this area. The emer-
gence of new threats, such as terrorism and illicit trade 
in cultural property, required the adaptation of existing 
mechanisms to new realities. In response to these chal-
lenges, measures were taken to strengthen international 
cooperation and information exchange between states, 
and new legal instruments were developed, such as the 
Convention on the Means of… (1970), which still helps 
to prevent the illicit export and trade of monuments, 
which can be especially aggravated during armed con-
flicts (Pilkevych,  2016; Mazur,  2020; Rishniak,  2022).

The protection of national cultural heritage in the 
context of the Russian-Ukrainian war has become an 
extremely urgent problem, causing concern not only 
in Ukraine, but also at the international level. The war, 
which has been going on since 2014 and has gained new 
intensity since February 2022, has led to significant de-
struction of cultural sites, historical monuments, and ar-
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chitectural ensembles. These attacks on cultural heritage 
are not accidental; are systemic in nature and are part of 
the strategy of the aggressor state aimed at destabilising 
Ukrainian identity and undermining national conscious-
ness. Another reason for the frequent attacks on Ukrain-
ian cultural sites is the desire of the Russian Federation 
to destroy symbols of Ukrainian history and identity, de-
moralise the population, cause a sense of hopelessness 
and loss of connection with their own roots. Attacks on 
cultural sites are often used as a means of propaganda. 
The aggressor state seeks to present itself as a “libera-
tor”, but at the same time, the destruction of Ukrainian 
heritage demonstrates its true intentions. In times of 
war, cultural sites become targets for information cam-
paigns that try to convince the world of the “legitimacy” 
of Russian aggression (Kryvolapov, 2018).

It is important to note that frequent attacks on 
monuments occur in the context of general disregard 
for international norms and rules of warfare (Conven-
tion on the Protection of the World…, 1988). Despite 
numerous international agreements that strictly pro-
hibit all this, attacks on cultural heritage during the 
war in Ukraine continue (Protocol for the Protection of 
Cultural Property in the Event of Armed Conflict, 1954; 
Second Protocol to the…, 1999; Convention on the Pro-
tection and Promotion of…, 2005). The aggressor state 
openly ignores these norms, which indicates a lack of 
respect for international law and human dignity. It is 
necessary to increase international pressure on the 
Russian Federation as soon as possible and provide 
real mechanisms for protecting cultural heritage, be-
cause its preservation is an important task for future 
generations of Ukraine.

In the modern realities of Ukrainian society, nu-
merous legal and philosophical challenges arise relat-
ed to the protection of monuments that require a deep 
rethinking. In conditions of armed conflict and aggres-
sion by the Russian Federation, the issue of protecting 
such objects acquires special importance, because their 
destruction becomes not only an act of vandalism, but 
also part of a systemic strategy for the destruction of 
Ukrainian national identity. In this context, it is impor-
tant to pay attention to the current regulatory docu-
mentation that regulates the protection of cultural her-
itage both in our country and abroad. One of the key 
international documents today is the Convention on 
the Protection of the World Cultural and Natural Her-
itage (1988). This document defines the basic princi-
ples of protecting cultural and natural objects that have 
universal value, and calls on the participating states to 
cooperate in their protection. The national legislation 
of Ukraine also contains important norms, in particu-
lar the Law of Ukraine No. 1805-III  (2000), which es-
tablishes the legal basis for the preservation, use and 
popularisation of cultural monuments. This law defines 
the mechanisms for protecting such heritage, as well as 
responsibility for its destruction or damage. The Code 

of Ukraine on Administrative Offenses (1984) contains 
articles that also provide for responsibility for damage/
destruction of cultural monuments. It can be argued 
that the formation of the domestic legal system in the 
field of cultural heritage protection during the Rus-
sian-Ukrainian war took place in conditions of threat 
of destruction and damage to cultural objects. In re-
sponse to the aggression, Ukraine has intensified legis-
lative initiatives aimed at preserving cultural heritage, 
including strengthening control over the protection of 
monuments, updating the norms for their protection 
(Law of Ukraine No.  1805-III,  2000) and cooperation 
with international organisations. However, despite the 
presence of these regulatory acts, the challenges fac-
ing society require not only legal regulation, but also 
a philosophical understanding of the value of cultural 
heritage. Society must realise that the protection of 
cultural objects is not only a legal obligation, but also a 
moral obligation to future generations. It is also impor-
tant to involve the international community in the issue 
of protecting cultural heritage in the context of war in 
Ukraine, because the global responsibility for the pres-
ervation of cultural values is a common cause of all peo-
ples star border. The reconstruction process in Ukraine 
includes several key aspects: financial support provided 
by many international organisations, such as UNESCO 
and the European Union, as well as various non-govern-
mental organisations that offer grants, loans and other 
forms of assistance. In addition, international experts 
in restoration and protection of cultural heritage are 
working together with Ukrainian specialists to assess 
the damage and develop restoration plans, involving 
architects, art historians and restorers. An important 
stage is the documentation of damaged objects to cre-
ate a database that will help preserve historical memo-
ry and cultural identity. Many international volunteer 
organisations are also involved in restoration projects, 
providing their resources and assistance on the ground 
(Arkhypova & Klevchuk, 2021). It should be noted that 
the international community is already involved in the 
restoration of cultural heritage sites destroyed as a re-
sult of the Russian-Ukrainian war. Restoration work has 
affected many cultural sites, including historical build-
ings, museums and churches, which have suffered sig-
nificant damage. For example, as part of the Polish initi-
ative, some architectural monuments in Kyiv and other 
cities have been restored. Countries such as Germany, 
France and the United States also played an important 
role, providing financial and technical assistance for the 
restoration of our country’s cultural heritage in various 
settlements. The restoration process is ongoing, and the 
international community continues to support Ukraine 
in preserving its cultural identity. For example, Italy al-
located 500 thousand euros for the restoration of the 
Transfiguration Cathedral in Odessa, and quite recently, 
conservation and reconstruction work was carried out 
in St. Sophia Cathedral in Kyiv. This was made possible 



Philosophy, Economics and Law Review. 2025. Vol. 5, No. 1

Law | Cultural monuments in the conditions of war in Ukraine...
144144

thanks to the support of UNESCO. It should be noted 
that international organisations involved in the resto-
ration of cultural heritage sites in Ukraine include not 
only UNESCO, but also the International Committee 
for the Protection of Cultural Heritage (ICOMOS), the 
UN Foundation for Culture and the Arts, the European 
Union, the International Council of Museums (ICOM), 
the World Monuments Fund, the Heritage Emergency 
National Task Force, as well as numerous non-govern-
mental organisations and charitable foundations, such 
as the Global Heritage Fund and Culture in Crisis (No-
vosad et al., 2022; Kalishchuk, 2025).

In the modern world, movable and immovable 
monuments face numerous threats that require the de-
velopment of new approaches to their protection. Here 
are the main ones: firstly, legislative regulation, which 
involves the development and implementation of new 
laws and regulations to ensure the effective protection 
of cultural heritage, in particular, strengthening ad-
ministrative and criminal liability for crimes against 
such values (following the example of the Federal Re-
public of Germany, where there is strict legislation that 
provides for significant fines and criminal penalties 
for the illegal export of cultural property outside the 
country (Legislation of the Federal Republic of Germa-
ny…,  2005); secondly, information campaigns, which 
include conducting educational programs and cam-
paigns to raise public awareness of the importance of 
preserving cultural objects and the threats that threat-
en them, which involves local communities in the pro-
tection of historical objects through educational initia-
tives); thirdly, technological solutions that involve the 
use of modern technologies, such as 3D scanning and 
geographic information systems (GIS), etc., to monitor 
the condition of heritage sites and their protection (in 
Ukraine, 3D scanning is actively used to document dam-
aged monuments, while in the United States of America, 
GIS technologies are used to map cultural resources and 
assess risks); fourthly, international cooperation, which 
includes participation in programs and agreements on 
the protection of monuments, which allows receiving 
support from other countries and organisations (the 
French Republic actively involves international organi-
sations for the restoration of its historical buildings, for 
example, after the fire in Notre Dame); fifthly, financial 
support for the initiatives of scientific staff of historical 
and cultural reserves for the purpose of constant mon-
itoring, protection and restoration of such sites, as well 
as for rapid response to threats (Rohozha, 2023).

Globalisation, although it opens up new opportuni-
ties for the exchange of cultural values, also threatens 
local cultural objects. In the context of global influence, 
it is important to find a balance between internation-
al standards for the protection of cultural heritage and 
our own traditions. Every culture has the right to ex-
press itself and preserve its unique features that shape 
its identity. That is why the integration of cultural  

values into the national consciousness becomes a key 
aspect in the process of their protection. Only by real-
ising our responsibility to future generations can we 
ensure the preservation of our cultural heritage in all 
its diversity and multifacetedness  (Prytuliuk,  2022;  
Taranhul et al., 2024).

One of the Ukrainian regions where many cultur-
al monuments were destroyed as a result of the Rus-
sian-Ukrainian war is Chernihovo-Sivershchyna. This is 
a border territory of Ukraine in relation to the Russian 
Federation, which is under constant threat from the ag-
gressor state. This region is famous for its rich cultural 
heritage, which includes numerous architectural mon-
uments, historical sites and natural landscapes that are 
of great importance for national identity and history 
as a whole. However, with the beginning of hostilities, 
many of these monuments were under threat of de-
struction, serious damage. Destruction occurs both as 
a result of direct hostilities and due to insufficient pro-
tection of cultural objects during periods of instability. 
This leads to the loss of not only material evidence of 
the past, but also to the destruction of cultural memory, 
which is an integral part of the history of the Ukrainian 
people (Convention on the Protection of the World Cul-
tural…, 1988; Law of Ukraine No. 1805-III, 2000).

For example, one of the last settlements in the 
Chernihovo-Sivershchyny region to be shelled, with 
numerous casualties and destruction of cultural herit-
age was the city of Sumy. On April 13, 2025, one of the 
buildings of Sumy State University and the Institute of 
Physics were damaged. These are notable architectural 
monuments. One of these historical estates suffered ex-
tensive damage, namely the Institute of Applied Physics 
of the National Academy of Sciences. It was the house 
of the Sukhanovykh-Sumovskykh family of philanthro-
pists and entrepreneurs, built in 1895. In the premises 
of the Ukrainian Academy of Banking of the National 
Bank of Ukraine, the tower was destroyed by debris and 
windows were broken. The Sumy Regional Philharmon-
ic is also located nearby. From here is the exit to Theater 
Square, where the Shchepkin Theater and two muse-
ums – local lore and art – stand. Windows were broken 
everywhere here by the blast wave. The total number of 
monuments that were destroyed that day was 8. Earlier, 
on August 19, 2023, the Chernihоv Regional Academic 
Music and Drama Theater named after T.  Shevchenko 
was partially destroyed as a result of a missile strike 
in Chernihоv. The missile hit the roof, and the foyer, 
auditorium, and part of the windows were also dam-
aged. The restoration of the Chernihiv Drama Theater 
is financed exclusively by donors, that is, without the 
use of budget funds. In particular, the French agency 
Expertise France provided 300 thousand euros for the 
conservation of the roof, and the International Fund 
“Partnership for a Strong Ukraine” (Great Britain and 8 
other partner countries) allocated 92 thousand pounds 
sterling for the restoration of the building. The German 
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Center for Assistance to the Arts of Ukraine provided 
50 thousand euros for the repair of the entrance doors 
and galleries. In general, all crimes of Russian vandal-
ism against Ukrainian cultural heritage are recorded on 
the Map of Destruction and Restoration (n.d.).  

It is important to pay attention to the need to pro-
tect these monuments, because their preservation is 
a matter not only of national security, but also of cul-
tural heritage, which must be passed on to future gen-
erations (Lisovska, 2016). It is important to note that 
war often becomes a catalyst for intensifying efforts to 
protect cultural sites, as societies become aware of the 
value of their history and identity. For example, in the 
Republic of Bosna and Herсegovina, after the conflict 
of the 1990s, numerous projects were implemented to 
restore historical monuments that had been destroyed. 
The involvement of international organisations such as 
UNESCO became an important factor in the processes 
of restoration and preservation of cultural heritage. A 
similar situation occurred in the Republic of Iraq, where 
after prolonged hostilities, initiatives were launched to 
document and restore monuments, which allowed not 
only to preserve material heritage, but also to restore 
national pride (Kharkovenko, 2022).

It should be noted that the Russian Federation, like 
most other countries in the world, has signed and rat-
ified numerous Hague Conventions, in particular the 
one concerning the protection of cultural property in 
the event of armed conflict. However, it is worth noting 
that the aggressor state has not yet signed the Second 
Protocol to this convention, which clarifies additional 
mechanisms for the protection of cultural property and 
bringing perpetrators to justice. All this greatly compli-
cates the prosecution of Russian servicemen for crimes 
against cultural monuments. It follows that internation-
al law on the protection of cultural objects is not fully 
functioning. It should be noted that Ukraine became 
a signatory to the Hague Convention only on April 30, 
2020. In addition, Ukraine ratified the Rome Statute 
(signed on January 20, 2000) only on August 21, 2024.

Gaps and challenges of international law in the 
context of the Russian Federation’s aggression against 
Ukraine are manifested in the insufficient effectiveness 
of mechanisms for protecting the sovereignty of states, 
as well as in the difficulties of holding aggressors ac-
countable for various types of crimes against human-
ity. Despite the existence of international norms, such 
as the UN Charter, which prohibit aggression, their im-
plementation is often complicated by the political will 
of world leaders and the lack of effective sanctions. In 
addition, there is a problem with proving crimes relat-
ed to the violation of international humanitarian law, 
since the collection of evidence can be complicated 
in conditions of active hostilities. Another important 
challenge is the insufficient support from the interna-
tional community to ensure justice and compensation 
for damages, which undermines trust in international 

institutions. All this indicates the need to reform inter-
national law to more effectively respond to aggression, 
protect people’s rights, and preserve cultural values in 
conflict situations. Be that as it may, international sup-
port for Ukraine is manifested through various forms of 
assistance. First, the countries of the European Union 
and the United States provide financial assistance, in 
particular in the form of grants to restore the econo-
my and culture of our state (Republic of Poland, Federal 
Republic of Germany, French Republic, Italian Republic, 
Kingdom of Sweden,  etc.) (From museum collections 
to architectural monuments: how the EU helps save 
Ukraine’s cultural heritage) Second, the supply of mil-
itary equipment and weapons, including air defense 
systems, helped strengthen Ukraine’s defense capabil-
ities and prevent the aggressor from advancing. Third, 
international organisations such as the UN and UNES-
CO are actively working to protect cultural heritage and 
provide humanitarian support. his comprehensive as-
sistance demonstrates global solidarity with Ukraine in 
its struggle for independence and territorial integrity. 
State and international funding for cultural reconstruc-
tion are important aspects of the restoration of cultural 
heritage destroyed as a result of the Russian-Ukraini-
an war. State funding includes the allocation of budget 
funds for the restoration of monuments, support for 
museums and cultural institutions, as well as the im-
plementation of projects to protect cultural heritage 
(digitisation, evacuation). Cooperation with foreign 
investors allows pooling resources, which contributes 
to more effective implementation of reconstruction 
projects. Another important aspect is ensuring the 
participation of local communities in the restoration 
processes, which helps to preserve the authenticity of 
cultural heritage and contributes to the socio-economic 
development of regions.

Having analysed a lot of literature and regulatory 
documentation, in particular the article by O. Kasha-
ba et al. (2024), it is worth noting that for the effective 
protection of cultural monuments in war conditions it 
is necessary to implement a number of mechanisms, 
in particular: monitoring and documentation (record-
ing damage and destruction, assessing the extent of 
destruction, planning restoration); cooperation with 
international organisations (involving UNESCO, IC-
CROM and other international structures can provide 
technical and financial support for the restoration of 
such objects); legal assistance and advocacy (provid-
ing legal support on this issue through judicial author-
ities and organisations dealing with human rights). All 
of these are real important steps for those countries 
that find themselves in similar situations. At present, 
in Ukraine, despite the difficult conditions, projects 
aimed at protecting cultural objects have already 
begun to develop, in particular, “Save Ukrainian Cul-
ture” with the support of Vodafone, “Cultural Heritage 
Protection Network” (a state project in the context of  



Philosophy, Economics and Law Review. 2025. Vol. 5, No. 1

Law | Cultural monuments in the conditions of war in Ukraine...
146146

European integration), “Ark” – an international project 
(initiated by the Czech Republic). Preserving cultural 
heritage contributes to a country’s faster recovery 
after war, as such values play a key role in social co-
hesion. International support and the active work of 
national organisations are critically important in this 
context during these difficult times.

Conclusions
Awareness of the culture of one’s own people, accept-
ance of the mentality and experience of previous gen-
erations contributes to patriotic education, national 
awareness of individuals, and consolidation of the peo-
ple. The protection of cultural monuments in times of 
war in Ukraine is a complex and multifaceted process 
that requires the integration of philosophical, legal, and 
social aspects. In times of armed conflict, such values 
become not only objects of national identity, but also 
targets for destruction. Legal challenges, such as in-
sufficient legislative support, lack of proper control 
and coordination between state bodies, complicate the 
situation. The philosophical aspects of the protection 
of cultural heritage indicated the importance of pre-
serving memory and history for future generations, as 
well as the need to form public awareness of their sig-
nificance. In times of war, it is especially important to 
ensure not only the physical protection of monuments, 
but also their cultural and spiritual value. This requires 
the active participation of the state, international or-
ganisations, and the public in the formation of effective 
mechanisms for their protection.

Important conclusion of the study is the realisation 
that cultural heritage protection should be approached 
not only from a legal or institutional perspective, but 

also from the point of view of long-term societal devel-
opment. Cultural values serve as the foundation for so-
cial resilience, local identity, and the unification of com-
munities around shared history and values. Projects 
such as “Save Ukrainian Culture” and “Cultural Heritage 
Protection Network” show the potential of public-pri-
vate and international cooperation in the field of herit-
age protection. Thus, the protection of cultural heritage 
under conditions of armed conflict is not only a mat-
ter of national security and legal regulation, but also 
of civilisational responsibility. It is necessary to form 
a national culture of memory, engage youth and local 
communities in protective initiatives, and build a broad 
dialogue between the state, society, and global partners 
on preserving Ukrainian cultural identity.

Prospects for further research may include: pro-
posals for improving the current national legislation 
on the protection of cultural heritage in the context of 
the war in Ukraine; studying the possibilities of using 
the latest technologies for documenting and protect-
ing monuments in wartime conditions; understanding 
the philosophical aspects of the protection of cultural 
heritage, which is necessary for the formation of new 
approaches to understanding its value in the context of 
armed conflicts and subsequent restorations.
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Культурні пам’ятки в умовах війни в Україні:  
філософські та правові виклики
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Анотація. Актуальність теми зумовлена необхідністю зрозуміти не лише фізичні наслідки російсько-
української війни, але й вплив на ідентичність, пам’ять і культурну спадщину України. Мета статті 
полягала в комплексному аналіз правових і філософських викликів, із якими стикається Україна в 
процесі захисту матеріальної спадщини під час збройного конфлікту, пошуку конкретних рекомендацій 
щодо ефективних механізмів її захисту. Розглянуто культуру як систему моральних цінностей, 
специфічну форму буття людей. Висвітлено взаємозв’язок із дефініцією «менталітет». Окреслено поняття 
«культурна спадщина», «культурні цінності», розкрито дотичність між ними. Осмислено становлення 
норм міжнародної правової системи щодо питань убезпечення пам’яток у історичній ретроспективі. 
Проаналізовано правові та філософські виклики щодо цього, що постають перед суспільством у нинішніх 
реаліях. Звернуто увагу на деяку нормативну документацію з урегулювання питання на теренах України 
та в інших країнах.. У статті досліджено філософські аспекти охорони культурних пам’яток, зокрема, 
підняті питання ідентичності, пам’яті та відповідальності перед наступними поколіннями. Підкреслено 
важливість інтеграції культурних цінностей в національну свідомість. Осмислено вплив глобалізації на 
локальні культурні об’єкти, тобто відмічено на необхідності балансу між міжнародними стандартами їх 
охорони та власними традиціями. Наголошено на проблемах руйнувань пам’яток Чернігово-Сіверщини, 
прикордонного регіону по відношенню до Російської Федерації. Результати дослідження можуть 
бути використані фахівцями галузей філософії та права для розробки ефективних стратегій захисту 
культурних надбань у умовах війни, а також для формування філософських підходів до їх збереження

Ключові слова: цінності; національна свідомість; охорона спадщини; краєзнавство Чернігово-Сіверщини; 
концепція «пам’яті» в філософії
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